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Preface

Intended Audience

This document is intended for:
Network engineers
Technical support and servicing engineers
Network administrators

Technical Support

Official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

B

Technical Support Website: https://www.ruijienetworks.com/support

Case Portal:_https://caseportal.ruijienetworks.com

Community: https://community.ruijienetworks.com

Technical Support Email: service_ri@ruijienetworks.com

B

Conventions
1. GUI Symbols

Interface L
Description Example
symbol
1. Button names .
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ] 2. Select Config Wizard.
menu items
. 3. Click the Download File link.
3. Link
> Multi-level menus items Choose System > Time.
2. Signs

This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows.

© warning
An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

@ Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

& Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.



https://www.ruijienetworks.com/products/reyee
https://www.ruijienetworks.com/support
https://caseportal.ruijienetworks.com/
https://community.ruijienetworks.com/
file:///E:/WXWork/1688852020930759/Cache/File/2022-04/service_rj@ruijienetworks.com

¢ Specification

An alert that contains a description of product or version support.

3. Note
This manual is used to guide users to understand the product, install the product, and complete the configuration.

The example of the port type may be different from the actual situation. Please proceed with configuration
according to the port type supported by the product.

The example of display information may contain the content of other product series (such as model and
description). Please refer to the actual display information.

The routers and router product icons involved in this manual represent common routers and layer-3

switches running routing protocols.
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1

1.1

Product Introduction

Reyee RG-EG series router is a cloud managed router designed for villas and smart home, restaurants, small
offices, and homestay hotels. It is affordable, small, and easy to use, providing 5001 600 Mbit/s bandwidth and

supporting up to 200 clients.

RG-EG series routers provide industry-leading auto-discovery and auto-networking for routers, switches, and

wireless devices.

RG-EG series routers can perform per-port VLAN configuration to achieve port isolation, and integrate with smart

flow control to achieve comprehensive network planning and perform local and remote network diagnosis.

Models

The RG-EG series routers come in five models.

10/100/1000 Maximum

Number of Recommended Management
Model Base-T

Ethernet Port

Concurrent Bandwidth Capacity

Clients

500 Mbit/s
asymmetric
bandwidth (flow

RG- 5 (PoE control disabled) AC mode: 300
100
EG105G-P supported) 300 Mbit/s Router mode: 32

asymmetric
bandwidth (flow

control enabled)

500 Mbit/s
asymmetric
bandwidth (flow

RG- 5 (PoE control disabled) AC mode: 300
EG105G-P 100
V2 supported) 600 Mbit/s Router mode: 32

asymmetric
bandwidth (flow
control enabled)
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Model

10/100/1000

Base-T
Ethernet Port

Maximum
Number of
Concurrent
Clients

Recommended
Bandwidth

Management

Capacity

RG-
EG105G

100

500 Mbit/s
asymmetric
bandwidth (flow
control disabled)
300 Mbit/s
asymmetric
bandwidth (flow
control enabled)

AC mode: 300

Router mode: 32

RG-
EG105G V2

100

600 Mbit/s
asymmetric
bandwidth (flow
control disabled)
500 Mbit/s
asymmetric
bandwidth (flow
control enabled)

AC mode: 300

Router mode: 32

RG-
EG105GW

100
(recommend
ed number
of wireless
terminals:
60)

500 Mbit/s
asymmetric
bandwidth (flow
control disabled)

300 Mbit/s
asymmetric
bandwidth (flow
control enabled)

Router mode: 32

RG-
EG210G-E

10

200

1 Gbit/s asymmetric
bandwidth (flow
control disabled)

1 Gbit/s asymmetric
bandwidth (flow
control enabled)

AC mode: 500
Router mode:

150

10
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10/100/1000 Maximum
Number of Recommended Management
Model Base-T . :
Concurrent Bandwidth Capacity
Ethernet Port .
Clients
600 Mbit/s AC mode: 500
asymmetric Router mode:
bandwidth (flow
) 150
RG- 10 (PoE control disabled)
200
EG210G-P supported) 500 Mbit/s
asymmetric
bandwidth (flow
control enabled)
600 Mbit/s (1500 No. of Manageable
bytes, NAT + flow Devices (AP + NBS
audit) Switches, Router
400 Mbit/s (1500 Mode, including this
bytes, NAT + device): 32
authentication, No. of Manageable
application Devices (AP + NBS
identification, flow Switches, Wired
audit, and flow Repeater Mode,
RG- control) including this device):
5 100
105GW(T) N/A

No. of Manageable
Devices (AP + NBS
Switches, Wired
Repeater Mode,
including this device):
32

No. of Manageable

Devices (ES
Switches): 128

11
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1.2 LED Indicators

Product Introduction

LED Indicator Status Description
Fast flashing (at 8 Hz): The router is starting
up.
Slow flashing (at 0.5 Hz): The network is
unreachable.
Flashing One long flash followed by three short
flashes (at 0.8 Hz): The router is faulty.
SYS Flashing twice consecutively (at 0.8 Hz):
® The router is restoring factory settings.
® The router is upgrading the software.
Note: Do not power off the router in this case.
Solid on The router is functioning properly.
Off The router is not powered on.
) The port is connected and is
Flashing ] o )
sending/receiving traffic.
Port ) The port is connected and is not
Solid on ) o )
sending/receiving traffic.
Off No link is detected for this port.
Off ®  Mesh pairing is not implemented.
® Wireless relay is not set up.
Flashing alternately Mesh pairing is in progress.
® The mesh signal strength is high.
Three bars on ® The wireless relay signal strength is
Mesh high.

® The mesh signal strength is medium.

Two bars on ®  The wireless relay signal strength is
medium.
® The mesh signal strength is low.
One bar on

® The wireless relay signal strength is
low.

12
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1.3 Button
Button Description
Press the Reset button for less than 2 seconds to restart the device.
Press the Reset button for over 5 seconds to restore the router to factory
Reset settings. (Release the button when the system status LED blinks).
The default management IP address is http://192.168.110.1.
Mesh Button Press the Mesh button for less than 2 seconds to perform mesh pairing.

13
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2 Getting Started

2.1 Network Planning

The following figure shows a typical topology of a Reyee router.

Reyee gateway
Reyee POE switch

E ReyeeAP
P8

1))

The DHCP server has two address pools on the Reyee router: 192.168.110.0/24 in VLAN 1 for devices of this
network and 192.168.10.0/24 in VLAN 10 for clients of this network.
The following ports are used for Ruijie Cloud management. To bring devices to go online on Ruijie Cloud, ensure

that these ports are available and data flows are permitted on the network.

14
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2.2

2.2.1

Domain name (Cloud-as)
Device Online Related:
devicereg.ruijienetworks.com
ryrc.ruijienetworks.com
stunrc.ruijienetworks.com
stunsvr-as.ruijienetworks.com
stunb-as.ruijienetworks.com
stunc-as.ruijienetworks.com
cwmpsvr-as.ruijienetworks.com
cwmpcp-as.ruijienetworks.com
cwmpb-as.ruijienetworks.com
Log Upload:

34.87.93.12

Advanced Service:
firmware.ruijienetworks.com
cloudweb.ruijienetworks.com
fastonline.ruijienetworks.com
cloudapi.ruijienetworks.com
cdn.ruijienetworks.com

ES Series Switch
iotrc.ruijienetworks.com
iotsvr-as.ruijienetworks.com
iotlog-as.ruijienetworks.com
iotdl-as.ruijienetworks.com
MQTT Devices with P206 version
ryremg.ruijienetworks.com
ehrremgq.ruijienetworks.com
mqclt001-as.rj.link

DST.IP

35.197.150.240
35.197.150.240
35.197.150.240
34.126.80.150
34.126.80.150
34.87.169.209
35.197.136.171
34.160.143.162
35.197.136.171

34.87.93.12

34.87.32.36
34.87.32.36
34.87.32.36
35.197.150.240
35.201.94.110

34.87.101.31
35.247.161.22
35.240.167.168
34.87.141.45

34.120.84.165
34.120.84.165
34.160.191.165

Installing the Router

Safety Suggestions

To avoid personal injury and equipment damage, read safety suggestions carefully before you install each device.

Domain name (Cloud-eu, Cloud-me)
Device Online Related:
devicereg.ruijienetworks.com
ryrc.ruijienetworks.com
stunrc.ruijienetworks.com
stunsvr-eu.ruijienetworks.com
cwmpsvr-eu.ruijienetworks.com
cwmpcp-eu.ruijienetworks.com
cwmpb-eu.ruijienetworks.com

Log Upload:
cloudlog-eu.ruijienetworks.com
Advanced Service:
firmware.ruijienetworks.com
cloudweb.ruijienetworks.com
fastonline.ruijienetworks.com
cloudapi.ruijienetworks.com
cdn.ruijienetworks.com

ES Series Switch
iotrc.ruijienetworks.com
iotsvr-eu.ruijienetworks.com
iotleg-eu.ruijienetworks.com
iotdl-eu.ruijienetworks.com
MQTT Devices with P206 version
ryremg.ruijienetworks.com
ehrremg.ruijienetwerks.com
mgclt001-eu.rj.link

The following safety suggestions do not cover all possible dangers

1. Installation

maintenance.

2. Movement

Keep the chassis clean and free from any dust.

Do not place devices in a walking area.

Do not frequently move devices.

When moving devices, keep the balance and avoid hurting legs and feet or straining the back.

DST.IP

35.190.10.141
35.234.108.108
35.234.108.108
35.246.237.78
34.159.112.238
34.120.73.71
34.159.112.238

35.246.247 .49

34.89.153.55
34.89.153.55
34.89.1563.55
35.234.108.108
35.190.93.193

34.107.106.56
35.242.228.40
35.198.144.180
35.234.118.145

34.149.186.87
34.148.186.87
34.120.138.185

DST.TCP

80,443
80,443

80, 443

80,443

80,443
80,443
80,443
80,443
80,443

25857
25857
25857

DST.UDP

34,783,479
34,783,479
34,783,479
34,783,479

7683
5683
6683
8683

Do not wear loose clothes or accessories that may be hooked or caught by devices during installation and

Before moving devices, turn off all power supplies and dismantle all power modules.

3. Electricity

qualified.

power supply, and damp or wet ground or floor.

cut off the power supply in the case of an accident.

Try to avoid maintaining the switch that is powered on alone.

15

Observe local regulations and specifications when performing electric operations. The operators must be

Before installing the device, carefully check any potential danger in the surroundings, such as ungrounded

Before installing the device, find out the location of the emergency power supply switch in the room. First
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Make a careful check before you cut off the power supply.

Do not place the equipment in a damp location. Do not let any liquid enter the chassis.
4. Static Discharge Damage Prevention

To prevent damage from static electricity, pay attention to the following points:

Proper ground grounding screws on the back panel of the device; use a three-wire single-phase socket

with the protective earth wire (PE) as the AC power socket.
Prevent indoor dusts.

Ensure proper humidity conditions.
5. Laser

Some devices support varying models of optical modules that are Class | laser products sold on the market.
Improper use of optical modules may cause damage. Therefore, pay attention to the following points when
you use them:

When a fiber transceiver is working, ensure that the port has been connected to an optical fiber or is
covered with a dust cap, to keep out dust and avoid burns.

When the optical module is working, do not pull out the fiber cable or look directly into a transceiver. The
transceiver emit laser light that can damage your eyes.

2.2.2 Installation Site Requirement

The installation site must meet the following requirement to ensure normal working and a prolonged durable life
Reyee EG series routers.

1. Ventilation

For installing devices, reserve at least 10 cm distances from both sides and the back plane of the cabinet at
ventilation openings to ensure good ventilation. After cables have been connected, bundle or place the cables
on the cabling rack to prevent them from blocking the air inlets. It is recommended that the device be cleaned

at regular intervals. In particular, avoid dusts from blocking the screen mesh on the back of the cabinet.
2. Temperature and Humidity

To ensure normal operation and prolong the service life of the router, keep proper temperature and humidity
in the equipment room.

If the temperature and humidity in the equipment room do not meet the requirements for a long time, the
router may be damaged.

In an environment with a high humidity, insulating materials may have bad insulation or even leaking electricity.

Sometimes the materials may suffer from mechanical performance change and metallic parts may get rusted.

In an environment with a low humidity, insulating strips may dry and shrink. Static electricity may occur easily

and endanger circuits on the device.

In an environment with a high temperature, the router is subject to more serious harm. Its performance may

degrade significantly and various hardware faults may occur.
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3. Cleanness

Dust poses a severe threat to the running of the router. The indoor dust falling on the equipment may be
absorbed by the static electricity, causing bad contact of the metallic joint. Such electrostatic absorption may
occur more easily when the relative humidity is low. This affects the lifecycle of the AP and causes

communication faults.
4. Grounding

A good grounding system is the basis for stable and reliable operation of the device, preventing lightning
strokes and resisting interference. Carefully check the grounding conditions at the installation site according

to the grounding requirements, and perform grounding operations properly as required.
Lightning Grounding

The lightning protection system of a facility is an independent system that consists of the lightning rod,
down conductor, and connector to the grounding system, which usually shares the power reference ground

and ground cable. The lightning discharge ground is targeted for the facility.
EMC Grounding

The grounding required for EMC design includes the shielding ground, filter ground, noise and interference
suppression, and level reference. All the above constitute the comprehensive grounding requirements.
The resistance of earth .wires should be Il ess than 1 q

5. EMI

Electro-Magnetic Interference (EMI), from either outside or inside the device or application system, affects
the system in the conductive ways such as capacitive coupling, inductive coupling, and electromagnetic

radiation.

There are two types of electromagnetic interference: radiated interference and conducted interference,

depending on the type of the transmission path.

When the energy, often RF energy, from a component arrives at a sensitive component through the space,
the energy is known as radiated interference. The interference source can be either a part of the interfered
system or a completely electrically isolated unit. Conducted interference results from an electromagnetic wire
or signal cable connection between the source and the sensitive component, along which cable the
interference conducts from one unit to another. Conducted interference often affects the power supply of the
device, but can be controlled by a filter. Radiated interference may affect any signal path in the device and is
difficult to shield.

For the TN AC power supply system, the single-phase three-core power socket with protective earthing
conductors (PE) should be adopted to effectively filter out interference from the power grid through filtering

circuits.

Do not use the grounding device for an electrical device or anti-lightning grounding device. In addition, the
grounding device of the device must be deployed far away from the grounding device of the electrical

device and anti-lightning grounding device.

Keep the device away from the high-power radio transmitter, radar transmitting station, and high-frequency

large-current device.
Take measures to shield static electricity.

Lay interface cables inside the equipment room. Outdoor cabling is prohibited, avoiding damages to device
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signal interfaces caused by over-voltage or over-current of lightning.
2.2.3 Installation Steps

For details about installation steps, see Hardware Installation and Reference Guide.

2.3 Quick Provisioning

2.3.1 Quick Provisioning Through Ruijie Cloud App

The Reyee router is often used with a Reyee PoE switch and a Reyee RAP.

Reyee gateway

Reyee POE switch

(((( Reyee AP

Connect the devices through Ruijie Cloud App for configuration and remote maintenance.
(1) Create a project.

a Open Ruijie Cloud App, click Create a Project, and select Connect to Wi-Fi.

18
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17:54@0 0 - 3.5KB/s % © @ Hll. GO

X Create Project ®

Have Reyee APs?

No. Yes.
Scan QR-code Connect to Wi-Fi
S0 “\
L]
[ S )
EReyee

b  After you click Yes, Ruijie Cloud App will ask you to connect SSID @Ruijie-mxxxx.

7EAR DO - 3KB/s 92 © @ Sl GD
< Create Project
Connect to Wi-Fi

1.Please connect to the Wi-Fi starting with "@Ruijie-m".

WLAN

@Ruijie-mxxxx =

2 Wait until = appears, and return to Ruijie Cloud to

continue.

12:639 all = -

Tips:

* If there is only one AP in the network, please connect to
the Wi-Fi starting with "@Ruijie-s"

O Note

@Ruijie-mxxxx is generated after network self-organization established successfully, while @Ruijie-sxxxx

is generated on a standalone device. xxxx is the last four digits of the MAC address of a device.

¢ Click Connect and access SSID @Ruijie-mxxxx.
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7EA@ DO 19.0KB/s W © Sl . T GD

<«

WLAN
WLAN @

WLAN assistant >

= @Ruijie=m393E

Connected

Available networks

O

= EG2100P_plus a

= qwert”
%=  @Ruijie-s0B36

% @Ruijie=s1FOA 22050

2

IT department (24256

= PPSKtesttime (22051

P)

test] zierss)

d After you access SSID @Ruijie-mxxxx SSID, Ruijie Cloud App will generate the topology and detect all
devices on the SON.

75400 19.0KB/s 2 @ Sl it B @D

< Create Project
Connect to Wi-Fi

1.Please connect to the Wi-Fi starting with "@Ruijie-m”

WLAN

@Ruijie-mxxxx -

2 Waituntil F appears, and return to Ruijie Cloud to

continue.

)

12:539
Generating topology.

Tips
* If there is only ane AP in the network, please connect to
the Wi-Fi starting with "@Ruijie-s".
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TSRO O - 4TKB/s 2 © il & D
< Detect Device

N
305
St

Detecting
Please wait.

e After all devices are detected, Cloud App will display them and show the topology.
17:54@ 00 - 8.5KB/s 2 © Tl .l B D
< Detect Device

Detect 3 devices

The devices that support SON are displayed below.

Jie

EGl056-F
L] o
RAPIZ00IF]  RAPIZ00(E

Topo is incomplete?

Detect Again Start Config

(2) Click Start Config to perform basic configuration of this project.

a Set Project Name and Management Password.
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735000 - 2.8KB/s 2 Ol . W G
< Basic Config
] o o

Project Config  Internet Config ~ Wi-Fi Config

Project Name *

Reyeel23

Management Password -

For project safety, please ensure the password:
() has at least 8 characters
) contains 3 of these character types:
- lowercase letters: abcd...
+ Uppercase letters: ABCD...
- numbers: 0123...
+ special characters: <=>{11@#3"()
) can not contain "admin”
) can not contain spaces or question marks

Scenario -

b  Select the scenario of this project based on your requirement.

17:55@ 00 2.8KB/s 2 © Tl .l B CD

Select project scenario X

(3) Configure the Internet.

For WAN configuration, you can choose PPPoE, DHCP, or Static IP.
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7:55@ 00 - 0.5K8/s 2 © Nl .l F D
& Basic Config

° . o
Project Config  Intemet Config  Wi-Fi Config

@ Single ISP Link: WANO

Internet Connection of Link 1 (connect to WANO)

Network parameters are automatically
assigned. You don't need to configure

802.1Q Tag

(O Dual ISP Links: WANO and WAN1

(4) Configure the SSID.

a

b

Enter the name of the SSID.
Configure it as open to allow clients to access this SSID.
Configure the password for this SSID.

Select the region code.

1I7EE@00 - 1B/ s 2 & vl Lo =
< Basic Config

- [ »
Project Config  Internet Config  Wi-Fi Config

Name/3S5ID *

Reyee1‘23|

Radio Country/Region Code ~
China

Tip: Please select your country ar region.

Save

23
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e The configuration will be synchronized to the network.
17:55@ 00 - 0.2kB/s % © Sl . W D
< Add succeeded
1s
Please wait...

Configuring Wi-Fi...

Configuring Device...

Configuring Network...

f  After about 3s, Ruijie Cloud App will prompt that the configuration is delivery succeed.

7S6@00 - 0.2k8/s % &l . B GD

< Add succeeded

Delivery succeeded. Please connect to
the new Wi-Fi after and return to Ruijie
Cloud App for connectivity test.

= Reyeel23
& No Password

g Connect to the SSID created just now to manage the whole network on Cloud App.
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756@00 - 0.0KB/s % © Tl .l | G
« =
WLAN
WLAN [ o]

WLAN assistant

= Reyeel23 2z

nnected

= @Ruijie-m393E
Saved
Available networks (6]
% EG2100P_plus a
= qwert
= IT department
% L2TP-Client
= PPSKtesttime

= RAP?? -

2.3.2 Quick Provisioning Through Reyee Eweb

The Reyee router is often used with a Reyee PoE switch and a Reyee RAP.

PC

Do

Reyee gateway

Reyee POE switch

Reyee RAP

You can use a web management system to configure and maintain the Reyee router.

(1) Connect a PC to a PoE switch, set the IP address of PC to the static IP address 192.168.110.x.

(2) Enter 192.168.110.1 in the address bar of the browser to log in to the Eweb of the EG.

All devices on the network will be displayed in Eweb.

25
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Ruifie | BRcycc | Discover Device English (3 Bxit

Total Devices: 3.

Please make sure that the device count and topelogy are correct. The unmanaged switch will not appear in the list ®
Net Status ( Online Devices / Total ) Refresh &
=
DHCP 1 171 171
Internet Router Switches APs
My Network
New Device (3 devices]
Model SN P MAC Software Ver
%Yﬂ EG105G-P-v2 [Master] 192.168.110.1 4 914
AP RAP1200(E) 192.168.110.203 3 . 14
Switch  RG-ES209GC-P 0 192.168.110.44 o5 [} 15e(07200415)

Recliscover Start Setup

(3) Click Start Setup to perform quick start of the network.

Ru,fi'e BRcycc | Create Network English ~ (3 Exit

* Network Name  ReyeeNetwork

Network Settings

Intemet  PPPoE  DHCP @ Slalic IP| CumentIP
cking IP assignment
SIP 172266162
*subnet Mask  255.255.252.0
* Gateway 1722641
“DNS Server 1921685894 192.168.58.110

*SSID @Ruijie-m0843

Wi-Fi Password  Security @ Open

Country/Region/Time Zone ~

a Enter the network name, and configure the Internet access mode of this network.
b  Enter the password of the SSID or configure the SSID as open.
¢ Select the country/region.

(4) Click Create Network & Connect. The configuration will be delivered and activated.
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sy

Delivering configuration...

Getting Started

After the configuration has been delivered and activated, you can access the Overview page to manage the

SON of Reyee devices.

ReyeeNetwork > R

&Overview
Device Infa
@online Clients

Sne - ne

. —Primary Wi Fi: ReyeeNetwork
Erouter 1P 172266.162 T Gecurity: No

©EG105G-P-V2 e 0843
FWiireless Software ver: | 551914
[EySwitches

) Net Status ( Online Devices / Total )
F Network
@ em — -
DHCP 1 171
Internet Router Switehas
Real Time Flows

. @ Uplink Fiow -@- Downlink Flow

7

5

5

4

3

2

1

&Collapse

° Operation
succeeded.

« Project Name: ReyeeNetwork

- SSiD: @Rujjie-m0843

Redirecting.

Setup>  WiFi

Hostname: Ruijie

Setup>
= Guest Wikt
Security: No
Refresh ©
171 1
APs Online Clients
Kops WAN
o
-
F
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3 Device Management

3.1 Login

Eweb is a web-based network management system used to manage or configure devices. You can access Eweb
through a browser such as Google Chrome. Web-based management involves a web server and a web client.
The web server, which is integrated in a device, is used to receive and process requests from the client, and to
return processing results to the web client. The web client usually refers to a browser, such as Google Chrome,
IE, or Firefox.

Reyee routers support both web interface management and remote management through life-time-free Ruijie
Cloud App and Ruijie Cloud platform. You can view the network status, modify the configuration, and troubleshoot
faults easily.

You can access the Eweb management system of an access or aggregation switch through a PC browser to
manage and configure the device.

Reyee Router

Reyee Switch

! "
1. Set PC's IP assignment mode to obtain IP addresses automatically.
2. Visit http://192.168.110.1 through Microsoft Chrome.

3.  Enter the password on the login page and click Login.

The default password is admin.
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Ruijic

Hi, EG205G

Login

Forgot Password? | English |

For the Reyee EG device, you may use either 192.168.110.1 or 10.44.77.254 to access the device.
The default login password for all Reyee devices is admin.

You may visit https://10.44.77.253 to log in to the master device of the Reyee network.

3.2 Configuring the Login Password

Change your password regularly to ensure account security.

(1) Log into the web management system by using the default IP address.
(2) Choose System > Login > Login Password.

(3) Enter the old password and new password.

(4) Click Save.

Ruijie | ERcycc | gw egi10g-e > Rufjie © English +  ORuijie Cloud B Download App & Wizard @ Network Check i Alert  [3Log Out

& Overview
Session Timeout

@ Online Clients

@) crange the login password. Please log in again with the new password later ®
& Network
* Oid Password
© Security
1 Behavior * New Password
= wen * Confirm Password
Save
| Diagnostics
E System
System Time
Login
Management
Upgrade &
) Ai

After saving the configuration, use the new password to log in.

A Caution

In SON network mode, the login password of all devices on the network will be changed synchronously.
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3.3 Configuring the System Time

Choose System > System Time.

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time
zone is correct but the time is still incorrect, click Edit to manually set the time. In addition, the device supports
Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can
add or delete the local server as required.

o Configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot). @

Current Time 2022-04-27 12:38:30 Edit

*Time Zone  (GMT +8:00)Asia/Shanghai

*NTP Server  O.cn.pool.ntp.org Add
1.cn.pool.ntp.org Delete
cn.pool.ntp.org Delete
pool.ntp.org Delete
asia.pool.ntp.org Delete
europe.pool.ntp.org Delete
rdate.darkorb.net Delete

Save

Choose Current Time > Edit > Current Time. The current system time will be filled in automatically.

Edit -

*Time Current Time

. Manually edit the current time or click current time to synchronize the current time automatically.
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* Time 2022-04-08 00:00:00

2022 April

Tue Wed Thu

2022-04-07 21:15:20

canedl “

Manually select a value from the Time Zone drop-down list box.

FRcycc | test123 > EG1056W

& Overview
@]

@ configure and view system time (The device has no RTC module, The time settings will nat be saved upon reboot).

Current Time  2022-04-07 21:16:18

@ Online Clients

(& Router
* Time Zone
F Wireless
(GMT+8:00)Asia/Hong Kang
) * NTP Server
(B Switches (GMT+8:00)Asia/lkutsk

(GMT+8:00)Asia/Kuala_Lumpur

= Network

(GMT+8:00)Asia/Kuching

fime (GMT+8:00)Asia/Macau
Password (GMT+8:00)Asia/Makassar
(GMT+8:00)Asia/Manila
Seheduled Reboot
(GMT+8:00)Asia/Shanghai
Reboot & Reset
europe.poolntp.org Delete
rdate darkorb.net Delete
«Collapse

Add or delete the NTP server.

B
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Ruijie  BRcycc | test123 ) EG1056W English «  yRuijie Cloud §@Download App & Network Setup @ Network Check g Wam 3 Log Out

&Overview

@ configure and view system time (The device has » module. The time setting 1 be saved upon reboot @

@Online Clients

Current Time  2022-04-07 21:15:39 [
8 Router

*Time Zone  (GMT+B:00)Asia/Shanghai
= Wireless

Time en.pool.

Password

Scheduled Reboot
Reboot & Reset

europe poolntp.org

rdate.darkorb.net

@
A

Save

&Collapse

3.4 Configuring Upgrade

To use new features, upgrade the router to the latest version. There are two methods of upgrading routers: online
upgrade and local upgrade.

3.4.1 Online Upgrade

The router that is connected to the Internet can be upgraded online.
Log in to the Eweb of the device.

(1) Choose Gateway > System > Upgrade > Online Upgrade.

Ruijre | ERcycc lish « O Ruijie Cloud i Download App & Network Setup @ Netwr

O Navigation

Hostrame: T2 on: MACC202205081 152160210103 MAC DDODCRTSABSS

0% 3 ) Reboot
@ Overview CEGIIOGH.PE  SOltware Ver: Reyoe0S 12022023
Manags nt
: 0 s i o

@ Ciients Management eboo
Current Version ReyeeOS 1.202.2023 (It is the latest version)

 System

. Ifaprompt appears indicating the current version is the latest one, you do not need to upgrade the router.

. Ifanew version is available, you can click Upgrade Now to upgrade the router. The upgrade operation does
not affect the current configuration, but the router will restart after being upgraded successfully. Do not refresh
the page or close the browser during the upgrade. You are redirected to the login page automatically after the
upgrade.
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Online Upgrade Local Upgrade

o Online upgrade will keep the current configuration. Please do not refresh the page or close th
Current Version ReyeeOS 1.86.
New Version ReyeeQS 1.

Description 1,

Tip 1. If your device cannot access the Internet, please click Download File.

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

3.4.2 Local Upgrade

Upgrade the router by uploading a local upgrade package.
Confirm the target version and download the upgrade package from the official website.
(1) Log in to the Eweb of the router.

(2) Choose Gateway > System > Upgrade > Local Upgrade.

Overview  Network ~  Security ¥  Behavior ¥ VPN ~  Advanced ~  Diagnostics ¥  System >~

Online Upgrade Local Upgrade
o Please do not refresh the page or close the browser.
Model EG105G-P-V2
Current Version ReyeeQS 1.86.1929
Keep Config (If the target version is much later than the current version, it is recommended not to keep the configuration.)

File Path Browse

(3) Click Browse, select an upgrade package on the local PC, and click Upload to upload the file.

(4) After the file is uploaded successfully, the system displays upgrade package information and asks for the
upgrade. Click OK to start the upgrade.

(5) After the upgrade is complete, choose Gateway > Overview and check whether the current version is
consistent with the target version in the Device Details pane.

If versions are consistent, the upgrade is successful.

If versions are inconsistent, the upgrade fails. Try again or contact RITA.
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Overview  Network Security Behavior VPN Advanced Jiagnostics System
Overview
Memory Usage Online Clients Status: Online
o, Uptime: 3 days 5 hours 42 minutes 49 seconds
65 K) 3 Systime: 2022-09-13 16:32:55
Device Details
Model: EG105G-P-V2 Hostname: EG105G-P-V2 & SN: M,
MAC: 00:D0:F8:15:08:43 Work Mode:  Router & Role: Master AC @
Hardware Ver: 1,00 I Software Ver: ReyeeOS 1.86.1929 I

3.5 Backing Up or Restoring the Configuration

Back up the configuration to restore the configuration quickly in the case of a failure.
(1) Log into the Eweb of the router.

(2) Choose Gateway > System > Management.

MNavigation O | English - ORuie Cloud BlDownioad App & Network Senup @ Network Check  zij Alert [3Log Out

Ruifie | BRcycc

Q Mavigation
I SN MACC202205091 1P 192.168.210.103 MAC: DXDOCBTSABES
@ Reboot

ReyeeDS 12022023

@1 Overview ® EG310GH-P-E
& Network System

£ Devices
ackup & import  Resel

o ' ot v ®

@ e orpetvecs
tis recom cooated automatically later,

Cllents Managemen

| Backup config

Backup Config m

| Import Config

System

File Path

(3) Click Backup to download a configuration file locally.
(4) To restore the configuration, click Browse, select a backup file on the local PC, and click Import to import the

configuration file. The router will restart.
If the target version is much later than the current version, some configuration may be missing.

You are advised to restore the settings before importing the configuration. The router will restart automatically

if you restore it.

3.6 Configuring Restart

3.6.1 Restarting the Current Device

Switch to the Local Device mode.

Choose System > Reboot.
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Ruifie fRcycc | Local Device(EG2 nglis & Network Setup @ Network C i Alert [3logOut

% Overview
Reboot  Scheduled Reboot

& onine criens
e S —— ®
& Network
Reboot.
© Security

fft Behavier
= VPN
& Advanced

@ Diagnostics

System Time
Login
Management

Ungrade

Click Reboot. The device will restart immediately. Do not refresh or close the page during restart. After the device

restarts, you will be redirected to the login page.

Reboot Scheduled Reboot

o Please keep the device powered on during reboot.

Click Scheduled Reboot. Enable this feature and select the scheduled restart time. The device will restart as

scheduled.

Reboot Scheduled Reboot

o It is recommended to set the scheduled time to a network idle time, e.g., 2 A.M..

The downlink device will also be rebooted as scheduled.

Enable @D

Day B Mon B Tue B Wed B Thu & Fri B sat B Sun

Time 03 o 00

Save

Switch to the Network mode.

Choose System > Reboot > Reboot. Select Local to restart the current device.
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Reboot Scheduled Reboot

9 Please keep the device powered on during reboot.

Reboot

Select All Devices Specified Devices

3.6.2 Restarting All Devices on the Network

Switch to the Network mode. Choose System > Reboot > Reboot.

Ruijie | iRcycc Network ‘Navigation Q ‘ English v O Ruijie Cloud  3Download App 4 Network Setup @ Network Check  gigAlert [3Log Out

Q Navigation
Reboot  Scheduled Reboot

2 Overview

@ Fiease keep the device powered on during reboot. @
& Network
Select ‘ 0 Local ‘ All Devices Specified Devices
[ Devices -
:
B Gateway
@ Clients
System Time

Login Password

Management

&Collapse

g
i

Select All Devices, and click Reboot All Device to restart all devices on the network.

Reboot Scheduled Reboot

6 Please keep the device powered on during reboot.

Select Local ‘ © All Devices Specified Devices

Reboot All Device

A Caution

The operation takes some time and affects the entire network. Therefore, exercise caution when performing this
operation.

3.6.3 Restarting Specified Devices

Switch to the Network mode. Choose System > Reboot > Reboot.

Click Specified Devices, select required devices from the Available Devices list, and click Add to add devices

to the Selected Devices list on the right. Click Reboot. Specified devices in the Selected Devices list will restart.
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Reboot Scheduled Reboot
o Please keep the device powered on during reboot. @
Select Local All Devices © Specified Devices
Available Devices 1/1 Selected Devices 0/0
1234567891234 - EG210G-P No data

[ ada> |

3.6.4 Configuring Scheduled Restart

Confirm that the system time is accurate to avoid network interruption caused by device restart at an incorrect
time point. For details about how to configure the system time, see section 3.3 Setting and Displaying System

Time.
Choose System > Reboot > Scheduled Reboot.

Toggle the switch to Enable, and select the date and time of scheduled restart every week. Click Save. When the
system time matches the scheduled restart time, the device will restart. You are advised to set scheduled restart
time to off-peak hours.

A Caution

The operation affects the entire network. Therefore, exercise caution when performing this operation.

Reboot Scheduled Reboot

o It is recommended to set the scheduled time to a network idle time, e.g., 2 A.M..

The downlink device will also be rebooted as scheduled.

Enable ()

Day Mon Tue Wed Thu Fri Sat sun

Time 03 :| 00

Save

37



Cookbook Device Management
3.7 Restoring Factory Settings

Restore the device to factory settings and the default password.

The operation deletes all current configuration. You are advised to back up the configuration before restoring
factory settings.

(1) Log in to the Eweb of the device.
(2) Choose System > Management > Reset.

Ruijie | ERcycc

Navigation Q | English v QRujie Cloud M Download App & Network Setup @ Network Check i Alert  [3Log Out

(3) Select the target device.
Local: Select Local. Only the local device is restored.
All Devices: Select All Devices. All devices on the network are restored.

(4) Click Reset to restore the selected devices to factory settings.
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4 Common Settings

4.1 Network Access Setting

Perform network configuration to connect the router to the Internet quickly.

Three Internet access modes are available:
PPPoE
DHCP

Static IP address

4.1.1 PPPoE Configuration Through a WAN Port

(1) Click Wizard to access the configuration wizard page.

gw_eg310g-e > Ruljie © English ~  ORuljie Cloud 3 Download App & Wizard @ Network Check i Alert [3Log Out
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Common Settings

Set Internet to PPPoOE in the Network Settings pane.

* Network Name gw _eg310g-e

Network Settings

Internet @ PPPoE DHCP Static IP
Current Settings: DHCP
* Username 13559163002

* Password seenes et

Service Name

@ Forgot Account? Obtain Account from Old Device
Country/Region/Time Zone N

* Country/Region China (CN)

* Time Zone (GMT+8:00)Asia/Shanghai

Create Network & Connect

(2) Enter your Username and Password obtained from an ISP. Service Name is optional.

(3) If you forget the password from the ISP, click Obtain Account from Old Device.

(4) Click Create Network & Connect. The router initiates a connection with the Internet.

(5) After connecting the router to the Internet, you can manage the router on Ruijie Cloud or Eweb.
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Obtain PPPoE Account from Old Router

!

= =

Steps:
1. Transmit Power on the old router and new router.

2. Connect one end of a cable to the WAN port of the old router and
connect the other end to the LAN port of the new router.
3. Click "Obtain".

4.1.2 Static IP Address Configuration Through a WAN Port

(1) Click Wizard to access the configuration wizard page.

gw_eg310g-a > Ruijie O English «  (Ruie Cloud  WDownload App & Wizard @ Netw k piAlert [3logOut

(2) SetInternet to Static IP in the Network Settings pane.

* Network Name gw_eg310g-e

Network Settings

Internet PPPoE DHCP @ StaticIP | Current IP
Checking IP assignment
*IP
*# Subnet Mask

* Gateway

* DNS Server

Country/Region/Time Zone ~

* Country/Region  China (CN)

#* Time Zone (GMT+8:00)Asia/Shanghai

Create Network & Connect

(3) Configure an IP address, a subnet mask, a gateway IP address, and a DNS server address.
(4) Click Create Network & Connect. The router initiates a connection with the Internet.

(5) After connecting the router to the Internet, you can manage the router on Ruijie Cloud or Eweb.
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4.1.3 DHCP Configuration Through a WAN Port

(1) Click Wizard to access the configuration wizard page.

gw_eg310g-e > Ruijie & English ~  Rulfie Cloud M Download App & Wizard  @Network Check it Alert  [3Log Out

(2) Set Internet to DHCP in the Network Settings pane.

* Network Name gw_eg310g-e

Network Settings

Internet PPPOE @ DHCP Static IP

Current Settings: DHCP
Country/Region/Time Zone v
* Country/Region China (CN)

* Time Zone (GMT +8:00)Asia/Shanghai

Create Network & Connect

(3) Click Create Network & Connect. The router initiates a connection with the Internet.

After connecting the router to the Internet, you can manage the router on Ruijie Cloud or Eweb. You can perform

WAN configuration through the following page.

Choose Gateway > Network > WAN.
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Ruijie | ERcycc Navigation Q | English v O Ruijie Cloud §#Download App £ Network Setup @ Network Check  pfAlert [3Log Out

C Navigation

- EG105G-P-v2
Hostname: SN: M 219 ] IP: 172.26.5.127 ) Reboot

) Overview ® EG105G-P-V2 MAC: 00 8:43 Software Ver: ReyeeOS 1.86.1929
& Network Overview  Network Security Behavior VPN Advanced Diagnostics System
B Devices

o Configure WAN settings. @
@ Clients

WAN WAN1 ISP/Load Settings
= System

* Internet DHCP

No username or password is required for DHCP clients

Subnet Mask

o

Gateway 172.26.4

-
A

DNS Server 192.168.58.110 192.168.58.94

€Collapse

4.2 AP Management

) Note

s To manage the downlink AP, enable self-organizing network (SON) discovery (see section ! L
r ! L I ). The wireless settings are synchronized to all wireless devices on the
network by default. You can configure groups to limit the device scope under wireless management. For
detaills, see section 4.2.2 Configuring AP Groups.
s Except the RG-EG105GW and RG-105GW(T), other Reyee routers do not send Wi-Fi signals. Wireless
settings need to be delivered to make downlink APs take effect.

4.2.1 Switching the Working Mode

1. Working Mode

Router mode

The device supports routing functions such as route-based forwarding and network address translation (NAT),
VPN, and behavior management. It can allocate addresses to downlink devices, forward network data based
on routes, and perform NAT operations.

In router mode, the device can access the network through Point-to-Point Protocol over Ethernet (PPPOE)
dialing, dynamic IP address, and static IP address. It can also directly connect to a fiber-to-the-home (FTTH)

network cable or an uplink device to provide network access and manage downlink devices.

AC mode
The device supports Layer 2 forwarding only. The device does not provide routing and Dynamic Host
Configuration Protocol (DHCP) server functions. By default, a WAN port obtains an IP address through DHCP.

The AC mode is applicable to the scenario where the network is working normally. In AC mode, the device

serves as the management controller to access the network in bypass mode and manage APs.
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SON Discovery

When configuring a working mode, you can configure whether to enable the SON discovery function. This

function is enabled by default.

After the SON discovery function is enabled, the device can be discovered on a network and discover other
devices on the network. Devices interconnect with each other based on the device status and synchronize
global configuration. You can log in to the web management page of any device on the network to check
information about all devices on the network. After this function is enabled, clients can maintain and manage

the current network more efficiently. You are advised to keep this function enabled.

If the SON discovery function is disabled, the device will not be discovered on the network and runs in
standalone mode. After logging in to the web page, you can configure and manage only the current login
device. If only one device is configured or global configuration does not need to be synchronized to the device,

you can disable the SON discovery function.

& Note

In AC mode, the SON discovery function is enabled by default.

After the SON discovery function is enabled, you can view the self-organizing role of the device on the
Device Details page.

The menus on the web page vary depending on whether the SON discovery function is enabled. For
details, see section 1.7 Switching Between Management Pages.

Configuration Steps

Choose Overview > Device Details.

Click the current working mode to edit the working mode.

@ Caution

After you switch the working mode, the device will restore factory settings and restart. Proceed with caution.

Overview Real Time Flow Flow History URL Log Client List

Overview

Status: Online
Uptime: 41 days 21 hours 58 minutes 20 seconds
Systime: 2022-10-10 14:22:56

Online Clients

19% 9

Memory Usage

Device Details

Model: EG310G-E
MAC: 00:D0:FB:18:28:38
Software Ver: ReyeeQS 1.206.2029

SN: MACCMR1250X01
Hardware Ver: 1,00

Hostname: Ruijie &

Work Mode: Router &

AC function: If a device works in router mode and the SON discovery function is enabled, you can enable
or disable the AC function. After the AC function is enabled, the device in router mode supports the virtual AC
function and can manage downlink devices. If this function is disabled, the device needs to be elected as an

AC in SON mode and then manages downlink devices.
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Description:
1. The device IP address may change upon
mode change.
2. Change the endpoint IP address and
ping the device.
. Enter the new IP address into the
address bar of the browser to access

:‘\Iu'u l,f F

[¥5]

4. The system menu varies with different
work modes.

Woark Mode Router @)

Self-Organizing @D @ @ Tip

Network
" @O

4. Viewing the Self-Organizing Role

Choose Local Device > Overview > Device Detalils.

After the SON discovery function is enabled, you can view the self-organizing role of the device on the Device
Details page.

Master AP/AC: The device functions as an AC to manage downlink devices.

Slave AP: The device connects to the AC in self-organizing mode and is managed by the AC. Slave APs are

uniformly managed by the master AP or AC. Some wireless network configurations cannot be modified

separately in local mode, and must be delivered by the master AP or AC.

Overview
Memory Usage Online Clients Status: Online
- Uptime: 1 hour 6 minutes 16 seconds
46% 1 Systime: 2022-04-24 15:03:22
Device Details
Model: EG Hostname: Ruijie £
SN MACCEGWELYYO1 MAC: 00:D0:F8:15:79:45
Work Mode: Router & Role: |Master AC @
Hardware Ver: 1,00 Software Ver: ReyeeOS 1.86.1611

4.2.2 Configuring AP Groups

1. Overview

After SON network discovery is enabled, the device can work as the master AP or AC to batch configure and

manage its downlink APs by group. Before you configure APs, assign them to different groups.
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O Note

If you specify groups when configuring the wireless network, the configuration takes effect on wireless
devices in the specified groups.

2. Configuration Steps

Switch to the Network mode. Choose Devices > AP.

(1) View the information of all APs on the current network, including basic information, RF information, and model.

Click the SN of an AP to configure the AP separately.

Ruiie | FReyce . \ Navigation Q | English v & Ruijie Cloud 28 Download App & Network Setup @ Network Check  gjAlert [3Log Out
Q Navigation
All (3) Gateway (1) AP (2) Switch (0) AC (0) Router (0)
41 Overview
o Device List
& Network -
| Device List & Group: All Groups ~ Expand Change Group RF Information  Model
& Devices
@ Delete Offline Devices Batch Upgrade
A Gateway
Relay Information
SN Status Hostname MAC P Clients Device Group Software Ver
@ Clients
- 2 5G Vi
= System M 21 Online Ruijie & 00:C 8:48 192.168.110.152 & 1 tests/Default ° DSG,‘ o ReyeeOS 1.86.2019
etails
" . ik Wired
[ 2534 Online RAP2260(E) & EC: A4:97 192.168.110.200 & o tests/Default ReyeeOS 1.86.2019
View Details
n 10/page Total 2
g
Ai
«Collapse

(2) Click Expand. Information about all the current groups is displayed on the left of the list. Click to create
a group. You can create a maximum of eight groups. Select the target group and click to modify the

group name or click to delete the group. You cannot modify the name of the default group or delete the
default group.

Device List & Group: All Groups Change Group

SN Status Hostname MAC

@ G1QHEWX000610 Online Ruijie [Master] & EC:BL:70:

46



Cookbook Common Settings

Device List 2 Group: All Groups

SN

All Groups

Default
G1QHEWX00061

(3) Click a group name in the left. All devices in the group are displayed. One device can belong to only one group.
By default, all devices belong to the default group. Select a device from the device list and click Change Group
to migrate the selected device to the specified group. After a device is moved to the specified group, the device
will use the configuration for the new group. Click Delete Offline Devices to remove offline devices from the

list.
| Device List & Group: All Groups | Collapse RF Information  Model [ Delete Offline Devices Batch Upgrade
Relay Information
[} SN Status Hostname MAC P Clients Device Group
All Groups
Default i
% GTQHEWX000610 Online Ruijie [Master] & EC:BO:70:23:A4:BF 172.26.1.32 & 0 test/ERiAE [z
test View Details
Change Group .
Select Group
Default
test
=1
"

4.2.3 Configuring Wi-Fi

Switch to the Network mode. Choose Network > Wi-Fi > Wi-Fi Settings.
Enter the SSID and Wi-Fi password, select the frequency band used by the Wi-Fi signal, and click Save.

Click Advanced Settings to configure Wi-Fi parameters.

A Caution

Configuration modification will cause the wireless configuration to be reset, resulting in logout of connected
clients. Exercise caution when performing this operation.
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o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Wi-Fi Settings Device Group:  pefault

*SSID

Band

Security

Wireless Schedule

VLAN

Hide SSID

Client Isolation

Band Steering

XPress

Layer-3 Roaming

Wi-Fi6

test
24G + 5G
Open

Collapse

All Time
Default VLAN
(The SSID is hidden and must be manually entered.)
Prevent wireless clients of this Wi-Fi from communicating with one another.
(The 5G-supported client will access 5G radio preferentially.)
(The client will experience faster speed. )
(The client will keep his IP address unchanged in this Wi-Fi network.)

() (802.11ax High-Speed Wireless Connectivity.) (?)

Save

Table 4A1  Wireless Network Configuration

Parameter

Description

SSID

Enter the name displayed when a wireless client searches for a wireless
network.

SSID Encoding

If the SSID does not contain Chinese, this item will be hidden. If the SSID
contains Chinese, this item will be displayed. You can select UTF-8 or GBK.

Band

Set the band used by Wi-Fi signals. The options are 2.4 GHz and 5 GHz. The 5
GHz band provides faster network transmission rate and less interference than
the 2.4 GHz band, but is inferior to the 2.4 GHz band in terms of signal coverage
range and wall penetration performance. Select a proper band as needed. The
default value is 2.4G + 5G, indicating that the device provides signals at both 2.4
GHz and 5 GHz bands.
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Parameter Description

Select an encryption mode for wireless network connections. The options are as

follows:
Security ® Open: The device can associate with Wi-Fi without a password.
® WPA-PSK/WPA2-PSK: Wi-Fi Protected Access (WPA) or WPA2 is used for
encryption.
® WPA WPA2-PSK (recommended): WPA2-PSK or WPA-PSK is used for
encryption.

o Specify the password for interconnection with the wireless network. The
Wi-Fi Password ) .
password is a string of 8 to 16 characters.

] Specify the period during which Wi-Fi is enabled. When this parameter is set,
Wireless Schedule S . .
users can only connect to Wi-Fi during this period.

Set the VLAN to which Wi-Fi signals belong. You can select a VLAN from the
VLAN available VLANS, or click Add New VLAN and go to the LAN Settings page to
add a VLAN.

Enabling SSID hiding can prevent unauthorized users' access to Wi-Fi,
improving security. However, mobile phones or computers cannot find the SSID
Hide SSID after this function is enabled. You must manually enter the correct name and
password to connect to Wi-Fi. Record the current SSID before you enable this

function.

With client isolation enabled, clients associated with Wi-Fi are isolated from one
Client Isolation other, and end users connected to the same AP (in the same network segment)
cannot access each other. This improves security.

Band Steeri Band steering allows 5G-capable clients to select 5 GHz Wi-Fi preferentially.
and Steerin
g You can enable this function only when Band is set to 2.4G + 5G.

<P XPress enables the device to send game packets preferentially, providing more
ress
stable wireless network for games.

Layer 3 roaming enables clients to keep their IP addresses unchanged when the
Layer-3 Roaming clients are associated with the same Wi-Fi. This function improves the roaming

experience of users in the cross-VLAN scenario.

Wi-Fi 6 provides wireless users with faster network access speed and optimized

network access experience.

Wi-Fi6 This function is valid only on 802.11ax-capable APs and routers. Clients must
also support 802.11ax to experience high-speed network access empowered by
Wi-Fi 6. If clients do not support Wi-Fi 6, disable this function.
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4.2.4 Configuring Guest Wi-Fi

Switch to the Network mode. Choose Network > Wi-Fi > Guest Wi-Fi.

Guest Wi-Fi is a wireless network provided for guests, and is disabled by default. Client isolation is enabled for
guest Wi-Fi by default, and cannot be disabled. In this case, clients associating with guest Wi-Fi are mutually
isolated, and they can only access the Internet through Wi-Fi. This improves network access security. You can
configure a wireless schedule for the guest network. After the specified schedule expires, the guest network will

become unreachable.

Enable guest Wi-Fi and set the guest SSID and password. Click Advanced Settings to configure the wireless

schedule of guest Wi-Fi and more Wi-Fi parameters. For details, see section 4.2.2 Configuring Wi-Fi. Click Save.

Guests can access the Internet through Wi-Fi after entering the SSID and password.

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing

o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Guest Wi-Fi Device Group:  pefault

Enable @D

#SSID @Ruijie-guest-2277
Band  24G +5G

Security Open
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Collapse

Wireless Schedule Never Disable

VLAN Default VLAN

Hide SSID

Client Isolation (@[

Band Steering
APress

Layer-3 Roaming

wi-Fie @D

(The SSID is hidden and must be manually entered.)

Prevent wireless clients of this Wi-Fi from communicating with one another.

(The 5G-supported client will access 5G radio preferentially.)

(The client will experience faster speed. )

(The client will keep his IP address unchanged in this Wi-Fi network.)

(802.11ax High-Speed Wireless Connectivity.) (2

Save

4.2.5 Adding More Wi-Fi Networks

Switch to the Network mode. Choose Network > Wi-Fi > Wi-Fi List, and select the device group which you want

to add more Wi-Fi networks.

Click Add, enter the SSID and password, and click OK to create a Wi-Fi network. Click Advanced Settings to

configure more Wi-Fi parameters. For details, see section 4.2.2 Configuring Wi-Fi. After a Wi-Fi network is added,

clients can find this Wi-Fi network, and Wi-Fi information is displayed in the Wi-Fi list.

Wi-Fi Settings Guest Wi-Fi

Wi-Fi List Healthy Mode Load Balancing

o Tip: Changing configuration requires a reboot and clients will be reconnected. ®

| Wi-Fi List Device Group:  pefault + Add

Upto 8 SSIDs can be added.

SSID Band

test 24G + 56

Security Hidden VLAN ID Action

OPEN No Default VLAN Edit
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Add

e The configuration will take effect after being delivered to AP.
*SSID

Band 24G + 56

Security | WPA WPA2-PSK

* Wi-Fi Password Bl

Expand

4.2.6 Healthy Mode

Switch to the Network mode. Choose Network > Wi-Fi > Healthy Mode.
Enable the healthy mode and select a wireless schedule for the mode.

After the healthy mode is enabled, the RF transmit power and Wi-Fi coverage range of the device are reduced in
the schedule. This may lead to weak signals and network freezing. You are advised to disable the healthy mode
or set the wireless schedule to an idle period.

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing

Enable healthy mode, and the device will decrease its transmit power to reduce radiation.
Tip: Changing configuration requires a reboot and clients will be reconnected.

| Healthy Mode Device Group: pefault

Enable @D

Wireless Schedule All Time

Save

4.2.7 RF Settings

Switch to the Network mode. Choose Network > Radio Frequency.
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The device can detect the surrounding wireless environment upon power-on and select proper configuration.
However, network freezing caused by wireless environment changes cannot be prevented. You can analyze the
wireless environment around the APs and routers and manually select proper parameters.

A\ caution

Configuration modification will cause the wireless configuration to be reset, resulting in logout of connected

clients. Exercise caution when performing this operation.

@) Tiv: Changing configuration requires a reboot and clients will be reconnected.

| Radio Frequency Device Group: Default

Country/Region China (CN)

2.4G Channel Width Auto &G Channel Width Auto
Multicast Rate (Mbps) | Auto Multicast Rate (Mbps) = Auto
Client Count Limit 32 Client Count Limit 32
Disconnection () Disconnection (O
Disabl -85dB -50dBm isabl -85dBi -50dBi
Threshold abie saem e Thresl“o\dD‘S e " m
Save

Table 4A2 RF Configuration

Parameter Description

Wi-Fi channels stipulated by each country may be different. To ensure that
Country/Region clients can find Wi-Fi signals, select the country or region where the device is

located.

A lower bandwidth indicates a more stable network, and a higher bandwidth
indicates less interference. In case of severe interference, select a low
bandwidth to prevent network freezing to a certain extent. The 2.4 GHz band
2.4G/5G Channel Width supports 20 MHz and 40 MHz bandwidths. The 5 GHz band supports 20 MHz,
40 MHz, and 80 MHz bandwidths.

By default, the value is Auto, indicating that the bandwidth is selected

automatically based on the environment.
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Parameter Description

Client Count Limit access users reaches the specified value, the AP or router rejects access of new

If a large number of users are connected to an AP or a router, the wireless
network performance of the AP or router may be degraded, affecting users'

Internet access experience. When this parameter is set and the number of

users. If clients require high bandwidth, you can adjust this parameter to a
smaller value. You are advised to keep the default value unless otherwise

specified.

Disconnection the Wi-Fi connection is ended. In this case, the client has to select a nearer

Threshold wireless signal.

When multiple Wi-Fi signals are available, you can set this parameter to
optimize the wireless signal quality. When a client is far away from the wireless

device and the wireless signal strength of the end user is lower than this value,

The client is prone to be disconnected if this value is high. To ensure that the
client can normally access the Internet, you are advised to set this parameter to
Disable or a value smaller than -75 dBm.

& Note

B

Available wireless channels depend on the country or region code. Select the country or region code
based on the country or region of your device.

The channel, transmit power, and roaming sensitivity cannot be set globally. You must configure these
parameters on devices separately.

4.2.8 Configuring a Wi-Fi Blacklist or Whitelist

1.

Overview
You can configure the global or SSID-based blacklist and whitelist. MAC addresses can be exactly matched
or based on the OUI.

Wi-Fi blacklist: Clients in the Wi-Fi blacklist are prevented from accessing the Internet. Clients that are not

added to the Wi-Fi blacklist are free to access the Internet.

Wi-Fi whitelist: Only clients in the Wi-Fi whitelist can access the Internet. Clients that are not added to the

Wi-Fi whitelist are prevented from accessing the Internet.

A Caution

An empty whitelist does not take effect. In this case, all clients are allowed to access the Internet.

Configuring a Global Blacklist or Whitelist

Switch to the Network mode. Choose Clients Management > Blacklist\Whitelist > Global Blacklist/Whitelist.

Select the blacklist or whitelist mode and click Add to add a client to the blacklist or whitelist. In the Add dialog
box, enter the MAC address and remarks of the target client and click OK. If a client is already associated

with the router, its MAC address appears automatically. Click the MAC address for automatic input. All clients
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in the blacklist are forced offline and not allowed to access the Wi-Fi network. The global blacklist and whitelist

settings take effect on all Wi-Fi networks of the router.

Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist

O All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.

Blocked WLAN Clients @ Delete Selected

Upto 64 members can be added.

MAC Remark Action
AEA4E:11 oul Edit Delete
11:22:33:44:55:66 Edit Delete
Add =
Match Type @ Full Prefix (OUI)
* MAC
Remark

If you delete a client from the blacklist, the client is allowed to connect to the Wi-Fi network. If you delete a

client from the whitelist, the client is forced offline and not allowed to access the Wi-Fi network.

{ O All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.

| Blocked WLAN Clients + Add [l Delete Selected
Upto 64 members can be added.

MAC Remark Action

AE4ET oul Edit

11:22:33:44:55:66 Edit Delete

3. Configuring an SSID-based Blacklist or Whitelist

Switch to the Network mode. Choose Clients Management > Blacklist/Whitelist > SSID-Based
Blacklist/Whitelist.
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Select a target Wi-Fi network from the left column, select the blacklist or whitelist mode, and click Add to add
a client to the blacklist or whitelist. The SSID-based blacklist or whitelist restricts the client's access to the

specified Wi-Fi network.

Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist

Blacklist/Whitelist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
Note: OUI matching rule and S5ID-based blacklist/whitelist are supported by only RAP Net and P32 (and later versions).
Rule: 1. In the Blacklist mode, the clients in the blacklist are not allowed to connect to the Wi-Fi network.

2. In the Whitelist mode, only the clients in the whitelist are allowed to connect to the Wi-Fi network.

Default
= © All STAs except blacklisted STAs are allowed to access Wi-Fi.

Only the whitelisted STAs are allowed to access Wi-Fi.
es
123 .
Blocked WLAN Clients @ Delete Selected

Up to 64 members can be added.

MAC Remark Action

11:22:33:44:55:66 Edit Delete

4.2.9 Configuring AP Load Balancing

1.

Overview

The AP load balancing function is used to balance the load of APs on the wireless network. When APs that
are added to a load balancing group are not load balanced, clients will automatically associate with the APs

with light load. AP load balancing supports two modes:

Client Load Balancing: The load is balanced according to the number of associated clients. When a
large number of clients have been associated with an AP and the count difference of the AP with the

lightest load has reached the specified value, the client can only associate with another AP in the group.

Traffic Load Balancing: The load is balanced according to traffic on the APs. When the traffic on an AP
is heavy and the traffic difference of the AP with the lightest load has reached the specified value, the

client can only associate with another AP in the group.

Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold
and difference to 3. AP1 is associated with five clients and AP2 is associated with two clients, triggering load
balancing. New clients' attempt to associate with AP1 will be denied, so they can associate only with AP2.

When a client request is denied by an AP and fails to associate with another AP in the group, the client will
keep trying to associate with this AP. If the number of client attempts reaches the specified value, the AP will

allow this client, ensuring that the client can normally access the Internet.
Configuring Client Load Balancing

Switch to the Network mode. Choose Network > Wi-Fi > Load Balancing.

Click Add. In the dialog box that appears, set Type to Client Load Balancing, and configure Group Name,

Members, and Rule.
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Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing

Load Balancing + Add [l Delete Selected

Upto 32 entries can be added.

Add APs in an area into a group and enable load balancing. When load is unbalanced in the group, clients will automatically associate to an
AP with lighter load.

Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold and difference to 3. AP1 is
associated with 5 clients and AP2 is associated with 2 clients, triggering load balancing. New clients’ attempt to associate to AP1 will be
denied, and therefore they can associate only to AP2.

Group Name Type Rule Members Action

No Data

Add <

* Group Name

* Type Client Load Balancing

*
Rule When an AP is associated with =~ 3 © dlients and the

difference between the currently associated client count and
client count on the AP with the lightest load reaches

3 , clients can associate only to another AP in the
group. After a client association is denied by an AP for

10 times, the client will be allowed to associate to

the AP upon the next attempt.

* Members

Table 4A3 Client Load Balancing Configuration

Parameter Description
Group Name Enter the name of the AP load balancing group.
Type Select Client Load Balancing.
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Parameter

Description

Rule

Configure a detailed load balancing rule, including the maximum number of
clients allowed to associate with an AP, difference between the currently
associated client count and client count on the AP with the lightest load, and
number of attempts to access the AP with a full load.

By default, when an AP is associated with three clients and the difference
between the currently associated client count and client count on the AP with the
lightest load reaches 3, clients can associate only to another AP in the group.
After a client's association is denied by an AP for 10 times, the client will be
allowed to associate with the AP upon the next attempt.

Members

Specify the APs to be added to the AP load balancing group.

3. Configuring Traffic Load Balancing

Switch to the Network mode. Choose Network > Wi-Fi > Load Balancing.

Click Add. In the dialog box that appears, set Type to Traffic Load Balancing, and configure Group Name,

Members, and Rule.

Wi-Fi Settings Guest Wi-Fi

Load Balancing

Upto 32 entries can be added.

Wi-Fi List Healthy Mode Load Balancing

] Delete Selected

Add APs in an area into a group and enable load balancing. When load is unbalanced in the group, clients will automatically associate to an
AP with lighter load.
Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold and difference to 3. AP1 is
associated with 5 clients and AP2 is associated with 2 clients, triggering load balancing. New clients’ attempt to associate to AP1 will be
denied, and therefore they can associate only to AP2.

Group Name

Type Rule Members Action

No Data
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* Group Name

Common Settings

*Type | Traffic Load Balancing

* Rule .
When the traffic load on an AP reaches 5

*100Kbps and the difference between the current traffic and

the traffic on the AP with the lightest load reaches

5 *100Kbps, clients can associate only to another

AP in the group. After a client association is denied by an AP

for = 10 times, the client will be allowed to associate

to the AP upon the next attempt.

* Members

Table 4M  Traffic Load Balancing Configuration

Parameter

Description

Group Name

Enter the name of the AP load balancing group.

Type

Select Traffic Load Balancing.

Rule

Configure a detailed load balancing rule, including the maximum traffic allowed
on an AP, difference between the current traffic and the traffic on the AP with the

lightest load, and number of attempts to access the AP with a full load.

By default, when the traffic load on an AP reaches 500 kbit/s and the difference
between the current traffic and the traffic on the AP with the lightest load reaches
500 kbit/s, clients can only associate with another AP in the group. After a
client's association is denied by an AP for 10 times, the client will be allowed to

associate with the AP upon the next attempt.

Members

Specify the APs to be added to the AP load balancing group.

4.2.10 Wireless Network Optimization in One-Click Mode

Switch to the Network mode. Choose Network > WIO.
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On the Network Optimization tab, select | have read the notes and click Network Optimization to perform
automatic wireless network optimization in the networking environment. You can configure scheduled optimization
to optimize the network at the specified time. You are advised to set the scheduled optimization time to daybreak

or an idle period.

A Caution
Clients may be disconnected during optimization and the configuration cannot be rolled back after optimization

starts. Exercise caution when performing this operation.

Network Optimization Optimization Record
Start
Description:

This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure
that all APs have been online.

Notes:

1. During network optimization, the APs will switch channels, forcing the clients to go offline. The process
will last for a while, subject to the quantity of devices. It is recommended you enable network optimization at
night.

2. If dynamic channel allocation is running in the backend, network optimization will fail. Please try again
later.

3. The configuration cannot be rolled back once optimization starts.

| have read the notes.

Network Opti

| Scheduled Optimization

o Scheduled Optimization
Optimize the network performance at a scheduled time for a better user experience.

Enable @D
Day Sun
Time 03 : 00

Save

After optimization starts, wait for a while until optimization is complete. After optimization ends, click Cancel

Optimization to restore optimized RF parameters to default values.

Click View Details or the Optimization Record tab to view the latest optimization record details.
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© ©) &) ©

Start Scanning Optimizing Finish
Finish
Optimiation finished on 20

Time: 31 seconds

View Details Back Cancel Optimization

Network Optimization Optimization Record

Last Optimized:2022-04-26 15:26:22
You have optimized 1 APs and improved the performance by 12.50%!

Overview Details
Channel Transmit ca ACI Interference
Hostname Band SN Channel Width Power Sensitivity (Before/After) (Before/After) (Before/After)
Bef Aft Bef Aft
(Before/ARten) o ofore/After)  (Before/After) (CoTore/ATtEN
G1QHEWX000
Ruijie 24G a 510 1 20 auto/100 80/0 0 0 0
G1QHEWX000
Ruijie 5G i 506 36 80 auto/100 78/0 0 0 0

4.2.11 Enabling Reyee Mesh

Switch to the Network mode. Choose Network > Reyee Mesh.

Ru'ﬁé | %QCYCC Network ‘ Navigation Q ‘ English v A Ruijie Cloud E8Download App £ Network Set

Q Navigation
o After enabling Reyee Mesh, you can set up a Mesh network through Mesh pairing between the devices that support Reyee Mesh

DHCP Snooping

Enable @D
WIO

Radio Frequency

Reyee Mesh
LAN Ports
LED

Alerts

Batch Config

After Reyee mesh is enabled, you can set up a mesh network through mesh pairing between the devices that
support Reyee mesh. You can press the Mesh button on the device to automatically discover a new device for
mesh pairing or log in to the management page to select a new device for mesh pairing. Reyee mesh is enabled

on the device by default with firmware ReyeeOS 1.86 or later.

Perform the following steps to set up a mesh network:

(1) Connect the first router to the network and configure it as the primary device.

(2) Place the second router 2 m (6.56 ft) away from the first router. Power on the second router.

(3) The system status LED of the second router blinks for 2 to 3 minutes. When the system status LED is solid

on, the second router is started up.
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(4) Press the MESH button on the first router to perform mesh pairing automatically.
The MESH LEDs on both routers are blinking for about 2 minutes. When the MESH LEDs stop blinking and
turn solid white, mesh pairing succeeds.

(5) Place the second router where you want to have Wi-Fi coverage and then power on the router.
Wait for 3 to 5 minutes until the MESH LED turns solid on. Mesh networking succeeds and you can access

the Internet by connecting to the new Wi-Fi network.

U Note

Make sure that the new router is around the primary router and there are fewer obstacles between them.
If three or more routers are added for mesh networking, repeat step 2 to 4. You can add eight devices in a

B

batch at one time.

4.2.12 Configuring a LAN Port of a Downlink AP

A\ caution

The configuration takes effect only for a downlink AP with a wired LAN port.

Switch to the Network mode. Choose Network > LAN Ports.

LAN Port Settings
The configuration takes effect only for the AP with a LAN port, e.g., EAP101.
Note: The configured LAN port settings prevail. The AP device with no LAN port settings will be enabled with default settings.

| Default Settings
VLAN ID Add VLAN

(Range: 2-232 and 234-4090. A blank value indicates the same VLAN as

WAN port.)

Applied to AP device with no LAN port settings @

Save

LAN Port Settings + Add lil Delete Selected
Upto8 VLAN IDs or 32 APs can be added (1 APs have been added).
VLAN ID Applied to Action
2 Ruijie Edit Delete

In the Default Settings pane, enter the VLAN ID and click Save to configure the VLAN to which the AP's LAN
port belongs. If the VLAN ID is empty, the LAN port and WAN port belong to the same VLAN.

Click Add to add the AP's wired port. Enter a VLAN ID and select an AP.
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VLAM ID

Common Settings

In SON mode, the configuration of AP's wired port applies to all APs that have wired LAN ports on the current

network. The configuration applied to APs in LAN Port Settings takes effect preferentially.

For APs, if no configuration is applied in LAN Port Settings, the default configuration of the AP's wired port will

take effect.
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4.3 Switch Settings

Switch List includes all switches that are managed by the router. The information includes the s wi t lwokt6 s
name, IP address, MAC address, status, model, software version, and SN. You can check AP categories by

clicking

Ruijie | FRcycc | test123 > EG1056W English +

ORuijie Cloud  §§ Download App & Network Setup  @Network Check g Wam (3 Log Out

& Overview
© switch List
® Online Clients

| Switch List @l Delete Offline Devices Batch Upgrade
[# Router
2= Wireless Action Hostname P MAC Status Model Software Ver SN
B Switches Manage ES209GC-P & 192.168.110.3 C0:B1 x77 Online RG-ES209GC-P ESW_1.0(1)B1P3 Release(07200415) CAP' 37
o NBS5200-
= Network 4 4 Offline 181 L
192.168.110.7 54:1 in 24SFP/BGTAXS Reyee0S 1.54.1818 G1
NBS3100-
Manage NBS3100 & 192.168.110.2 CO:B: D Online 2AGTASFP-P ReyeeOS 1.83.1511 G1F 47
- 10/page Total 3
#
r
«Collapse.
., Manage: Go to the detailed configuration page of the switch.
&% System Info @ Basic Settings O Upgrade
support VLAN settings @D @ Panel View O Refresh (O Reboot
1 2 3 4 5 6 7 8 9
Hostname: ES209GC-P
o Ruijie Cloud Status: Connected
. del: RG-ES209GC-P
sys Software Ver; ESW_1.0(1)B1P3,Release(07200415)
SN: C 3237
MAC: CC: -8D:77
1P; 192.168.110.3
Subnet Mask: 255.255.255.0
WAN Gateway: 192.168.110.1
DNS Server 192.168.110.1
Monitor Info
Port Statistics >
Cable Diagnostics >
MAC List >

Edit Hostname: Modify the host name of switch.
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Ruijie BRcycc = test123 > EG1056W English -
& Overview
@ switehrier
®Online Clients. Edit Hostname
| Switch L PrOTTvN @ Delete Offline Devices Batch Upgrade
£\ Router
= Wireless A " r MAC Status Model Software Ver SN
B\Switches Manage | ES209GC-P & 192.168.110.3 CO:B8 077 Online RG-ES209GC-P ESW_1.0(1)B1P3 Release(07200415) d 37
NBS5200-
= Network 192.168.110.74 54: \8F Offline ReyeeOS 1.54.1818 Gl 7B
24SFP/BGTAXS
NBS3100-
Manage NBS3100 & 192.168.110.2 CoE Online ReyeeOS 1.83.1511 GIP 47
- 24GT4SFP-P -
- 10/page Total 3
|’
r'
«Collapse

4.4 Diagnostics

4.4.1 Network Check

You can check your network and resolve the problem on this page.

(1) Switch to the Local mode. Choose Diagnostics > Network Check. Click Start and click OK in the displayed

dialog box to start checking the network status.

Ruijie | fRcycc Lacal Device(EG2

& Overvisw
€ network Check

& Online Clients

2 Network

&) Security

Behavior

= wen

= Adwvanced

@ Diagnostics
MNetwork Check
Alerts
Network Tools
Packst Capture
Fault Collection

S System

(2) The resultis displayed after network check finishes.
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@ newwor crec

WAN/LAN Cable
Auto-Negetiated Speed
WAN Port

DHCP-Assigned IP Address
LAN & WAN Adeiress Conflict
Loop

DHCP server Conflict

1P Address Conflict

Route

Next Hop Connectivity

DNS Server

1P Session Count

DHCP Capacity

Flow Control

0O 000 00CO0O0O0OCDO0OO0OOODCO OO

Ruijic Cloud Server

4.4.2 Alarms

The Alerts page allows you to query and manage alarms.

(1) Switch to the Local mode. Choose Diagnostics > Alert.

| v

(2) The Alert List page displays possible problems on the network environment and device.

All types of alarms are followed by default. You can click Unfollow in the Action column to unfollow this

type of alarms.

A Caution

After unfollowing a specified alarm type, you will not discover and process all alarms of this type in a

timely manner. Therefore, exercise caution when performing this operation.

Alert List View Unfollowed Alert
Expand  Alerts Suggestion Action
There is more than one DHCP server in the . .
~ Please disable the extra DHCP server in the LAN network. Delete  Unfollow
LAN network.
Hostname SN Type Time Details Action

A DHCP server conflict
occurs in LAN network:
MAC:58:69:6c:00:00:01,1
Ruijie 1234567891234 EG210G-P 2022-04-24 09:39:08 P:192.168.11.1,VLAN Delete
ID:233;
MAC:UNKNOWN,IP:192
.168.112.1,VLAN ID:233

(3) Click View Unfollowed Alert to view the unfollowed alarm. You can follow the alarm again in the pop-up

window.
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View Unfollowed Alert X

There is more than one
DHCP server in the
LAN network.

Re-follow

Cancel

4.4.3 Network Tools

Switch to the Local mode. Choose Diagnostics > Network Tools.

o Network Tools @

Tool @ Ping Traceroute DNS Lookup
* |P Address/Domain 172.26.1.1
* Ping Count 4

* Packet Size B4 Bytes

PING 172.26.1.1 (172.26.1.1): 64 data bytes

72 bytes from 172.26.1.1: seq=0 ttl=64 time=4.675 ms
72 bytes from 172.26.1.1: seq=1 ttl=064 time=2.199 ms
72 bytes from 172.26.1.1: seq=2 til=64 time=2.202 ms
72 bytes from 172.26.1.1: seq=3 til=64 time=2.212 ms

--- 172.26.1.1 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 2.199/2.822/4.675 ms

Select a diagnostic method, enter an IP address or URL, and click Start.

., The ping method is used to test the connectivity between the tested device and the specified IP address or

URL. If the ping operation fails, the IP address or URL fails to be pinged from the device.
. The traceroute method is used to trace network paths to the specified IP address or URL.

., The DNS lookup method is used to check the DNS server address for URL parsing.
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1. Ping Tool

Set IP Address/Domain, Ping Count, and Packet Size on this page, and click Start. The ping result will
be displayed.

o Network Tools
Tool @ Ping Traceroute DNS Lookup

* P Address/Domain 5.8.8.8
*Ping Count 4

* Packet Size 64 Bytes

PING 8.8.8.8 (8.8.8.8): 64 data bytes

72 bytes from 8.8.8.8: seq=0 ttl=112 time=42.277 ms
72 bytes from 8.8.8.8: seq=1 ttl=112 time=43.100 ms
72 bytes from 8.8.8.8: seq=2 ttl=112 time=43.862 ms
72 bytes from 8.8.8.8: seq=3 ttl=112 time=41.880 ms

--- B.8.8.8 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 41.880/42.779/43.862 ms

2. Traceroute Tool

Set IP Address/Domain and Max TTL on this page, and click Start. The traceroute result will be displayed.
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Tool Ping @ Traceroute

* |P Address/Domain 172.26.4.1

*Max TTL |~ 20

DNS Lookup

Stop

traceroute to 172.26.4.1 (172.26.4.1), 20 hops max, 38 byte

packets

1 172.26.4.1 (172.26.4.1) 1.860 ms 1.624 ms 1.868 ms

3. DNS Lookup Tool

This tool is used to resolve the domain name to an IP address.

o Network Tools

Tool Ping Traceroute © DNS Lockup

* IP Address/Domain | www.google.com

Server: 127.0.0.1
Address 1: 127.0.0.1 localhost

Name:  www.google.com
Address 1: 2001::6cal:a7a’
Address 2: 128.242.240.20

4.4.4 Packet Obtaining

Switch to the Local mode. Choose Diagnostics > Packet Capture.
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If the device fails and troubleshooting is required, the packet obtaining result can be analyzed to locate and
rectify the fault.

Configure an interface and a protocol, and specify the host IP address to obtain the content in data packets.
Select the file size limit and packet count limit to determine the conditions for automatically stopping packet
obtaining. If the file size or number of packets reaches the specified threshold, packet obtaining stops and a
diagnostic package download link is generated. Click Start to execute the packet obtaining command.

A Caution

The packet obtaining operation may occupy many system resources, causing network freezing. Therefore,
exercise caution when performing this operation.

o Packet Capture @

Interface = ALL
Protocol = ALL
IP Address
File Size Limit | 2Mm Available Memory 177.63 M
Packet Count Limit 500

Packet obtaining can be stopped at any time. Then a download link is generated. Click this link to save the
packet obtaining result in the PCAP format locally. Use analysis software such as Wireshark to view and analyze

the result.
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4.4.5

4.5

o Packet Capture @

Interface ALL

Protocol AlLL

IP Address
File Size Limit = 2mM Available Memory 177.63 M
Packet Count Limit 500 File Size: 78.02K

Captured on: 2022-04-27 12:50:07

PCAP file Click to download the PCAP file. @

Click to delete the file.

Interface: Obtain packets passing through this interface.

Protocol: Obtain packets of this protocol.

IP Address: Obtain packets of this IP address

File Size Limit: Limit the size of a packet.

Packet Count Limit: Limit the packet count. When the packet count reaches the limit, packet obtaining will
stop and a download link will be generated.

Fault Collection

Switch to the Local mode. Choose Diagnostics > Fault Collection.

When the device fails, you need to collect fault information. Click Start. Configuration files of the device are
packaged into a compressed file. Download the compressed file locally and provide it to R&D personnel for fault

locating.

Fault Collection
Compress the configuration file for engineers to identify fault.

Compress the configuration file for engineers to identify faults.

WAN Load Balancing

If there is more than one WAN port, some traffic is routed over the ISP route, and the remaining traffic is balanced
according to the load mode.
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Reyee Router

Reyee Switch

PC

Prepare two uplink cables for Internet access before configuration.

(1) Switch to the Local mode. Choose Network > WAN.

Ruijie RRcycc ‘ gw_eg310g-¢ > Ruijie @

& Owverview

€O van

@ Online Clients

Three Lines Four Lines
& Metwork

WANQ WAMN1T

15P/Load Settings

WARMN
LAM * Internet PPPoE
IPvG Address *Username | 13550163002
Port VLAM @ Forgot Account? Obtain Account from Old Device
Part Settings * Password wrrans it
IPTV service Name

@) Security & PPPoE connection succeeded. View PPPoE Records

IP 100.62.90.

47l Behavior

= VPN Subnet Mask 255.255.255.255

= Advanced Gateway 100681281

(& Diagnostics

-5 System

DNS Server 211.138.151.1

121113815666

o

Advanced Settings
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(2) Configure WAN accordingly.

WAMD WAN1T ISP/Load Settings

* Internet FPPcE

* Username 13559163002
0 Forgot Account? Obtain Account from Old Device

* Passwaord snenne et

Service Mame

= PPPoE connection succeeded. View PPPoE Records

IP 100.62.50.190

Subnet Mask 255255255255

Gateway 100.68.128.1

DS Server 211.138.151.161 211.138.156.66

Advanced Settings

Save

(3) Select ISP/Load Settings, and configure the load mode and interface weight.

WAND  WANT 15P/Load Settings
| Load Balancing Settings

Tratfic will be routed based on ISP settings preferentially. The remaining traffic will be managed accarding to load mode.

Common Settings

(Q) 1 Bo1arcd mode: The trffic will be spread scross multple inks according to the weight of each WAN port.For example. f WAN and WANT weight re set to 3 and 2 respectively, 50% of the total traffic will be routed over WAN and 40% over WAN1

2. Primary & secondary mede: All traffic is routed ever the primary interface. Once the primary interface fails, traffic will be switched over to the secandary interface. If there are multiple primary and secondary interfaces, please configure their weight (See balanced mode).

Load Mode | Primary & Secondary

Balancing Policy = Based on Src and Dest IP Address

WAN | SetasPrim * Weight 1

WANT  Setas Secc * Weight 1

Balanced mode: Traffic will be transmitted across multiple links according to the weight of each WAN

port. For example, if weights of WAN and WANL1 are set to 3 and 2 respectively, 60% of the total traffic

will be routed over WAN and 40% over WANL1.

Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface

fails, traffic will be switched over to the secondary interface. If there are multiple primary and secondary

interfaces, configure the weights.
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4.6 Port VLAN

A
¢
e = Reyee EG
RS

Tag with VLAN 10

switch

Tag with VLAN 10
VLAN 10 client : 192.168.10.0/24

(1) Switch to the Local mode. Choose Network > LAN to create a VLAN first
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Add -

* Subnet Mask | 2552552550
*VLAN ID
Remark

MAC | BODOFE1ABATA

DHCP Server ()

* Start
*IP Count 234
* Lease Time(Min) 30

DMS Server - @

After you configure a LAN successfully, it is displayed in LAN Settings.

192,168,101 255.255.255.0 10 - Enabled 192,168,101 254 30 Edit Delete

(2) Choose Network > Port VLAN to tag VLAN. By default, the tagged mode is used for VLANS.

Ruifie | fRcycc Local Device(EG2

& Overview
Port VLAN

® Online Clients Plesse chocse LAN Settings to create 3 VLAN first and configure port settings based on the VLAN.

B Network | Port VLAN
WAN
i connecter Disconnected
LAN
1PvE Addres:
LAND LANT/WANZ LANZ/WANZ LANZ/WANT
Port VLAN
Default VLAN UNTAG UNTAG INTAG UNTAG
Port Settings
WLAN 11 TAG TG e ™e
BTV
VLAN 12 TAG TAG s ™
© Security
VLAN 13 TAG TAG TAG TAG.
o
il Behavior
= ven

& Advanced
@ Diagnostics

F System

UNTAG: If VLAN 10 is set to UNTAG on port 2, VLAN 10 will be the native VLAN of port 2. Packets from
VLAN 10 are forwarded through port 2 without being tagged with VLAN 10 and all untagged packets on
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port 2 are considered as the packets from VLAN 10.
Each port can be configured with only one untagged VLAN.
The native VLAN of port 1 is the default VLAN and cannot be edited.

TAG: If both VLAN 10 and VLAN 20 are set to TAG on port 2, packets from VLAN 10 and VLAN 20 are
forwarded through port 2.

Not Join: If both VLAN 10 and VLAN 20 are set to Not Join on port 2, port 2 will not receive or transmit
packets from VLAN 10 or VLAN 20.

4.7 VPN

Application Scenario

Client-to-Site Scenario

HQ

WAN:172.26.5V‘m

303 I

Reyee Gateway

WAN user
LAN:192.168.10.0/24

Site-to-Site Scenario

HQ Branch

WAN:172.26.5.237
WAN:172.26-5V S ———

1010 O

Reyee Gateway

of=]:"]

Reyee Gateway

LAN:192.168.110.0/24
LAN:192.168.10.0/24

4.7.1 PPTP VPN

PPTP VPN is typically used in client-to-site and site-to-site scenarios. For example, clients work from home and
need to access company servers through PPTP VPN tunnels; a company has three branches that are distributed
in three different places, and each branch needs to establish a tunnel with each other through a router.
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1. Client-to-Site Scenario Configuration

(1) Headquarters side:
a Login to the Reyee EG with the default IP address of 192.168.110.1.

b  Switch to the Local mode. Choose VPN > PPTP and enable PPTP.

Ruijie | fRcycc Lacal Devica(EG2

& Overview
PETP Zettings Tunnel List

& Online Clients
€) FrTP Sertings

&

MNetwork

Enable
) Security

" penaer “

VPN

1l

IPSec

L2TP

PETR

OpenvPN

VPN Clignts
& Advanced
@ Diagnaostics

= System

¢ Perform PPTP configuration and click Save.
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FETE Settings Tunmnel List
€) rrresettings
Enable )
PPTP Type @ Server Client
* Local Tunnel IP
% |P Range 2
# DS Server
MPPE @ Disable Enable

Flow Control € Disable Enable

* PPE Hello Interval 10

d Choose Network > VPN Clients and configure VPN clients.

Common Settings

Add User -

Service Type | ALL
* Username
* Password

Network Mode | PC to Router

Status ()

c Ence' n
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Note

Service type: Select PPTP.
Network Mode: Select Router to Router.

segment of the headquarters cannot overlap.

Peer Subnet: Fill in the internal network segment of the branch. The value and the internal network

(2) Client side (Windows 10 is used as an example):

a Choose Control Panel > Network and Internet > Network and Sharing Center.

Filters \/

[c5 Control Panel
App

3 Network and Sharing Center
Apps

B Settings

Settings

= System

S Taskbar notification area
Search the web

L control panel - See web result

2 control pane{

[ Control Panel

4 [EH » Control Panel »
Adjust your computer's settings

System and Security

Review your computer's status

Save backup copies of your files with File History
Backup and Restore (Windows 7)

Network and Internet

View network status and tasks

/ Hardware and Sound
View devices and printers

Add a device

Programs
[') Uninstall a program

-
@

vlo

|Search Control Pane! p

Viewby: Category ¥

User Accounts
@ Change account type

Appearance and Personalization

Clock and Region

Change date, time, or number formats
Ease of Access

Let Windows suggest settings

Optimize visual display

79



Cookbook Common Settings

T eetwork and Internet — W
« « 4 8 ControlPanel » Network and intemet » v & | Search Control Panel P

Control Panel Hi .

e g Network and Sharing Center

System and Security el View nebwork status and tasks Connect 10 & network View network computers and devices
» Network and Internet F_] Internet Options

Hardware and Sound é; Change your homepage = Manage browser add-ons | Delete browsing history and cookies

Programs f Infrared

User Accounts Send or recerve o file

Appearance and

Personalization

Clock and Region

Ease of Access
i Network and Sharing Center - a X
&« v 4 ¥ » Control Panel » All Control Panel ltems > Network and Sharing Center v ) Search Control Panel 0

View your basic network information and set up connections

Control Panel Home

View your active networks
hange advanced sharing Big4 Access type: Internet
settings Public network Connections: .l Wi-Fi (Bigd)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: @ Local Area Connection

Change your networking settings

Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network orgett ing ir

See also
Internet Options
Windows Defender Firewall

b  Configure a VPN connection.
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- X

¢ % Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L & Set up a new network
<y, Set up a new router or access point.

n. Manually connect to a wireless network
<agp., Connectto a hidden network or create a new wireless profile.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

[ Net | cancel

< [l Connect to a Workplace

Do you want to use a connection that you already have?

(® No, create a new connection

O Yes, I'll choose an existing connection

WRuijie MY
WAN Miniport (PPTP)

&l Ruijie Demo
&

gF WAN Miniport (PPTP)

g%} ALMA

WAN Minipert (PPTP)

| Next || Cancel |
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< [n Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ P

—> Dial directly

Connect directly to a phone number without going through the Internet.

A b

- X
& [ig Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: |172.26.6.19d The WAN IP of HQ |
Destination name: |VPN Connection |
[JUse a smart card
[l Remember my credentials

& [ Allow other pecple te use this connection

This option allows anyone with access to this computer to use this connection.

| Create |  Cancel

¢ Change settings of the adapter.
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L% Network and Sharing Center
<« v ¥ > Control Panel > All Control Panel items > Network and Sharing Center

View your basic network information and set up connections

Control Panel Home

View your active networks
Big4 Access type: Internet
settings Public network Connections: il Wi-Fi (Bigd)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: § Local Area Connection
Change your networking settings
‘5. Set up a new connection or network
i Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network or get g
See also
Internet Options
Windows Defender Firewall
uﬁ Network Connections
< v 4 @ > Control Panel > Network and Internet > Network Connections

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection

g ALMA ™/ Bluetooth Network Connection | Ethernet2
h@ Disconnected Not connected Network cable unplugged

WAN Miniport (PPTP) Bluetooth Device (Personal Area... 9§ @27 Realtek PCle GBE Family Controller

; Ruijie MY VPN Connection ~L WicFi
. k- Disconnected - Big4, Shared
é WAN Miniport Connect / Disconnect F(IKEVZ) ud Intel(R) Wi-Fi 6 AX200 160MHz

Status

Set as Default Connection

Create Copy

Create Shortcut
© Delete
® Rename

ls Properties l

7items  1item selected
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Common Settings

— u] X

v O Search Control Panel 0

v [J] Search Network Co... 0

' Local Area Connection
Local Area Connection

@7 TAP-Windows Adapter V9 for Ope...




Cookbook Common Settings

d Check the VPN connection status.
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