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Preface

Intended Audience

This document is intended for:

z Network engineers

z Technical support and servicing engineers

z Network administrators

Technical Support

z The official website of Ruijie Reyee: https://reyee.ruijie.com

z Technical Support Website: https://reyee.ruijie.com/en-global/support

z Case Portal: https://www.ruijie.com/support/caseportal

z Community: https://community.ruijienetworks.com

z Technical Support Email: service rj@ruijie.com

z Online Robot/Live Chat: https://reyee.ruijie.com/en-global/rita

Conventions
1. GUI Symbols
Interface o
Description Example
Symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ] )
Boldface ) 2. Select Config Wizard .
menu items
3. Click the Download File link.
3. Link
> Multi-level menus Choose System > Time.
2. Signs

This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

@r Caution

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.




& Note

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

¢ Specification

An alert that contains a description of product or version support.

3. Note
This manual is used to guide users to understand the product, install the product, and complete the configuration.

z  The example of the port type may be different from the actual situation. Please proceed with configuration

according to the port type supported by the product.

z  The example of display information may contain the content of other product series (such as model and

description). Please refer to the actual display information.

Z The routers and router product icons involved in this manual represent common routers and layer-3

switches running routing protocols.
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1 Product Introduction

1.1 RG OCE Network Manager (OCE-NM) Service Overview

The Ruijie OCE (Omni-Control Engine) is an easy and efficient on-premises network management solution for
enterprise office, manufactory, K12 school, ISP and MSP to provide management features on local. The
solutions include device deployment, monitoring, network optimization, and operational life cycle management;
providing customers with plug-and-play deployment and operation and maintenance (O&M). It satisfies needs
of automatic RF planning and user experience monitoring. Moreover, it supports flexible wireless Wi-Fi
management, including secure Private Pre-Shared Key (PPSK) authentication (one person, one machine, and

one password), and third-party devices monitoring.

1.2 Key Features

X Centralized Management

- RG OCE-NM can conduct configuration and management of all APs, switches, routers
and gateway devices in one cloud management platform.

- Auto-Configured Network and VLAN visualization help administrator deploy the wired
and wireless network quickly and easily.

- Support 39-party devices monitoring based on SNMP protocol.

X Network Monitoring
- Rich data statistics, device / client status monitoring and network report
- Network topology and real time user experience monitoring

X Multi-tenancy and Sub-account Management

- Perfection for Managed Service Business, integrated with multi-accounts management
feature.

- Easy to create different role permissions for sub-account, including Admin, Employee
and Guest Role.

X  Zero-provisioning

- With plug-n-play, RG OCE-NM allows administrator to provision new network devices in
their existing network automatically without manual intervention.
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2 Quick Start

2.1 How to Login RG OCE-NM

(1) Visit your customized domain for On-Premises service.

Ruijie OCE

(2) Input the Admin account and Click Sign in to login directly.

2.2 Adding a Project

A project group includes many networks, and is usually used to represent the network of a province, a city, or a

company.

W Note

Adding devices to a project group is not supported. The project group is used to manage multiple projects.

Procedure

(1) Choose Home > PROJECT> Add > Add Project
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1Ruijie OCE Home Project System
Project H Device
v
Created (30) Received(D) Shared(0)
roject Management Q
Add Project
AEETTOES Name Scenario
Enterprise B Office
Hardware AC EB. Common

Quick Start

Alarm

Alarms Online Guests AP AC
0 0 | -
0 0 113 0N

(2) Set basic parameters of the project. Then click Next.

Add Project———Add Proeet

| Basic Basic Information

Name Nam

ent Password @

i

Bind Location ;

Name: indicates the name of a project. The value

numerals, or underscores (_).

is a string of up to 32 characters, including letters,

Management Password : indicates the management password.

| Basic

Name | Please ente

Management Password @

£ Note: For project security, please configure the
management password first. The management
password will be used for the eWeb systems of all
devices in the network.

[

The management password must

1. have 8 to 31 characters
2. contain 3 of the these character types:
« lowercase letters: abcd.
« uppercase letters: ABCD.
* numbers: 0123
« special characters: <=>[|I@#$().
3. not contain the word "admin™

4. not contain spaces and question marks

Scenario : indicates the scenario that suits the customer's actual scenario.
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“

4

Time Zone: indicates the time zone where the current customer is located.

Type: indicates the type of the project. If there is an AC in the project, select AC + Fit AP.

Bind Location : indicates the location of the project.

Set Wi-Fi parameters. Then click Save & Next.

Add Project

| WiFi Settings

SSID: indicates the WLAN name of a project.
Password : indicates the SSID encryption method and password.
Hide SSID: indicates that the SSID is hidden or broadcast.

Radio : indicates the radio that needs to be enabled.

IP Assignment : indicates the mode in which clients obtain IP addresses.

Quick Start

5G-prior Access : indicates that clients are connected to the 5 GHz frequency band preferentially. Legacy

clients are connected t02.4 GHz frequency band.

Speed limit per Client: indicates channel width control for each user who connects to this Wi-Fi.

Speed limit by SSID: indicates channel width control for the total traffic on this SSID.

Add devices manually or through batch import.
Option 1: Add devices manually.

Enter the device SN and alias.

+Add Device

Added Equipment
AP
Gateway
Switeh
Home Router
Wireless Bridge

View Details

Option 2: Add devices through batch import. In the template, up to 500 records can be imported each time.
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Add Device + Add Device
AP Switch Gateway Home Router Wireless Bridge Added Equipmsnl
AP 0
Download and fill in the device information in the template Up to 500 records can be imported each time
Gateway 0
Switch 0
Home Router 0
Wireless Bridge 0
View Details

a Click Batch Import .

b  Click Download Template to download the template

¢ Fillin the device SN and alias in the template and save it.

d Click Upload Template File to upload the edited template file.

e Click the Import button.

(5) After devices are added, click Save & Next.
The project is added successfully.
Finish *Finish =
Succeeded!
AP: 0, Switch: 0, Gateway: 0 , Wireless Router: 0 , Wireless Bridge: 0
AP Switch Unauthorized Gateway Gateway Home Router Wireless Bridge
No SN Alias Action
No Data
Page | 0 of 0 ext Last (10~ Jointetal
=3

2.3 Adding a Device

2.3.1 Adding Ruijie Devices

1. Method 1 (Recommended)

Public cloud redirection to OCE (requires both the device and the OCE server to have internet access).

On the Device List page, click the device type tab, and add the corresponding device, such as a wireless AP.
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Device List

Group b nbr
Workspace
@ e A9 Gateway(1) Switch(2) AP(1) AC(O) Home Router(0)

Thirg:
£ Devices

Fitap @
@) Clients

Upgrade | WebCLI || eweb || - Q
A Networkang

AF Upgrade Device | O

& smartcontg Staws - Allas Wadel e ConfigStatus © Group ManagementP - EgressIP  Clients Firmware Version MAC  IPv6Address Remark  Action
@

Contiguration . Ruijie & APB20-U(VZ) MACCRI2676715 & Synced nbr 1921681119 1009954 AP_RGOS 11.9(6]W3B1, Release(10241301)  0DD f3bd acBf Md O

& Newwork-wide

Tintotal
Device Config

10/ page

@ Autha Accounts

Manitaring

Add Device ————=#Select the device model

| select AP management mode Basic
Device type
Ruijie Cloud can manage Ruijie enterprise APs, such as RG-APT20, 880, 870, 680, etc.
Add to
Remote Management (recommended)
@ Managed by Ruijie Cloud Web. | Sciected
Local Management The AP will sperate in it AP mode, and cannot be managed remotaly using Ruije Cloud
Ruijie Enterprise AC

Cancel

————+Salect the device model————+ Add Device
ap .
Basic
You can add an AP in one of the following four modes {dlick to switch mode) Device type
Addto
By entering device SN By batch adding using n excel file

Added devices
AP

Aligs:

Add Device ———= Select the device model——— Add Device

AP )
Basic
D¢ 1
You can add an AP in one of the following four modes (click to switch mode): evice type
Add to

By entering device SN By batch adding using an excel file

Download and fill in the device information in the template.Up to S0 records can be imported each time. [andedidences
AP

&

elect an xs or Download Template
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You can add devices by entering the device SN or by batch importing devices.

2. Method 2

Change cloud address on Device eWeb or CLI.

z eWeb example

1. Choose ) Connected > Configure Cloud Service

Ruijie | Reycc

12

Q Search

Project Name:1

__________ Workspace =
Account:
© Workspace
= @
Devices Network .WLANO..  IPTV
Unbind
Clients. &
Quick Se. Cloud Server
© System
© On-Premises Private Cloud Connected l§ ¢
. Wireless
o == 2 SD-WAN ()
WiFi Radio Se... Rate Limi bled
& @ [
Blockiist ... Wireless ... AP Mesh
@ =] =]
Load Bal... LANPorts  LED
L4 e
Client As... Domain

Q Alert Center @ English ~ Exit

Log In to Ruijie Cloud
Manage Your Network
Anytime, Anywhere

S
Ruijie
Cloud

Log In to Ruljie Cloud

Scan and Download Ruijie Reyee
fou
pp store
F
4

2. Select On-Premises Private Cloud from the drop-down list in the Cloud Server field.

Enter a domain name for the OCE Network Manager in the Domain Name field.

Quick Start

(Optional) Set an IP address for the OCE Network Manager. You are not advised to set an IP address, as the IP

address may change.

(Optional) Upload the certificate. The certificate file needs to be exported from the OCE Network Manager.

Project Name:1

Account:

Unbind the account if yo

Unbind

Cloud Server

u no longer wish to manage this project remotely.

@ On-Premises Private Cloud Connected Cancel

Cloud Server

* Domain Name

IP Address

Upload Certificate

On-Premises Private Cloud Reset
maqch005.r.link Configure IP
120.27.19.6

Browse

Save

Leg In to Ruijie Cloud
Manage Your Network
Anytime, Anywhere

)
Ruijie
Cloud

Log In to Ruijie Cloud

Daprp

Scan and Download Ruijie
Reyee

Ruijie Reyee can be
downloaded from major app
stores.
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z CLI example

ruijie(config)#cwmp
ruijie(config-cwmp)#acs url http://xxx.oce.domain/service/acs

ruijie(config-cwmp)#cpe inform interval 30
ruijie(config-cwmp)#exit
ruijie(config-cwmp)#save

3. FAQs

Q: Why is the domain name mapping not taking effect after modification?

A: Check whether an IP address is configured for the cloud server. Remove the IP address and test again.

2.3.2 Adding Third -Party Devices

You can scan and add devices on the LAN using the SNMP v2/v3 protocol. Third-party devices should have

SNMP enabled and be configured with the same community name as the OCE server.

To add third-party devices, switch to the Third -Party Devices tab and click Add Third -Party Devices .

Device List

Group 4 nbr
Al9) Gateway(1) Switch(2) AP(1) AC(0) Home Router(0) Wireless Bridge(0)

Add Third-Party Devices Move Delete Export Q| View History o}

Status Alias Model SN Group  Management IP Egress IP Firmware Version Mac 1Pv6 Address  Remark  Action
. HUAWEI $5735 Routing Switch ~ 21980100264EL5000050  nbr 1921681127  100.99.54  Version 5170 V200R019CT0SPC500  a01c 87 7e32 - Add @
. HIC2 H3C WS5820-28X-WiNet Software  210801A25W0217Q000TM  nbr 1921681130 10.0.99.54 7.1.070 Release 6328 30b0.376e 5074 - Add juf
. HP253024G¢2  HPJ9776A 2530246 Swiitch (For CN9TFP72HH nbr 1921681122 100.99.54 YA16.08.0017 f860.1017.5889 - Add @
. EAP620 HD 2 UNKNOWN MACOCA2FA160628 nbr 1921681118 10.0.99.54 UNKNOWN 9ca2.1416.0628 - Add @
. AC650-32AP 2 AC650-32AP 102030111733 nbr 1921681126 10.0.99.54 V200R019C00SPCS00 8ce5.ef00.4450 - Add ju

Sintotal < (1] > 10/page

Add Third-Party Device

Addto  nbr

IPRange  192.168.10.2 - | 192.168.10.255

*Port 161

*+ SNMP protocol versiol v2c V3

1 SNMP v2c

* Community Name|  ruijie123

cancel m

IP Range: Indicates the IP range where the device is located.

Port: Indicates the SNMP port. The default value is 161.

SNMP protocol version : Indicates the SNMP protocol version. SNMP v2 and SNMP v3 are supported.
Community Name: Indicates the SNMP community hame.

10
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Click OK. The RG-OCE will scan the devices on this network. Any new devices discovered will be automatically
added to the device list.

Add Third-Party Device X

25.2%

Detecting IP(64/254)...
Detected 0 devices

Model SN IP Port MAC Detection Time

Click View History to view device discovery history and device details.

Device List
Group 4 nbr
All9) Gateway(1) Switch(2) AP(1) AC(0) Home Router(0) Wireless Bridge(0) Third-Party Devices(5)
o | osee | eon S
Status Alias. Model SN Group  Management IP Egress IP Firmware Version MAC IPv6 Address  Remark  Action
. HUAWEI 2 HUAWEI S5735 Routing Switch 21980109264EL 5000050 nbr 192.168.11.27 10.099.54  Version 5170 V200R019C10SPC500  a01c.8dc?.7e32 - Add o]
. H3C WS5820-28X-WiNet Software  219801A25W9217Q0001M nbr 192.168.11.30 10.099.54 7.1.070 Release 6328 30b0.376e.5974 - Add [0}
L] NF‘Z."JJAJGQ HP J9776A 2530-246G Switch (For CNI7FP72HH nbr 192.168.11.22 10.0.99.54 YA.16.08.0017 1860.f017 5289 - Aﬁd [0}
. EAPG20HD & UNKNOWN MACOCAZF 4160626 b 1921681118 10.099.54 UNKNOWN 9ca2.1416.0628 - Add Iof
. AC650-324P £ ACE50-324P 2030111733 ) 921661126 10.0.99.54 V200R019CO0SPCS0C Bce5 ef00.445C add o]
5intotal U 10/ page

11
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Quick Start

View History

IP Range

- 10.0.99.54 - 10.0.99.54

+ 192.168.10.2 - 192.168.10.255

Model SN
HUAWEI 55735 21980109264ELS
Routing Switch 000050

+ 10.0.99.54 - 10.0.99.54

+ 10.0.99.66 - 10.0.99.66

+ 10.0.99.54 - 10.0.99.54

+ 10.0.99.54 - 10.0.99.54

+ 10.0.99.54 - 10.0.99.54

+ 10.0.99.54 - 10.0.99.54

+ 10.0.99.54 - 10.0.99.54

Detected Devices

Status

o Done

e Done

192.168.11.27 165

o Done

e Done

e Done

o Done

e Done

e Done

o Done

Creation Time

2024/09/10 15:27:43

2024/08/27 17:52:50

MAC Detection Time

2024/08/27
17:52:51

al1cddicT:7e32

2024/08/26 15:26:51
2024/08/26 15:26:23
2024/08/26 14:38:13
2024/08/26 14:38:01
2024/08/26 14:37:50
2024/08/26 14:37:39

2024/08/26 09:51:58

9in total E]

10/ page

After a third-party device is successfully added, you can view its details, including the interface list and status.

Ruipie| OCE & U Project
o v] X Device Information Switch Device @
ietwork HUAWEI 2
© Workapace SN215B0109264EL5000050  ModetHUAWEI S5735 Routing Switch tIR192.168.127  More >
& bake | voworen |
aQ ciens Querview Interfacs Rate Lag Hist
A1 Natworing I Status
a
& sman config Associated Link
Configuration = 3
@ Network-wide Ruij Ruijie
I Device Config
Connectivity Trend 4 heurs |
@ Auth Accounts
o ® Connected + Not Connecled
cring
- ;
& Network Health 1 Switch Interface List
Data-Board Port Alias Enable Negotiated Speed Duplex Mode
E Logs & Alarms Gi0/0N1 Enabled Disconnected Disconnected
¢ Upgrade Gz Enabled Disconnected Disconnected
2’- Delivery Center Gi 0/0/3 Enabled Disconnected Disconnected
Gi0/0/4 Enabled Disconnected Disconnected
Gi 0/0) Enabled Disconnected Disconnected
Gi0/0/6 Enabled Disconnected Disconnected

Interface packet statistics:

12
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Quick Start

Overview

HUAWEI 2

SN:21980109264EL5000050  Model:HUAWEI S5735 Routing Switch  Management IP:192.168.11.27  More >

Interface Rate Log History

I Port Packet Statistics

Updated Time:

Port Inbound/Outbound Traffic (KB) Inbound,/Outbound Rate (KB/s)
Gi0/0/6 0/0 00/0.0
Gi 0/0/23 0/0 00/0.0
Gi 0/0/5 0/0 00/0.0

Console/0/0 0/0 00/0.0
Gi 0/0/22 0/0 00/0.0
Gi 0/0/4 0/0 00/0.0
Gi 0/0/18 0/0 00/0.0
Gi 0/0/17 0/0 00/0.0
Gi 0/0/16 0/0 00/0.0
Gi 0/0/15 0/0 00/0.0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

Number of Packets Received/Sent

28477716/9130402

CRC/FCS Errors

0/--

0/--

-

-

-

-

0/

0/

281n total

[1)2 3 > 10/page

Fragment/Oversized Packets

33intotal

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

<

1

>

Goto

Number of Conflicts

10/page | Goto

Interface rate trends:

Interface rate: -
Traffic
Speed:

Packets:

X | Device Information
HUAWEI 2
SN:21980109264EL5000050  Model:HUAWEI SS735 Routing Switch  Management IP:192.168.11.27  More >
Overview Interface Rate Log History
1 Port Speed

woowmos w2 s

mhhahhE &hSeGe A
LA L L L L L L L L Lol )
2 4 5 10 12 w16 18 2 2 24 2% 2
Select port.:

Gio/0/24

g Speed (Mbps)

12 1

U 38419KB 4 400.39KB 1 N " 08
08 \ f 0.6

R 05 — y

U 76.84Kbps / 80.08Kbps 0% A R4 ey e A S| 04
02 ML VUV NN R N 02

L 19380548 40868181 gl ISR 9

Suitch Device @

Number of Sessior

Total CRCErrors: 0

o & g
1545552 171552 18:45:52 20:15:5:

2 214552 231552 00:45:52

= Uplink Speed = Downlink Speed = Broadcast Packets

02:15:52 03:4552 05:15:52 06:45:52 081552 00:45:52

1111552 124552

1415552

Device online/offline history and port events (Up/Down): The SNMP device offline detection mechanism checks
the SNMP GET message every 5 minutes. If there is no response, the device is considered offline.

Overview

X | Device Information

HP-2530-24G #
SN:CNS7FP72HH  Model:HP J9776A 2530-24G Switch (For

Management IP:192.168.11.22  More >

Interface Rate

Log History

I Device Log

Type Updated at Content
Online/Offline 2024/09/10 08:49:44 Device online
Online/Offline 2024/09/10 08:47:09
Online/Offline 2024/09/03 15:43:42 Device online
Online/Offline 2024/09/09 14:16:12
I Port Log
Port Updated at Content

2024/09/10 15:45:54

Port 1; Port status is changed from down to up ]

2024-09-01 00:00:00 ~

2024-09-10

2024-09-10 15:51:28

Device offline. The final time when it sends packets to Cloud is: 2024-09-10 08:38:09(lt is an estimated value. The deviation is 1 minute.)

Device offline. The final time when it sends packets to Cloud is: 2024-09-09 14:07:12(It is an estimated value. The deviation is 1 minute))

4in total

>

Switch Device @

10/ page

13
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3 Networking

3.1 Smart Config

3.1.1 Configuration

(1) Project > Smart Config, click Configuration .

You can create wired and wireless VLANs, and perform ACL, AP VLAN, and WAN configurations on the page
that is displayed.

Click To configure under the item that you want to configure. You will be redirected to the corresponding
configuration page.

@ Workspace (

- Add wired VLANS Management IP Address of AP Smart WAN Configuration
Confguratior To configure: p—
fo configure o
Alemworking @ contren
@ Smar Config merove performance  Strengthen security
morove performance  Strangihen sacurty
Improve Inemst speed  Incresss egress foute uiRzation
Configuration . =
CrEAlE WITEIEss VLANS o
- Optimization (@) Configured
@ Network-wide
= Devices
@ Auth & Accounts
- Network Access Control
o configure:
Delvery “ot

Monitoring
& Network-Wide ey

2= Delivery Center

ACL configuration is used as an example to illustrate the configuration steps.

First, click To configure . The ACL page is displayed. On the page that is displayed, click To configure
to start the configuration.

You can use this ACL feature to assign a service network to the Interworking Zone or the Isolation
Zone, depending on the access control rights you want to assign to this service network. Service
networks in the Interworking Zone can access each other,while those in the Isolation Zone cannot.
Service networks in the interneworking Zone cannot access those in the Isolation Zone, and vice versa.
You can restrict the access control rights of a service network by dragging it from the Interworking Zone
to the Isolation Zone, and then clicking Save.

By clicking No IP under a service network in the Isolation Zone, you can set an IP address or an IP
address range that is allowed to access this service network.

14
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DemoProject2
Access Control List (ACL)

@ Workspace
Drag a service network to the [Interworking Zone] or [Isolation Zone] as required, More

% Smart Config

Interworking Zone Isolation Zone ()
Configuration Service networks in the Interworking Zone can acce ach other Service networks in the Isolation Zone cannot access each other

@ Network-Wide

VLAN 1| VLAN1 X | VLAN3
= Devices 32.168.110.1/255.255.255 2.168.3.1/255.255.25°

@ Authentication
D | VLANS

Monitoring
& Network-Wide ]
B Devices

@] Clients

& Logs

2 Delivery Center

3.1.2 Optimization

On the Optimization page, you can configure features such as Wi-Fi optimization, loop prevention,
DHCP snooping, and ARP spoofing guard.

Click To configure under the item that you want to configure. You will be redirected to the
corresponding configuration page.

WIO configuration is used as an example to illustrate the configuration steps.

First, click To configure . The WIO page is displayed. On the page that is displayed, click Enable Wi-
Fi Optimization , and then click Optimize Now.

The system will perform the network optimization. After the optimization is complete, you can check
the results by scrolling down the page.

You can set the time for scheduled optimization by clicking Optimization Schedule , and then
clicking Save to save the configuration.

¢
Wireless Intelligent Optimiza Loop Prevention

Configuration
art Config To configure

Configuration
timizatic DHCP Snooping
Monitoring A
Delivery
& Network-Wide
ARP Spoofing Guard

& Clients

'gs

2 Delivery Center

3.1.3 Delivery

You can perform a network-wide smart check, view reports and update devices by clicking Delivery .
Click To configure under the item that you want to configure. You will be redirected to the
corresponding configuration page.

Smart Check is used as an example to illustrate the configuration steps.

First, click To configure . Click Check Now.

The system will perform the smart check. After the check is complete, you can click View Report to
view the project report.

15



Cookbook

Network Configuration

DemoProject

fi Smart Config

Delivery Report

Configuration

® Network-Wide I

£ Devices Optimization
@ Authentication
Monitoring -
& Network-Wide

B Devices

&l Clients

2 Delivery Center

4 Network Configuration

4.1 Creating a Wired VLAN

4.1.1 Overview

Network-wide upgrade

Smart Check

Different clients exist on a network, such as PCs and cameras. When a camera is running, broadcast or

abnormal traffic often occurs, imposing negative effects on the service network. The administrator wants to

isolate the broadcast and abnormal traffic of the camera from the running service network.

4.1.2 Configuration Steps

(1) Adding a wired VLAN: Click Add and select Add wired VLANs to add wired VLAN configuration for the
current network, or select an existing wired VLAN and click Configuration .

DemoProject1

Planned: (1) ﬁ VLANT

@ Workspace

B Smart Config VUANY ViANT [A93wied VIANS ] 1D Gateway IP Adress (V1) DHCP Server
R 192.168.110.1 EG310GH-E

Configuration

@ Authentication

Devices

Monitoring
& Network-Wide

& Devices

Service Configurations
2 Delivery Center

Multi-WAN Config

DHCP Pool
192.168.110.1-192.168.110.254 | Lease Time: 30Min | Used/Total IPs: 5/254

(2) Setting service parameters: Set the VLAN for wired access and create a Dynamic Host Configuration

Protocol (DHCP) address pool for devices in the VLAN to automatically obtain IP addresses. The gateway

can serve as the address pool server to assign addresses to access clients. If a core switch supporting the

address pool function is deployed on a network, you can configure the switch as the address pool server.

After configuring service parameters, click Next.

16



Cookbook Network Configuration

Network plannin: Edit Wired VLANs x

o Network Param Wired Access Confirm Apply Config

Description:  Dining Room
VIANID: 3

Default Gateway/Subnet Mask: 192.168.3.1 ; 2552552550

DHCP Pool: @) ©
IP Segment: 192.168.3.1 192.168.3.254

Assign IP from: ®) Gateway (Router)
Usually for L2 network.

Next

The following table lists the description of parameters.

Parameter Description

Description Enter the VLAN description, for example, Office PC.

VLAN D The VLAN ID can be set to any value from 2 to 232 and from 234 to 4060,
except the used value.

Default . )

After the VLAN ID is configured, the value of the default gateway or the subnet

Gateway/Subnet ) )
mask will be updated automatically 1s later.

Mask
You are advised to keep the default configuration.

If the DHCP pool is disabled, a camera or PC needs to be manually configured
with a static IP address.

DHCP Pool The deployment location of the IP address pool can be selected as needed.
Generally, the gateway used as the DHCP server is applicable to a Layer 2
network, and the core switch used as the DHCP server is applicable to a Layer
3 network.

Ps . The parameter is available only when the DHCP pool is enabled. When the

egmen
9 VLAN ID is configured, the IP segment will be updated automatically 1s later.
) The parameter is available only when the DHCP pool is enabled. You are

Assign IP from ) ) .

advised to keep the default configuration.

(3) Select the interface for connecting the camera in the topology on the left, and select the port to connect the

camera from port icons on the right. The port icon will change from gray-black to blue. Click Next.
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k planning / Edit Wired VLANs
(v ) Network Param o Wired Access Confirm Apply Config

VLAN3 (Dining Room) 192.168.3.1~255.255.255.05elected | device{s)4port(s)

A 13 5 7 9 om /o517 won n % 277w N B
L T T R T T IR TITIY
ol . wWeY YUDSSY VPSSR W

2 4 6 B 10 12 4 16 18 20 2 24 28 28 2 2 M %6

Configured:

(4) Click Apply. The configuration will be delivered to the gateway and the switch, and takes effect.

twork

planning / Edit Wired VLANs

v ) Network Param v ) Wired Access o Confirm Apply Config
To ensure that the Dining Room VLAN3 ) takes effect, configuration will be 6devices:
0 work ( 192.168.3.1~192.168.3.254 delivered to :
= 5

Add port VLAN3, IP 192.168.3.1, subnet mask 255.255.255.0

Add address pool VLANS3, start address 192.168.3.1, end address 192.168.3.254, DNS 192.168.3.1,
lease time 480 mins

4 EGI10GH-E
NAEK002BH0001

| The port Gi9-12 is configured as the Access port, VLAN 1D 3
SERANIRNNANNT Add VIAN J[Auto Configuration]
NBS3200-48GT4XS The port AgB,Gi3-6 is configured as the Trunk port, Native VLAN ID 1, Allowed VLAN 1D 1
NAEKO02BH0002 4094[Auto Configuration]

! : Add VLAN 3[Auto Configuration]
= C > ——— The port Gi1-2,Gi24 is configured as the Trunk port, Native VLAN ID 1, Allowed VLAN ID 1-
= NBS3100-24GT4SFP-P | 4304{Auto Configuration]:
NAEK002BH0003 g

o —
[ i n ki taiwnenan

(5) The service network is added successfully when the message indicating delivery success is displayed.

work planning / Edit Wired VLANS

'/\{/‘I Network Param ‘\/‘f\‘ Wired Access — f\:/ Confirm —— o Apply Config

° [DemoProject1] Delivery succeeded.

] VLAN 3 Default Gate

54 DHCP ServerGatewa

You can also
Plan switch ports for connecting to Access Control List (ACL)
APs. & mut 55 be

To configure To configure

@ Device Config

ON EG310GH-E

Gataway  SNMAFKINIRHNNNT

4.1.3 FAQs

1. Why Do I Classify VLANs?

(1) Reducing resource waste caused by broadcast traffic
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In monitoring, door control, IPTV, and other scenarios, the heavy broadcast traffic of different services can easily
affect each other, causing network jamming. Broadcast domains need to be isolated to reduce the bandwidth

occupied by broadcast packets and avoid broadcast storms.

" There are broadcast packets of various network protocols, such as Address Resolution Protocol (ARP)
requests for querying MAC addresses of identified devices, and DHCP requests for requesting IP addresses.
When there are considerable clients on the network, broadcast packets will occupy numerous bandwidth
resources, causing resource waste. VLANs can isolate broadcast domains and reduce bandwidth resource

waste.

“ In monitoring, door control, broadcast system, and other scenarios, broadcast or multicast packets (devices
that do not support multicasting will process multicast packets as broadcast packets) are usually used. Therefore,
separate VLANSs need to be configured for monitoring and video (such as IPTV) devices to isolate such traffic

from common service traffic.
(2) Facilitating management

After VLANs are classified based on departments, policies can be conveniently configured for different
departments and enterprise intranets can be better managed.

In hotel scenarios, there may be Internet access by guests, conference room and banquet network, reception
office network, and monitoring network. The reception office network involves the check-in/refund handling. In
enterprise office scenarios, different departments may have different intranet access permissions and different
security requirements. It is necessary to classify VLANs by user category and configure access control lists
(ACLs) and other policies to meet different service requirements.

(3) Ensuring intranet security

" In a LAN, device information can be easily captured, and even data may be stolen, imposing security risks.
After VLANSs are configured, LANs can be divided into different VLANSs to narrow down the broadcast scope of
different packets, thereby enhancing information security.

For example, in the enterprise office scenario, configuring a guest VLAN can greatly reduce security threats

imposed by visitors to the intranet.

“ Some virus software identifies other devices in the same VLAN through scanning in broadcast mode, and
spreads viruses to the other devices in the same VLAN. Classifying VLANs can restrict the spread within the
same VLAN.

For example, in the primary and middle school scenarios, teachers' Internet access devices and teaching
devices can be added to different VLANs to prevent the spread of viruses on a teacher's PC to the teaching

devices.
In conclusion, on the enterprise network, hotel network, school network, multi-client network, and monitoring
and IPTV service networks, classify VLANs to improve the network experience and security.

2. How Do | Set the Lease Time of DHCP Addresses?

Purpose of Lease Period

When clients are online, they renew the lease automatically when 1/2 or 7/8 of the lease period has elapsed. If
the lease is not renewed because a client goes offline or other problems arise, the client can continue to use the
original IP address after reconnection before the lease period expires. For example, if the lease period is 24
hours and a client goes offline, the client can still use the original IP address after re-login within one day. If the

lease period expires, the IP address will be returned to the address pool. When the client connects to the network
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again, it will obtain an address again. In general scenarios, keep the default value for the lease period. If the

address pool has sufficient addresses, set the lease period to a smaller value; if the addresses are sufficient,

set the lease period to a larger value.

Configuration Steps

(1) Choose Configuration > Network -Wide > Planned, select a VLAN, and then click Configuration at the

upper right corner.

DemoProject
@ Workspace

& Smart Config
Configuration

@ Network-Wide
3 Devices

@ Authentication
Monitoring

& Network-Wide
Devices

@l Clients

B Logs

2 Delivery Center

@

Client Access
ramee: ) [EEED
VLANT VLAN

| Dining Room VLA

GUEST v

Service Configurations

Multi-WAN Config

Access Control List (ACL)

Device Management

Dining Room
VLAN ID Gateway IP Address (SVI) DHCP Server DHCP Pool
3 192.168.3.1 EG310GH-E 192.168.3.1-192.168.3.254 | Lease Time: Bhours | Used/Total IPs: 1/254

= |

I+ |0

Enter the lease period and click Save.

Edit Wired VLANs

Network Param  Wired Access
Description:  Dining Room
VLAN ID

Default Gateway/Subnet Mask: 192.168.3

DHCP Pool ‘) (0]
IP Segment: 19216831 192,168.3.254

Assign IP from: ®) Gateway (Router

Usually for L2 network

.-m.-m....-| ( days 8 hours

4.2 Creating a Wireless VLAN

4.2.1 Overview

To manage the Wi-Fi usage of different user groups (such as company employees and external guests)

separately, the company wants to provide separate Wi-Fi access for guests, and isolate the IP segment used by

the guests' terminals and the VLAN to which they belong from company employees.

4.2.2 Configuration Steps

(1) Adding a wireless VLAN: Click Add and select Add wireless VLANs to add wireless VLAN configuration

for the current network.
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DemoProject 1

Device Management

Planned: (2)

@ Workspace
Dining Room

& Smart Config

VLANT VIANT 1D Gateway IP Address (SVI) DHCP Server
iced 192.168.3.1 EG310GH-E
Configuration =
- Network:-Wide Dining Room VIAN)
Z Devices Wired

@ Authentication

Monitoring

3

Network-Wide

Devices

=]

Clients

Configuration More

DHCP Pool
192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IPs: 1/254

¥) ¥

Logs

Service Configurations

&

Delivery Center

| Multi-WAN Config |

Access Control List (ACL) |

Alternatively, select an existing wired VLAN and click More and select Wi-Fi Network to add a Wi-Fi network

based on the current wired VLAN.

DemoProject

Client Access Device Management

far Workspace

Planned: (2) Dining Room
B smart Config VLANT VLAN] VIANID  Gateway IP Address (SVI) DHCP Server
3 192.168.3.1 EGIOGH-E
Configuration o

@ Network-Wide

= Wired

Dining Room VLAN ‘

Devices

@ Authentication
Monitoring

& Network-Wide

B Devices

Configuration

DHCP Pool

192.168.3.1-192.168.3.254 | Lease Time: Bhours | Used/Total IP 1.\ a

Delete Wired Network

@l Clients

@ Logs

Service Configurations

2

Delivery Center
| Muiti-waN config |

| Access Control List (ACL) ‘

+]

(2) Setting Wi-Fi service parameters: Set Wi-Fi information first, such as the Wi-Fi name and password.

Network planning / Edit Wireless VLANs

@ i access

Network Param

+ Wi-Fi Name:

Encryption: (&) Encryption Disabled
« Wi-Fi password:  Ruijie123
Advanced ~
Band: @) 246 & 56 246

The following table lists the description of parameters.
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Parameter Description

Enter a string of less than 32 charters, including letters, numerals, spaces, and
SSID special characters (-_@4&.). If spaces are contained, it cannot be longer than

characters. For example, set SSID to Guest.

You are advised to encrypt the network to prevent other clients from accessing

Encryption . . . .

the network. If an open network is required, click Disabled.

Enter the password with a string of 8 to 16 characters, containing letters,
Password numbers and special characters (<=>[]'@#$*().). For example, set Password to

Ruijie123.

Advanced Settings >
Band

The value is 2.4G & 5G, 2.4G, or 5G. The default value is 2.4G & 5G.

(3) Configuring the VLAN for wired access: Create a DHCP address pool for devices in the VLAN to
automatically obtain IP addresses. The gateway can serve as the address pool server to assign addresses
to access clients. If a core switch supporting the address pool function is deployed on a network, you can
configure the switch as the address pool server. After configuring service parameters, click Next.

Edit Wireless VLANs X
v ) WLAN Access o Network Param onfirm Appl
Description:  GUEST
VIANID: 33 Select
Default Gateway/Subnet Mask: 192.168.33, / 2552552550
DHeP Pool: @D ©
P Seqment: 19216833 192.168.33.254
Assign IP from: ®) Gateway (Router)
Usually for L2 network.
=3
The following table lists the description of parameters.
Parameter Description
Description Enter the description of the guest VLAN.
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Parameter Description

The VLAN ID can be set to any value from 2 to 232 and from 234 to 4060.

If the service network created is used for both wired and wireless client access,
and the corresponding wired service network (such as a wired network for
guests) exists, click Select to select a VLAN ID from Existing VLANs, and
then click it to add a wireless network based on the wired service network.

VLAN ID
Description: = GUEST

VLAN ID:

Default Gateway/Subnet Mask: 192.168.1.1
1 (VLANT)

DHCP Pool: @D © i: Eru‘ze;"g Room)

Default
Gateway/Subnet
Mask

When the VLAN ID is configured, the value of the default gateway or the
subnet mask will be updated automatically 1s later.

You are advised to keep the default configuration.

If the DHCP pool is disabled, a camera or PC needs to be manually configured
with a static IP address.

DHCP Pool The deployment location of the IP address pool can be selected as needed.

Generally, the gateway used as the DHCP server is applicable to a Layer 2
network, and the core switch used as the DHCP server is applicable to a Layer

3 network.

Ps ; The parameter is available only when the DHCP pool is enabled. After the
egmen
9 VLAN ID is configured, the IP segment will be updated automatically 1s later.

) The parameter is available only when the DHCP pool is enabled. You are
Assign IP from . ] ]
advised to keep the default configuration.

(4) Confirm the WLAN network configuration and click Apply. The configuration will be delivered to the gateway,

switch, and AP, and takes effect.
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Network planning / Edit Wireless VLANs x
(v ) WLAN Access (v ) Network Param o Confirm Apply Config
To ensure that the work GUEST VLAN33 ) takes effect, configuration will be dolivnfod1 1devices:
0 ( 192.168.33.1~192.168.33.254 to :
)
5 J SSID ren-testas-001@yopmail com, password rmp123
T AP
!
-———j M. el port VLAN33, IP 192.168.33.1, subnet mask 255.255.255.0
] Add address pool VLAN33, start address 192.168.33.1, end address 192.168.33.254, DNS
i P T Eaa10cH % 192.168.33.1, lease time 480 mins
L 5 L g NAEK0OZBHO001 S
| : J| | E= J 4 i Ada 1AM 33(Awto Configuration]:
8 E + NBS3200-4BGT4XS
‘ J g " J NAEKDOZBHD002
4 |

A——.| " Adcl VLAN 33{Auto Configuration]

(5) The service network is added successfully when the message indicating delivery success is displayed.

Network planning / Edit Wireless VLANS =

(v ) WLAN Access v ) Network Param + ) Confirm o Apply Config

° [DemoProject1] Delivery succeeded.
[ 1 ault Gatew

You can also

Plan switch ports for

Access Control List (ACL)
connecting to APs, e !

(e
-

To configure
) To configure

©@ pevice Config

ON EG310GH-E
Gateway, SN:NAEKOOZBH0001

Check Network Continue to add

4.2.3 FAQs

1. How Do | Add the Names of Multiple Wi-Fi Networks to the Same VLAN?

When multiple Wi-Fi signals need to be added to the same VLAN, you can select the VLAN, to which Wi-Fi
signals need to be added, in the service map in the middle, click More and select Wi-Fi Network , add Wi-Fi
information, and deliver the configuration.

DemoProject1
Client Access Device Management

@ Workspace
Planned: (3) Dining Room Configuration

& Smart Config

VLANT VIANT VIANID  Gateway IP Address (SVI) DHCP Server DHCP Pool v
3 192.168.3.1 EG310GH-E 192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IP .,

v . ‘.
Dining Room VLAN ‘ T i ‘

Configuration

® Network-Wide

= Devices

@ Authentication GUEST VIAD _’
Monitoring ) —_—
1]
& Network-Wide a—
Ery
B Devices e
@ Clients L L L d
o I ‘ l I ‘
Service Configurations 1 I it T [

2> Delivery Center I 1 [ (o}

Multi-WAN Config | C S =

" +

Access Control List (ACL) " - > =
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2.

4.3

43.1

4.3.2

How Do | Add the Names of Multiple Wi-Fi Networks to Different VLANS?

When multiple Wi-Fi networks need to be added to different VLANSs, add wireless networks multiple times by
referring to 4.2.2 Configuration Steps.

DemoProject1

Client Access Device Management
@ Workspace
Planned: (3) Dining Room Configuration | | |
% Smart Confic
R smart Config VLANT VIAN ID sateway IP Address (SVI) DHCP Server DHCP Pool
3 192.168.3.1 EG310GH-E 192.168.3.1-192.168.3.254 | Lease Time: 8hours | Used/Total IPs: 1/254
Configuration
® Netw Nide = 1205guest
= " | s
@ Authentication GUEST :
]
Monitoring
& Network-Wide =
@ Devices
@ Clients ' ' "
I I
B Logs Service Configurations
Multi-WAN Confi
2 Delivery Center VUt VAN Sonflg:. | n
Access Control List (ACL)

Configuring the AP Management Service Network (AP Management
VLAN)

Demand

Multiple access points (APs) are deployed on the network to transmit wireless network signals. One separate
VLAN needs to be configured for management packets of the APs. Configuring a separate management service
network can avoid AP go-offline due to the complex environment on the service network, thereby enhancing the
stability.

Ruijie Cloud can automatically detect switch ports, to which APs are connected, and users do not need to record

them in advance, simplifying the difficulty in modifying and managing VLANSs.
Configuration Steps

1. Configuring an AP Management VLAN

(1) Choose Network -Wide > Network >VLAN > Device Management . Information about APs on the network
is displayed, including the management VLAN, device models, SNs, management IP addresses, MAC

addresses, and online status. Click Configuration to configure the AP management service network.

DemoProject2

Client Access anageme:
@ Workspace
VLAN1 AP Management Reserved Port
R Smart Config VLANID  Gateway IP Address (SVI) DHCP Server DHCP Pool
1 192.168.110.1 EG310GH-E 192.168.110.1-192.168.110.254 | Lease Time: 30Min | Used/Total IPs: 5/254
Configuration
Wireless AP(5)

I8 Network-Wide

Device model Comment SN MAC Online Status Management IP
= Devices

RAP1260(G) NAEKD0ZFHO007 0002./800.271 © Online 192.168.110.7
@ Authentication

RAP1260(G) NAEK002FH0008 00d2.1800.2181 © Online 192.168.1108
Monitoring

RAP2260(G) NAEK002FHO009 00d2.f800.2f31 @ Online 192.168.110.9
& Network-Wide

RAP2260(G) - NAEKDO2FHOO10 00d2.f800.2101 © Online 192.168.110.10
B Devices

N RAP2260(G) — NAEK002FHOO11 00d2./800.2f11 © Online 192.168.110.11

@ Clients
B Logs 5in tota ! 0/ page

2 Delivery Center
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(2) Enter the description, set VLAN ID to 23, and wait about 1 second. The default gateway/subnet mask and
IP address segment will be automatically updated. You can select the deployment location of the IP address
pool based on actual requirements: In general, the gateway serves as the DHCP server in Layer-2 network

scenarios, and the core switch serves as the DHCP server in Layer-3 network scenarios. Click Save.

A\ Caution

A You are advised to use default configurations for other parameters. Do not disable the DHCP
address pool. Otherwise, IP addresses cannot be assigned to APs and you have to configure static
IP addresses to the APs manually one by one.

A In Description , enter the description of the current service network for differentiation from other
service networks.

A The VLAN ID can be set to any value in the range of 2 to 232 and 234 to 4060 except the numbers
used by existing VLAN IDs.

it Wireless AP Management Services

Description:  GUEST VLAN
VLAN ID:

efault Gateway/Subnet Mask: 192.168.23

DHCP Pool 0]

Assign IP from: ® Gateway (Router

Lease Time: 0 jays 8

(3) Click Apply. The configuration is delivered to the gateways and switches and takes effect. Wait till the

prompt "Delivery succeeded" is displayed, indicating that the service network is added.

& Note

After the configuration delivery is completed, PoE ports on the switches that are connected to the APs will

be restarted to restart the APs. If there are configuration-free switches on the network, restart the APs

manually.
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vork planning / Edit Wireless AP Management Services X

To ensure that the network takes effect, configuration will be delivered to4devices:

(Note: After the configuration is delivered, the AP will be restarted automatically. An unmanaged switch must be restarted

manually.)

M. \)pdate port VLAN23, IP 192.168.23.1, subnet mask 255.255.255.0
Update address pool VLAN23, start address 192.168.23.1, end address 192.168.23.254, DNS
ERIgOE 192.168.23.1, lease time 480 mins
NAEK0O2FH0001 A
The port Gil is configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 1-4004
== | Restart Pof port [Gi1][Auto Configurat
NBS3100-24GTASFP-P JRARCEROE portIGH) ko Conbautiont
NAEK0O2FH0005
_—

The port Gi1-2 is configured as the Trunk port, Native VLAN ID 23, Allowed VLAN 1D 1-4094
Restart PoE port [Gi1, Gi2][Auto Configuration)

NES3100-24GT4SFP-P

NAEK002FH0003
Fi G
% .
" z The port Gi1-2 is configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 1-4094
et - e S| Restart PoE port [Gil, Gi2)[Auto Configuration]
w NBS3100-24GT4SFP-P
NAEK0O2FH0004

(4) The AP management network configuration is delivered.

Metwork planning / Edit Wireless AP Management Services x

° [DemoProject2] Delivery succeeded
t it Gatews

STVLAN] VLAN 23 Defa 192,16 1255.255.255.0 IP Segment:192.1 L 23,254 [

@ Device Config

ON EG310GH-E
Gateway, SMN:NAEK0OO2FH0001

@ [(2023-02-011557] Update port VLAN config Module vian_port of device NAEKDO2FHO0O1 ck
@ [2023-02-01 15:57] Update LAN config Device: NAEKOOZFHO001; Configuration: [{*dhcpEnab

®iptt192.168.110.17, "ipNum™:254, " ipStart*:"192.168.110.1" " lease Time*:30,"'mac":"00:d0:f8:99:00:31","mask "¢

ON NBS3100-24GT4SFP-P
Switch, SN:NAEKDO2FHO00S

@ [2023-02-01 15:57] Switch config Device: NAEKOO2FHO005:Port 1D: [GI1]:Port status: true,Port description: ,Port type: Trunk,Port VLAN: 23 Allowed VLAN: 1-4094,

ON NBS3100-24GT45FP-P
Switch, SN:NAEKDD2FHO003

2. Configuring a Reserved Port for an AP (applicable to the scenario in which APs are not
connected)

If an AP is not connected to the network, you can reserve a switch port for the AP.

(1) Choose Network -Wide > VLAN > Device Management > Reserved Port.

DemoProject2

Client Access

@ Workspace

VLAN 23
R smart Config VLANID  Gateway IP Address (SVI) DHCP Server DHCP Pool
3 192.168.23.1 EGII0GH-E 192.168.23.1-192.168.23.254 | Lease Time: 8hours | Used/Total IPs: 1/254
Configuration
E Wireless AP(5)
(] letwor| ide
Device model Comment SN MAC Online Status Management [P
= Devices
° RAP1260(G) NAEK00ZFH0007 00d2.1800.2171 © Online 192.168.110.7
Authentication
RAP1260(G) NAEKOO2FHO008 00d2.1800.2181 @ Online 192,168.1108
Monitoring
RAP2260(G) NAEK002FHO009 00d2.1800.2191 @ Online 192.168.110.9
& Network-Wide
® RAP2260{G) NAEKOOZFHDO10 00d2.f800.2101 @ Online 192.168.110.10
Devices
& client RAP2260(G) NAEKOOZFHO011 00d2.1800.211 © Online 192.168.110.11
ients
@ logs Sintotal < [1] 10/ page
& Delivery Center
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(2) Click the switch for connecting to an AP (you can select multiple switches) in the topology on the left, and
select the port reserved for AP wired connection on the switch on the port icon panel on the right. The port
icon changes from dark gray to blue. Click Next.

I rk planning / Reserved Port

VLAN23Select the switch port reserved for connecting AP.

— L

— AT 1 1 5 T s M B MWW WD DB
R e L.  Amah ahSS b
NBS1100-24GT4SFP-P...
e ___wew vewwwy HMEEMN
74 6 B 1 o2 W e 20 2 M 3 8B
Configured:Gi9-12
3% 3%
‘ & 5y
©
A 1

7 s wos wowonom
T I T T hT
POV P YSYYY HMEEMN

B 10 12 4 16 B 20 2 24 25 2 2

[ ]
NBS3100-24GT4SFP-P, ' ' '
2 4 8

NAEKOOZFHO005

s |5 1

2l |

I

f

2l

1

(N
2 i
S aaitl|

.

1

~ Configured:Gi9-12

(3) Click Apply . The configuration is delivered to the switch and takes effect. Wait till the prompt "Delivery
succeeded" is displayed, indicating that the reserved port is configured successfully.

T ing / Reserved Port

To ensure that the network takes effect, configuration will be delivered to3devices:

A - i
9 The port Gi9-12 is configured as the Trunk port, Native VLAN 1D 23, Allowed VLAN ID 23,35-36
S NBS3100-24GT4SFP-P
— NAEKOOZFHO005
A " N
| - %[ The port Gi9-12 is configured as the Trunk port, Native VLAN ID 23, Allowed VLAN ID 23,35-36
NBS3200-48GT4XS
NAEK0OZFH0002

A -
e The port Gi9-12 is configured as the Trunk port, Native VLAN 1D 23, Allowed VLAN 1D 23,35-36

NBS3100-24GT4SFP-P
NAEK0O2FH0004

§ ] £

(4) The port configuration is delivered successfully.

Reserved Port

o [DemoProject2] Delivery succeeded.

@ Device Config

ON NBS3100-24GT4SFP-P N
Switch, SN:NAEKDOZFHOD0S

© [2023-02-01 16:04] Switch config Device: NAEKDO2FHO005,Port 1D: [Gi9, Gi10, Gi11, Gi12);Whether the L3 interface is enabled: false Port status: true Port description: ,Port type: Trunk,Port VLAN: 23 Allowed VLAI

ON NBS3200-48GT4XS

Switch, SN:-NAEKDOZ2FHD002

@ [2023-02-01 16:04] Switch config Device: NAEK002FHO002,Part 1D: [Gi9, Gi10, Gil1, Gi12);Whether the L3 interface is enabled: false,Port status: true,Port description: ,Port type: Trunk,Port VLAN: 23 Allowed VLAI
ON NBS3100-24GT4SFP-P

Switch, SN:NAEK002FHOD04
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3. \Verification

Check information about the configured AP management service network on the service map page. IP
addresses obtained by APs belong to the 192.168.23.0/24 network segment.

DemoProject?

Client Access Device Management
theNetwaork Wi-Fi
@ Workspace
Planned: (4) GUEST VLAN Device Info X
B smart Config VLANT VLANT VIANID  Gateway IP Address (SVI) DHCP Server DHCP Pool <Previpus  NDSI100-24GTASEP-P
s 23 192.168.23.1 EG310GH-E 192168.23.1-192.16823.254 | Lease Time: VLANZ
Configuration “ MAC Address | 00d0.f800.2f40
= SN NAEKO02FHO004
@ Network-Wide RS &5
Management
= Devices Wired | Wireless A 4 & = " 1921681104
% Authentication meeting root VLANZS — Port VLAN 23
) 13s7en mswean
Monitoring e - an
5 L]
. : 24681012 WIsB022 28270
& Network-Wide VIP room Wi-Fi VAN
B Devices Wieless e Gil Trunk Trunk vianld23
: - Gi2 | Trunk Trunk vianld23
@l Clients | 1 1
= 2B GO | Trunk Trunk ianld23
B Logs | A ‘ : ‘ Gil0 | Trunk Trunk vianld23
Service Configurations : : -
s Delivery Center : I I‘ Gl Trunk Trunk vianld23
[ muiti-wan config | & S Gil. Trunk Trupk. danld?3
([ Aecess Contea it (D) | & F - Gi2d | Trunk Trunk vianldi

4.4 Multi-WAN

4.4.1 Overview
1. Applicable Scenarios

When a gateway is connected to multiple extranet lines, the multi-WAN function can be configured to meet
different requirements. This function mainly applies to the following three scenarios:

ISP1 ISP2;
\ /

\ /

/ \
I \
|
Acccess
Private Line Server
\ '
\ 4

User
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4.4.2

Network Configuration

z  Traffic from different users is transmitted through different egresses: IP traffic from some intranet users can

be transmitted through a fixed extranet line.

z  Bandwidth superimposition (load balancing): The gateway automatically distributes egress traffic to

multiple extranet lines to achieve the bandwidth superimposition effect.

z  Private line for access to the private line server: A private network refers to a network that cannot access

the Internet, such as e-government private networks. The access traffic of a device on the intranet to private

line resources needs to be transmitted through the private line egress, while the Internet access traffic

needs to be transmitted through other egresses.

2. Configuration Page

Choose Network -Wide > Multi -WAN to go to the Smart WAN Selection page.

DemoProject? Smart WAN Selection

@ Workspace

Target Network ®
% Smart Config e erne

Configuration

Optimizstion Security

VLAN Wi-Fi Optimization acL

Loop Prevention ARP Spoofing Guard

Monitering DHCP Snooping

& Network-Wide

a

Lo:
Default

B Devices

Clients

@) clients

VLANT (1

B Logs

2 Dalivery Center

Multi -WAN Bandwidth Superimposition

1. Demand

~WAN Link 10 Internet —WAM Link 1o Private Network —inactive WAN Link

Private (Cannot access
the Internet)
e

= Fixed Egress:

. - FBR
Private Line

Fixed Egress: 1SP2  FOR

Fixed Egress: NaN  FER

here here

A company's network connects to two broadband Internet access lines. The bandwidths need to be

superimposed to meet the Internet access needs of multiple users.
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Optical modem Optical modem

WAN port LAN port WAN port LAN port

Gateway NBR

WAN2 port  WANI1 port
LANO port

Service network
switch

Port 9
Ports 1#

Intranet wireless AP Intranet wired device

Load balancing is automatically conducted on traffic from all devices on
the intranet and the traffic is distributed to the WAN1 and WAN2 ports.

2. Configuration Ideas

(1) Configure WAN ports to access the Internet through dynamic IP addresses, static IP addresses (non-
private line), or PPPoE.

(2) Enable load balancing.
3. Configuration Steps

(1) Click Add WAN Link to go to the Multi -WAN Config page of the gateway.

Smart WAN Selection —WAN Link to Internet —WAN Link to Private Network —inactive WAN Link

Target Network @

SP1 WAN SP2 WANT & ¢ 15P3| WANZ » SP4 WAN3 ®
Egress WAN Link

Load Balancing ® Access Private . . . . - ) -
Clients Default T pe— Fixed Egress: ISP1  FER Fixed Egress: ISP2  FBF Fixed Egress: ISP3  FEF Fixed Egress: ISP4  FER
Weight> etwo
VLAN 1|1 Finance | 23
here here here
Guest | 25 e Add Cu Add Cu

(2) Select a WAN port and configure the Internet access type for the WAN port based on the operator's
requirements. It can be set to Static IP, DHCP, or PPPoE (ADSL).Click Save.
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O Note

A If the configuration is inconsistent with the operator's requirements, for example, the account or password
is incorrect, the network may be abnormal or disconnected.

Egress Route Config /
© Multi-WAN Config o Miott BContigured

une e wnz un s s LA LN WaNZ wan1 wang

IType: l PPPOE (ADSL)

=|p;  StaticlP * Account:  admin * Password:  admin

DHCP
Interface Alias:
PPPOE (ADSL)

olicy-based routing, and static routing) * can be found in Network > Planning and Configuration > Egress Path Selection. * . You are advised to perform

(3) Click the back button on the right of Multi -WAN Config or click Network > Planning and Configuration >
Egress Path Selection to return to the Smart WAN Selection page.

Eqress Route Config / N
Multi-WAN Config oo ot Bonfigured
= Ga = g s s s (A s =

" » » =

Type: PPPOE (ADSL)

*1P: * Account:  admin * Password:  admin

Interface Alias:

suchas (load balancing, policy-based routing, and static routing can be found n{ummhlﬂﬂunlqunﬂ_cgnﬁqummn = Egress Path Selection, You are advised to perform

ngs after all WAN ports are configured

(4) Enable Load Balancing and click Weight to set the traffic weight.

Configure the load balancing weight based on the actual broadband proportion. The load is balanced based on
the configured downlink bandwidth proportion by default. For example, the bandwidth is set to 200 Mbps for
WANZ1 port and 100 Mbps for other WAN ports. You can set the weight of the WAN1 port to 2 and the weight of

other ports to 1. Click Save.

Weight Settings®
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4.4.3 Configuring Traffic of Different Users to Pass Through Different Lines

1. Demand

A company's network connects to two broadband lines, and traffic from wired office users needs to be transmitted
by the WAN2 port and the traffic from the wireless network needs to be transmitted by the WAN1 port. Bandwidth
is automatically assigned to other users. The WANL1 port of the gateway is connected to an optical modem of
China Telecom and the WAN2 port is connected to an optical modem of China Unicom.

2. Configuration Ideas

(1) Configure WAN ports to access the Internet through static IP addresses PPPoE.
(2) Configure traffic of different users to pass through different lines.

(3) Bandwidth is automatically assigned to other users.
3. Configuration Steps

(1) Click Add WAN Link to go to the Multi -WAN Config page of the gateway.

Smart WAN Selection =WAN Link to Internet —WAN Link to Private Network =—Inactive WAN Link

Target Network @

SP1 WAN = SP2 WAN1 & § 153 WAN2 SP4 WAN3 @

Egress WAN Link

Load Balancing ® " Access Private

Clients Default Fixed Egress: ISP1  PER Fixed Egress: ISP2  FER Fixed Egress: ISP3  FER Fixed Egress: ISP4  FER

Weight> Network
VLAN 1|1 Finance |23

here here here

Guest| 25

(2) Select a WAN port and configure the Internet access type for the WAN port based on the operator's
requirements. It can be set to Static IP, DHCP, or PPPoE (ADSL).Click Save.

@ Note

A If the configuration is inconsistent with the operator's requirements, for example, the account or password
is incorrect, the network may be abnormal or disconnected.

Egress Route Canfig

© Multi-WAN Config Won Mot WConfigured

Type: | PPPGE (ADS

=P St + Account t admin * Password:  admir
Interface Alias

PPPoE (ADSL)

load balancing, policy-based routing, and static routing Metwork > Planning_and Configuration > Egress Path Selection

(3) Click the back button on the right of Multi -WAN Config or click Network > Planning and Configuration >
Egress Path Selection to return to the Smart WAN Selection page.
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Egress Route Config /
Multi-WAN Config o Wort Woonfigured
o wn wa wa w - e A . o

.

Type: PPPoE (ADSL)
#1P: * Account:  admin #Password: | admin

Interface Alias:

ath selection settings such s (load balancing, policy-based routing, and static routing) * can be found wl{uﬂmﬂ_ﬁmﬂngjﬂmﬂg ration > Eqress Path Selection, | . Vou are advised to perform

on settings after all WAN ports are configured.

(4) Configure a routing policy.

A\ caution

A Only static IP addresses or PPPoE (ADSL) support the policy-based route (PBR) configuration.

If you need to add a created service network to a fixed line, for example, configure all users in VLAN 23 to
access the Internet through the egress of ISP1, select VLAN 23 and drag it to the corresponding service network
area, such as Fixed Egress: ISP1.

Smart WAN Selection —WAN Link to Internet —WAN Link to Private Network —Inactive WAN Link

I —

ISP WAN * 15P2 WAN1T # ISP3 WAN2 * I5P4 WAN3 #

Target Network

Egress WAN Link

Add WAN Link
PPP
[oad Balancing 0 Access Private )
i i 3 PBR i 3 PBR i 3 PBR i 3 PBR
Clients Default o eights by Fixed Egress: ISP1 Fixed Egress: ISP2 Fixed Egress: ISP3 Fixed Egress: ISP4
VLAN1|1 Guest| 25 Finance | 23 Drag and drop networks
92.168.110.0/2 0 1921 192.168230 5 here
+Add Custom IP/IP Range +Add Custom IP/IP Range +Add Custom IP/IP Range

1]

You can also click Add Custom IP/IP Range, for example, add an IP address or IP address range for Fixed
Egress: ISP3.

Add or Edit PBR

Please enter the IP address or IP range wan2 specified with :
Policy-basedRoute

[ | o

+ Add User PP Range

Eoncy
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4.4.4 Configuring the Traffic for Accessing a Private Line Server to Go Through a

Private Line

1. Demand

A company's network connects to three Internet broadband lines: ISP1, ISP2, and ISP3 lines, and the company
has a financial private line. The financial software on the intranet can normally access the financial server
through the financial private line and all devices can access the Internet through the ISP lines.

2. Configuration Ideas

(1) Configure a static IP address for the WAN3 port and select the private line.
(2) There are two policies available for private networks:

N Specifying the destination network: When all users access the Internet, the traffic for accessing the
specified destination network (such as the server IP address) is transmitted through the private line and
other traffic is not transmitted through the private line.

N Specifying Intranet users: When specified Intranet users access the Internet, the traffic of the users is
transmitted through the private line and the traffic of other users is not transmitted through the private
line.

3. Configuration Steps

(1) Click Add WAN Link to go to the Multi -WAN Config page.

Smart WAN Selection —WAN Link to Internet —WAN Link to Private Ne

Target @

Network

Egress Pl WAN 1 sP2| WANT = NaN WAN2 » SP3 WAN3 »
WAN

Link

Clients Detault **" Fixed Egress: ISP1  PER Fixed Egress: ISP2 PR Fixed Egress: NaN  PER Fixed Egress: ISP3  PER

VLANT(1 Guest | 101
here here

(2) Configure Internet access type for the WAN port based on the operator's requirements. Type can be set to
Static IP for private lines. Set Private Line to Yes, click Save, and then click the back arrow on the right
of Multi -WAN Config at the upper right corner.

[EJmuti-wan config o ok

» W w i

v 192188010 * SubnetMask:  255.255.255.0 * Egress Gateway: 192.168.1.2

Interface Allas:

oad balancing, policy-based routing, and static routing Network > Planning and Confiuration > Eqress Path Selectior
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O Note

A Private lines can be selected only for static IP addresses. After the private line is enabled, the device will

forward traffic according to the policy (specifying users or specifying private line resources) specified for
the private line.

(3) Policy 1: Allow some users to only access the private line. You can drag a created VLAN to the Fixed
Egress: Private Line module.

Smart WAN Selection —WAN Uik 10 Inrnes. —WAN Link 1o Private Network —inacrive WAN Link
Private (Cannot access
Target 2 Network the Intemet)
Network erne +Add Private Staic
L Nework Address S
s |
L \ 2 -
1 A 1 Y
Egress 1571 WAN 1sP2| WANT & & 1sP3 WAN2 = ¢ F WAN3 =
WaN escrips v
Link . i 1P 8 :
- ] .
Y J
i -
Load Balancing @ Access Private N = Fixed Egress:
: por por . ren ven
Clients. Detault e (oo [e ] Fixed Egress: ISP1 Fixed Egress: ISP2 Fixed Egress: ISP3 B [vate Line

VAN |1 Guest | 101 rag and drop network sg 81 drop network Finance | 102
02,168 255 here here . 02168,
: o +Add Custam IPAP Range +Add Custom IP/IP Rarge

You can also click Add Custom IP/IP Range to add an IP address or IP address segment.

Add or Edit PBR

(4) Policy 2: Allow the default service network to access the private line.

Click Add Private Network Address or set Access Private Network to On to go to the Add or Edit Private
Network Address page.

Smart WAN Selection ~WAN Link 10 ternet =\WAN Uink 1 Private Network ={nactive WA Link
Target 0
Network
foLl
L [ |
Y L\
. Y ' -
- 151 WAN » 1572 WANY « 1591 WAN2 * P WAN3 »
WaN *
. Add WAN nk
Link S
= ) ) ] ‘l
Load Bal w:o'[im s Privat Fixed Egress:
oad Balancing cess Private . gress:
( . e . ooR : R : "
Clients Detount 225 st B Fixed Egress:ISP1 9 Fixed Egress: 152 70 Fixed Egress: ISP3 90 1B vete Ly (98
VIAN T |1 Guest | 100 d dr. ‘ 4 Finance | 102
here here
yAdd Custom IP/1P Range +Add Custom (PP Range +Add Cuntom 1919 Range
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Reminder

Edit the destination network specified for the private line (you need to specify the address or address segment

of the private line you want to access, such as the tax network or medical network; you can set multiple
addresses).

O Note

A The address should be as accurate as possible to avoid selecting the private network for the normal
Internet access and affecting the normal Internet access service.

Add or Edit Private Network Address

37



Cookbook Optimization Configuration

5 Optimization Configuration

5.1 Wi-Fi Optimization

Overview

Wi-Fi optimization is an intelligent and automatic RF optimization scheme tailored for complex scenarios with
multiple APs. This function is supported by enterprise APs, most Reyee APs, and EGs. After the device enabled
with Wi-Fi optimization collects spatial information, including the SSID, channel, signal strength, and client status
(for example, transfer rate, delay, packet loss rate), it analyses information through the intelligent algorithm to
provide the optimal network solution (channel and power planning for each AP), and automatically adjusts the

configuration of APs on the network.

Wi-Fi optimization is applicable to the following scenarios:

Z In the scenario where over 100 APs need to be optimized, auto channel optimization does not achieve
good roaming effect, and it takes too much time to manually adjust the channel and power.

Z Inan office with dozens of APs where network connections are unstable for some PCs or phones, clients

may experience web buffering and low speed. Wireless network optimization is time- and labor-consuming.

Procedure

(1) Log in to Ruijie Cloud, choose Project > Configuration > Network -Wide > Optimization > Wi-Fi
Optimization and select a network in this account.

(2) Click Enable Wi-Fi optimization .

| Wi-Fi Optimization What's Wi-Fi Optimization?

Wi-Fi Optimization

Note: Please enable Wi-Fi optimization during non-peak hours.

5G
e

(3) Click Optimize Now to start optimization.
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Wi-Fi Optimization Settings

You are advised to optimize Wi-Fi during non-peak hours.(Current country code:CN, Change
- B country code. )

Status 0 3min
Online Clients Estimated Time

- =

| Optimization Schedule

Enabled

Online Clients : indicates the number of all online wireless clients.
Estimated Time: indicates the estimated time to complete optimization.

Optimization Schedule : enables or disables scheduled optimization. You are advised to optimize Wi-Fi
during non-peak hours.

If you want set scheduled optimization, enable Optimization Schedule , set the optimization time and action,
and click Save.

| Optimization Schedule

Enabled ()

Start Time

@® Monday Tuesday Wednesday

Repeat on i
Thursday Friday Saturday Sunday

Synchronize recommended channel and power
Synchronize recommended channel

save

Action

(4) After the optimization is complete, the browser displays the optimization details.
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W Optimized APs
20220007 100037 ™% 60 3
Wi-Fi Optimization Record

L

Yes B 4 1 99 ==
(2]

Yes 1

Yes 1

Other parameters. channel width before 20, channol width ater: 80, roaming sensithity before: 0, roaming sersivity after: 0; interference beface: 0, inferteronce after: 0

Last Optimization : indicates the time of last optimization.

Improved by: indicates the improved device percentage.

Optimized APs: indicates the number of optimized devices.

AP SN: indicates the serial number of an AP.

Alias : indicates the description of an AP.

Optimized : indicates the optimized result.

Band: indicates the optimized wireless band.

Channel Before Optimization : indicates the wireless channel before optimization.
Channel After Optimization : indicates the wireless channel after optimization.
Power Before Optimization : indicates the local power before optimization.
Power after Optimization : indicates the local power after optimization.

Other: indicates other parameters for Reyee devices. The parameters are as follows:

e

Channel width before : indicates the channel width before optimization.

e

Channel width after: indicates the channel width after optimization.

e

Roaming sensitivity before : indicates the roaming sensitivity before optimization.

e

Roaming sensitivity after: indicates the roaming sensitivity after optimization.

e

Interference before : indicates the interference before optimization.

e

Interference after: indicates the interference after optimization.
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5.2 Loop Prevention

5.2.1 Overview

Enabling loop prevention can avoid network congestion and disconnection caused by loops. Ports connected to
the switch will be automatically disabled after a loop occurs.

5.2.2 Configuration Steps

Choose Configuration > Network -Wide > Optimization > Loop Prevention .

DemoProject3
@ Workspace
% Smart Config
Configuration

|<§) Network-Wide o ) Loop Prevention (RLDP)
N, k o Security

Enabling loop protection can avoid network
VLAN Wi-Fi Optimization ACL congestion and disconnection caused by loops. Ports
connected to the switch will be automatically

 Auhenticetion Multi-WAN ARP Spoofing Guard disabled after a loop occurs.
DHCP Snooping
Optimize Now

== Devices

Monitoring

B

Network-Wide

[iE)

Devices

B

Clients

i)

Logs

e

Delivery Center

DemoProject3

@ Workspace
% Smart Config

Configuration

® Network-Wide i coniones o vt [T Loop Prevention (RLDP)

Enabling loop protection can avoid network
congestion and disconnection caused by loops. Ports
connected to the switch will be automatically
disabled after a loop occurs.

Optimize Now I

3= Devices

@ Authentication

Monitoring
& Network-Wide
Devices

a8
@ Clients

is]

Logs

(¢4

Delivery Center

Click Optimize Now. You are advised to use the default value. Click Deliver Config .
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DemoProject3

@ Workspace
& Smart Config

Configuration
@& Network-Wide
3 Devices

@ Authentication

Loop Prevention / Loop Prevention Config
< Loop Prevention Config
Please click switches on which you want te enable the Loop Protection feature:

Recommendation Custom
Enable on all identified access Manually select access switches

switches in the project d

T =
c.fa slu GiS
Monitoring Gi2a Gi24, G4
L led 1 bled 1 Enabs
[y Cpeses sesaee e +
& Network-Wide
NBS3100-24GT4SF .. INBSH100-24GT45F, -
" NAEKOO26H0004 SHLNAEKD036H000S
Devices [ | | @
Gi-2 Gi1-2) G
T T 1
@l Clients
Selected: 3 device(s) Deliver Config
E Logs
2 Delivery Center
DemoProject3

@ Workspace
$ Smart Config

Configuration
@ Network-Wide
F Devices

@ Authentication
Maonitoring

&  Network-Wide
B Devices

@ Clients

E Logs

| Loop Prevention

Enabling loop protection can avoid network congestion and disconnection caused by loops. Ports connected to the switch will be automatically
disabled after a loop occurs.

Loop Protection @D

5.3 DHCP Snooping

5.3.1 Overview

If a private router is connected to the network, some clients may obtain incorrect IP addresses and fail to access

the Internet.

After the DHCP Snooping feature is enabled, a client on the original network will not be able to obtain an IP

address assigned by the private router, thus ensuring network stability.
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r

Private router (with the
DHCP service)

Ensure IP address obtaining
from this server

Original DHCP server

J

'4

Hosts for Internet access

5.3.2 Configuration Steps

Choose Configuration > Network -Wide > Optimization > DHCP Snooping .

Optimization Configuration

DemoProject3

@ Workspace
% Smart Config

Configuration

= Devices

@ Authentication
Monitoring

& Network-Wide
Devices

@ Clients

B Logs

e Server)
Network Optimization B
] After the DHCP Snooping feature is enabled, a client on
VLAN Wi-Fi Optimization ACL the orlgxnalrne(work will not be able to obtain an IP
address assigned by the private router, thus ensuring
Multi-WAN Loop Prevention ARP Spoofing Guard network stability.

DHCP Snooping

DHCP Snooping (Block Illegal DHCP

DemoProject3

@ Workspace

f%& Smart Config

Configuration
& Network-Wide
= Devices

@ Authentication
Monitoring

& Network-Wide
B Devices

@l Clients

5] Logs

M N
rivate router
DHCP service) Original DHCP server

Server)

S

s

network stability.

Hosts for Internet access r .
Optimize Now

DHCP Snooping (Block lllegal DHCP

After the DHCP Snooping feature is enabled, a client on
the original network will not be able to obtain an IP
address assigned by the private router, thus ensuring
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Click Optimize Now. You are advised to use the default value. Click Deliver

DHCP Snooping / DHCP Snooping Config

< DHCP Snooping Config

Please click switches on which you want to enable the DHCP Snooping feature:

Config .

Optimization Configuration

Recommend

Enable on all switches

Customed

Manually select access switches

Selected: 5 device(s)

&

Deliver Config

DemoProject3

@ Workspace

% Smart Config

Configuration

DHCP Snooping / DHCP Snooping Config

< DHCP Snooping Confi
ping 9 © Configuration successfully delivered.
Please click switches on which you want to enable the DHCP siwupiiy ieawis,
Recommend Customed
Enable on all switches

Manually select access switches

@ Network-Wide [+
Z Devices —_
@ Authentication :
Monitoring 1
i )
= +
& Network-Wide S || e, || = B
T T
@ Devices ‘ ‘ - o
@l Clients
Selected: 5 device(s) Deliver Config
E Logs
DemoProject3

far Workspace
% Ssmart Config

Configuration

@ Network-Wide
= Devices

@ Authentication
Monitoring

& Network-Wide
B Devices
1l Clients

E Logs

| DHCP Snooping

After the DHCP Snooping feature is enabled, a client on the original network will not be able to obtain an IP address assigned by the private
router, thus ensuring network stability.

DHCP Snooping @D
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5.4 Traffic Control

Set real-time traffic rate for a user or an application.

When the bandwidth of the project is insufficient, guarantee the real-time rate for key users or

applications, while high-rate and non-key users and applications are rate limited.
You can use the traffic control template to manage the real-time traffic rate for a user or application.

When the bandwidth of the project is insufficient, guarantee the real-time rate for key users or

applications, while high-rate and non-key users and applications are rate limited.

1. Click Interface Bandwidth Setting.

DemoProjects
Flow Control Application Control

@ Workspace

You can use the traffic control template te manage the real-time traffic rate for a user or application
£ smart Config

When the bandwidth of the project is insufficient, guarantee the real-time rate for key users or applications, while high-rate and non-key users and applications are rate limited

Configuration Select Template

@ Network-Wide

. Configure later ‘i:‘ Office Template Entertainment Template Manual Template
== Devices Not configured because a traffic control Guarantee the use experience of common Guarantee the use experience of Control the traffic of custom applications
template is not selected. office applications entertainment applications and daily life and users.
@ Authentication applications
Monitoring
Interface Bandwidth Settings
&% Network-Wide Traffic on selected
Traffic con ou want to te speed of the extranet
B Devices
WAN(br-wan) WAN1(br-wan1) WAN2(br-wan2) WAN3 (br-wan3)
@ clients
B Logs WAN: Uplink Mbps Dewnlink Mbps
2 Delivery Center

2. Select a template.
Configure later: indicates that traffic control is disabled.

Office Template : indicates that the embedded smart traffic control policy guarantees the traffic of common office

and work applications, and user-defined policies can be added.

Entertainment Template : indicates that the embedded smart traffic control policy guarantees the traffic of

entertainment and common daily life applications, and user-defined policies can be added.

Manual Template : indicates that traffic control settings are customized and a traffic control policy is manually
added.

3. Add a custom traffic control policy.
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NBR_20230214

Flow Control App/Website Control

@ Workspace

Smart Flow Control Custom traffic control policy
£ Smart Config

LAN3AWAN1(GI0/3)
Configuration

) O Delete Selected o]

@ Network-Wide
= Devices P Treffic Control Control Mode IPIClients Action

Application Traffic Contro
@ Authentication Rate limit 192 168.101.2-

1 55 - . ) Edit Delete
Overall 4 0.001Mbps ~ 656.000Mbps  $ 0.001Mbps ~ 66.000Mbps AR

Monitoring
& Network-Wide 11n total 10/ page
B Devices
@l Clients
[E Logs
2= Delivery Center

4. Configure a traffic control policy: When the bandwidth reaches 3 Mbps, a user can watch high-definition videos
smoothly; when the bandwidth reaches 1 Mbps, a user can watch standard-definition videos smoothly; when
the bandwidth reaches 0.1 Mbps, a user can browse Web pages smoothly.

Standard-definition video High-definition video

0.1 Mbps Mbps 3 Mbps
Flow Control App/Wabsite Control
»
XA -
P T alicy Alias Control Mode IPiCints Application action
P hentical 168101
: @ 0 Do
..... il 4 0.001M Mbps & b of 192,168 101,254
Monitoring
& Network-Wice
B Devices
@ Client
B Log
2 Delivery Center

5.4.1 IP Traffic Control

Select IP: Select the IP address range, in which the traffic control policy takes effect.
Select Traffic Control Mode: Select Rate limit or No rate limit .

Rate Limit Settings : Overall rate limit indicates the overall maximum rate and Per IP rate limit indicates the

maximum rate for each IP address.
Overall maximum /Per IP maximum : indicates the uplink and downlink maximum rates, in Mbps.

Overall minimum in the Advanced area: indicates the guaranteed rate for users when the bandwidth is

insufficient.
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Apply to interface : indicates the port, in which the policy takes effect. You are advised to select All Ports .

Policy Name: Configure a name for the policy to facilitate maintenance.

Custom traffic control policy &

X

1 SelectIP

2 Select Traffic Control Mode
@ Rate limit

Mo rate limit

3 Rate Limit Settings

Rate limit mode: = Overall rate limit
Overall maximum:Uplink Mbps  Downlink Mbps
Advanced: A

Overall minimum:Uplink Mbps  Downlink Mbps

4 Apply to interface
AllPorts  (®) LAN3IWAN1(GI0/3)

wn

stas @D

6 Policy Name

5.4.2 Application Traffic Control

Select IP: Select the IP address range, in which the traffic control policy takes effect.

Select Application: Select the application whose traffic needs to be controlled. You can enter keywords for search.
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2 Select Application

&ll applications (® Custom applications (%)
- HTTP
¥ WebApplication
Fast
BaiDuWWenku
¥ WebApplication_App

Select Traffic Control Mode: Select Rate limit or No rate limit .

Rate Limit Settings : Overall rate limit indicates the overall maximum rate and Per IP rate limit indicates the
maximum rate for each IP address.

Overall maximum /Per IP maximum : indicates the uplink and downlink maximum rates, in Mbps.

Overall minimum in the Advanced area: indicates the guaranteed rate for users when the bandwidth is
insufficient.

Apply to interface : indicates the port, in which the policy takes effect. You are advised to select All Ports .

Policy Name: Configure a name for the policy to facilitate maintenance.
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Custom traffic control policy & X

1 SelectIP

2 Select Application

(® All applications Custom applications (%)

3 Select Traffic Control Mode
(® Rate limit

4 Rate Limit Settings

Rate limit mode Overall rate limit
Crwerall maximum: Uplink Mbps  Downlink Mbps
Advanced: A

Owverall minimum: Uplink Mbps  Downlink Mbps

5 Apply to interface

(e) &l Ports LAMNIAMWANT{GIDNE)

5 Status @D

7 Policy Name

5.4.3 Configuring the Policy Priority

Click the number of a policy to adjust the policy sequence. A smaller number indicates a higher priority.
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Flow Control

Smart Flow Control

Optimization Configuration

App/Website Control

Custom fraffic control palicy

Adjust order

Exchange the order of
this rule and rule {n}.

; ias C
Cancel
Rate limit
1 23223
Overall 4 0.001Mbps ~ 23.0(

5.4.4 App/Website Control

Here you can add blocked applications and websites. Access to a blocked app or website will be restricted.

1. Choose Project > Network -Wide > Traffic Control > App/Website Control and click Add .

NBR_20230214
Flow Control AppWebsite Control
@ Woek
App/Website Control
# Sman
Add o
Policy Aliss 1PiClients AppWebsite Control Action

@ Authen es10216_00 192,168 100 10-192 168,100 222 Ed
Monitoring

testt 1921168301192 168,30 254 Edit
& Network

tes2 152163 30,1192 168.30 254 Edi
& De
@ Che nTHest0216_001 192.168.2012-192.168.201 254 Edt  Dolete
B Log

= Delivery Center

2. Configure a policy.
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App/Website Control

1 SelectIP

2 Select Application or Website

Custom Websites

» SoftwareUpdate

» Forum|Blog
» OnlinePayment|OnlineBank
» Voip

» CnlineStorage

» DownloadTools_MOBILE
» News|Reader|Life

» ICMP-DETAIL

» IP-RAW

> MetworkDisk

3 Effective time

Optimization Configuration

>

Vpn-app
REMOTE-PROTOCOL
NetworkDisk
OnlineStorage

Voip

l Nightime

4 stas @D

5 Application Control Policy Alias

Select IP: Select the IP address range, in which the policy does not take effect.

Select Application or Website : Select an application or website to be blocked. You can click Custom Websites

to add the website domain name to be blocked.

51



Optimization Configuration

Cookbook

Custom Websites

Description uRL

Wabsite Class Name

héiteston

Note

URLSs support two levels of directories at most, for example,
www.ruijie.com.cn/about/summary.aspx.URLs must be separated by either a carriage return character or

a comma. URL prefixes such as http:// or https:// are not required.

>

Effective time: Select the time when the policy takes effect.

Application Control Policy Alias : Enter the policy comment to facilitate maintenance.
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6 Security Configuration

6.1 Network Access Control (simplified)

6.1.1 Applicable Scenarios

There are various types of users on the network. To ensure security, some users are banned from accessing
each other, such as visitors, finance department, servers, and monitoring devices. Service access control can
prohibit mutual access between different network segments.

6.1.2 Models of ACL-Supported Products

Product Type Device Name Version
EG series

Gateway )
EG-E series

NBS5100 series
NBS5200 series
Reyee Switch NBS6002 series ReyeeOS 1.86 or later
NBS7003 series
NBS7006 series

6.1.3 Configuration Steps

1. Creating a Service Network
For details, see 4.1 "Creating a Wired VLAN."
2. Configuring Service Access Control

Choose Configuration > Network -Wide > Security > Network Access Control .
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Rufie |Rcyce 79 ome Project
DemoProject]
| Al Roaming
@ Workspace Al Roaming 1213 Roaming

Al Networking
802.11K/V Roaming @D (I

& smart Config

@ Al Diagnostics
: . B B E—

Configuration

Y r——— aming Stesring Counts RSS! Before Roaming dBm R;‘:"ﬁ:f:f::: ::'m'::']” ':;':::::": ::‘:m’::;'
- @ e Network Optimization ! !
= Devices

Network Optimization

@ Auth & Accounts Mubi AN

Monitoring

& Network-Wide

B Devices
@ Clients
B Logs

2 Dlivery Center

(1) Click To configure to go to the Network Access Control page.

On this page, service networks are divided into two zones based on the access permission of the service
networks.

z Interworking Zone
Service networks in the interworking zone can access each other.

z Isolation Zone
Service network segments in the isolation zone cannot access those in the interworking zone and vice versa.
Service network segments in the isolation zone are isolated from each other.

The ban is bidirectional. For example, if both network segments A and B are banned, A cannot access B,
and B cannot access A, either.

Rufie|Reyce 2 Home Project

DemoProject]
@ Workspace
Al Networking
& Smart Conflg
© Al Diagnostics.

Configuration

@ Network-Wide [

solation Zone

i Network Access Control
Monitoring { I ’ .
A Network-Wide — .
B Devices
@ Clients n
B Logs i1 -

& Delivery Center
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(2) Drag a service network whose access permission needs to be restricted from the interworking zone to the
isolation zone and click Save.

(3) (Optional) In Isolation Zone, click No IP.
No IP:

N Exceptional exemption rules have a higher priority than banning rules.

2

It is used to exempt a specific IP or network segment, for example, after adding a monitoring network to
the isolation zone, you can exempt the administrator IP address and allow it to access other service

networks.

N Banning exemption is also bidirectional. For example, if network segment A allows access from IP X, the
access from network segment A to IP X and the access from IP X to network segment A are both

reachable.
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