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Intended Audience

Preface

This document is intended for:

® Network engineers

® Technical support and servicing engineers

® Network administrators

Technical Support

® The official website of Ruijie Reyee: https://reyee.ruijie.com

® Technical Support Website: https://reyee.ruijie.com/en-global/support

® Case Portal:_https://www.ruijie.com/support/caseportal

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_rj@ruijie.com

® Online Robot/Live Chat: https://reyee.ruijie.com/en-global/rita

Conventions

1. GUI Symbols

Interface o
Description Example
symbol
1. Button names )
1. Click OK.
2. Window names, tab name, field name and ) )
Boldface ) 2. Select Config Wizard.
menu items
) 3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows:

© wamning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

A\ Note

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.



https://community.ruijienetworks.com/
mailto:service_rj@ruijie.com

@Y [Instruction

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.

& Specification

An alert that contains a description of product or version support.

3. Instruction
This manual is used to guide users to understand the product, install the product, and complete the configuration.

® The example of the port type may be different from the actual situation. Please proceed with configuration

according to the port type supported by the product.

® The example of display information may contain the content of other product series (such as model and
description). Please refer to the actual display information.

® The routers and router product icons involved in this manual represent common routers and layer-3

switches running routing protocol.



User Guide Product Introduction

1 Product Introduction

1.1 Ruijie OCE Identity Manager Overview

The Ruijie Omni-Control Engine (OCE) is an on-premises platform of Ruijie public cloud. It consists of two
components: the OCE Identity Manager for identity authentication, known as Network Access Control (NAC) or
Authentication, Authorization, Accounting (AAA) built with a RADIUS server, and the OCE Network Manager for
network device management, known as NMS server. The Ruijie OCE can be easily installed on physical servers
or ESXI VM instances.

The Ruijie OCE Identity Manager features an innovative Ul and simple configuration steps. It supports both
wireless and wired 802.1X authentication, as well as captive portal authentication. It also provides easy access
control with MAB authentication for 0T devices. It supports multiple authentication and authorization sources
(local account/AD/LDAP), and can easily integrate with existing data sources. Besides, it offers rich authorization
policies, including dynamic VLAN assignment, QoS, concurrent users, traffic usage, and time period control,

along with flexible portal authentication methods.

Ruijie 0CE ‘ ‘ ) ‘
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1.2 Key Features

® On-Premises Deployment
o Software installed on a local server
o High-security data protection
o  Supports deployment on the VMware ESXi and physical deployment
o Supports Ruijie, Reyee and third-party devices
® User-friendly Ul

o Simple configuration of authentication policies for network devices in three steps
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o Intuitive dashboard and real-time status monitoring

o Easily locate authentication exceptions and visibility on 802.1x requests
Flexible Authentication Methods

o Wireless and wired 802.1X, and captive portal authentication

o 802.1X with dynamic VLAN assignment

o MAB authentication for loT devices

o Supports multiple authentication and authorization sources (local account/AD/LDAP)
Rich Authorization Control Policies

o Control of concurrent online clients

o Valid time period control

o Valid traffic quota control

o Dynamic QoS

o Dynamic VLAN assignment

Marketing Campaign & Captive Portal

o Integrated captive portal module, supporting One-Click, Voucher, SMS Code, Account login and Email
registration methods

o Supports rich customization options for the captive portal page, such as background image, logo,
welcome text, advertisement images or video, and button styles

o Supports 10+ languages for the portal page, and flexible customization of the page language
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2 Dashboard

The Ruijie OCE Identity Manager Dashboard provides a clear view of the current number of authenticated clients
and the distribution of authentication methods, including the trends in authenticated clients and the peak and
off-peak periods.

The Ruijie OCE homepage displays the total number of online clients, as well as the number of clients accessed
through wireless 802.1X authentication, wired 802.1X authentication, captive portal, and MAB.
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Authentication statistics are displayed on the Ruijie OCE homepage, including authentication modes,
authentication devices, and trend analysis. You can filter data by time, and the options include Today, Yesterday,
Last 7 Days, and Last 30 Days.
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® Auth Method: indicates the authentication modes within the specified time range.

® TOP 10 NAS Device: displays the top 10 NAS devices by the number of authenticated clients within the

specified time range.

® Authentication Count: shows the authentication request count trend within the specified time range,

facilitating the location of the peak authentication time point.

® Online Client Trend: displays the online user trends based on statistics within the specified time range. It

allows users to quickly view peak authentication times and the number of clients.
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3 Monitoring

3.1 Authenticated Clients

3.1.1 Authenticated Clients

Choose Monitoring > Auth Clients.

Monitoring

The online and offline statuses of authenticated clients can be viewed. A record is kept for the MAC address of

each client.

Ruifie 0ce

= Auth Clients

ticated Log
B Authlog
D Event Viewer

¥ Debug Log

Monitoring

Status Account P
Offiine ] 10.099.123
Offiine 7ji98 192168008

Offiine zjia7 192.168.0.87
Offiine ELL] 192.168.0.99

Offiine 2100 152.168.0,100
Offiine 2j196 192.168.096
Offiine 2193 182

Offiine 2191 152168091

Offiine 2194 192.168.0.94

Offiine 2195 162,168,095

005 8Baz 0063

005 885,005

Auth Method

B02.1x Wireless

802.1x Wireless

B02.1x Wireless

802.1x Wireless

02 1x Wireless

802.1x Wireless

Online Time

2024-07-15
16:41:13

2024-07-15
16:41:13

2024-07-15
16:41:13

Device MAC

0D:743CEDACSE

10:05:88:AA00:52

10:05:86:AK0061

10:05:88:AA00:63

10:05:86:AA0064

10:05:BB:AA00:60

10:05:B6:AA00:50

10:05:88:AA00:5

10:05:B6:AA00:5

10:05:88:AK00:5F

Device Group

2ji-10.0.99.0/24

2j1-10.0.99.0/24

2j1-10,0.99.0/24

2j1-10.0.99.0/24

7j1-10.0.99.0/24

2il-10.0.99.0/24

2j1-10.0.99.0/24

7ji-10.0.09.0/24

7j1-10.0.99.0/24

217 in total

Advanced Filter v

Device SN Device IP

10.0.99.35

10,0992

10,0992

10,0992

10,0992

10,0992

10,0992

10,0992

10,0992

10,0992
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You can filter online or offline clients. You can also click the icon in the Action column to disconnect an online

client.
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Notes about client disconnection:

®  For clients using portal authentication, the disconnected client will go offline in 1 minute. The client will be

disconnected from the network only when the server receives the next heartbeat signal from the client.

®  [or clients using 802.1X authentication, ensure that the IP addresses of the authentication server and the

network device are reachable to each other. The client authentication session on the network device is

terminated and the client is disconnected only when the disconnection request sent by the RADIUS server

through CoA or DM packets successfully reaches the network device.
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3.2 Authentication Logs

3.2.1 Authentication Log

Choose Monitoring > Auth Log.

You can view the online and offline records of clients using the 802.1X and Portal authentication methods in the
past three months.

Ruijie OCE Monitoring

Authentication History Log @

B Auth Clients

Offiine Reason Online Time Offline Time

Select a device group from the drop-down list box in the upper left corner to filter authentication logs by device
group. Enter a keyword in the search box in the upper right corner to search logs by account.

Ruijie OCE sar Monitoring
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History Logs @
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Device Group Auth Method Offline Reason

O Event Viewer User-Reques

1t vevugLog Wwss008

User.Request

User-Request 2024-07-18 15:46.53 2024.07-18 15:48.31

User-Request

2024-07-18 15.4527

Account Admin lackof? client 2024-07-18 154246 2024.07-18 154334

Account

3.2.2 Event Viewer

Choose Monitoring > Event Viewer.

You can query exception events during authentication, such as incorrect usernames or passwords. When

authentication fails for a client, details of the failure are logged and stored in this log for up to three months.
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Ruijie 0OCE x Monitoring
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3.2.3 Debug Logs

Choose Monitoring > Debug Log.

You can view the 802.1X authentication debug logs. Authentication process logs for all clients or specified clients
can be collected, and the log collection duration can be customized, which facilitates fault analysis during
authentication. You are advised to send this log to the after-sales support team and R&D team for analysis.

Ruifie OCE shboard Monitoring

Debug Log

Authenticated Loy @ AlUsers  Specity User
8 Ao
D Event Viewer

iif Debuglog | Debug Result

Click Collect to start collecting logs. Connect a mobile phone to the authentication SSID to collect authentication
logs.

Ruijie OCE ashboard Monitoring

Auhenscatsd Chonts
Debug Logs

&, Auth Clients

umesscated Log

B Auhiog Stop

D Event Viewer

1 DebugLog | Debug Results
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Click Stop to complete log collection.

) stop Log Collection

Are you sure you want to stop log collection?

Cancel 813

10
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4 Configuration

4.1 Adding Network Devices

When a device is added to a device group, the authentication configurations of the device group will take effect

on the device.
Procedure

(1) Choose Configuration > Quick Start > Add Devices.

Ruijie 0CE chbowd  Monitors Configuration

= Res Start your authentication configuration

& Devices

2 Local Account

2 Local Vouch
2 Local Voucher > [B} Authentication Rule

vices to the Supy

B MAC
25 60

Ba 3rd-Party Source

83 Policies

(2) Set basic parameters of the device. Then click Next.

Add Device X

* Device Name

* Device Group

* Type Al
* IP or Subnet Address

RADIUS Shared Secret &
Device SN

Device MAC

Canee! ﬂ

Device Name: indicates the device name. The value is a string of up to 32 characters.

Device Group: indicates a device group. Select the device group from the drop-down list box, or click Add

Device Group to add a new device group.

11
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Add Device X

# Device Name testMName

* Device Group

720-L

* Type

zjl-10.0.99.0/24
# |P or Subnet Address Default Group
RADIUS Shared Secret Add Device Group
Device SN
Device MAC

IC&I]CE' m

The value of Device Group Name is a string up to 32 characters.

Add Device Group X

* Device Group Name

Ica.m:e' m

Type: indicates the device type, which can be AP, Switch, or Gateway.

IP or Subnet Address: indicates the IP address of the device to be added.
RADIUS Shared Secret: indicates the RADIUS key.

Device SN: indicates the device serial number. This parameter is mandatory when the captive portal

authentication method is used.

Device MAC: indicates the MAC address of the device.

4.2 Configuring an Identity Source

Local user sources (Local Account, Local Voucher, MAC and 3rd-Part Source) are supported.

4.2.1 Local Account

A local account supports both Portal authentication and 802.1X authentication. After entering the account and
password, aclient can have Internet access. Local accounts are suitable for clients who use the authentication

network for a long time.
Add an Account
Choose Configuration > Local Account.

Click Add Account to add a local account. You can also perform batch operations such as importing, deleting,

and resetting local accounts. Additionally, you can reset, disable, or delete individual local accounts.

12
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4.2.2

Add Account

* Account

* Password

* Authorzation Policy

User information setting A

Account: indicates the account.
Password: indicates the password.

Authorization Policy: indicates an authorization policy (Internet access policy based on user roles) from the

drop-down list box. If no appropriate authorization policy is available, create a policy.

Add Account

* Account

* Password

* Authorization Policy

User information setting

(Optional) User profile

First name: indicates the first name of the user.
Last name: indicates the last name of the user.

Email: Indicates the email address of the user.
Phone number: indicates phone number of the user.

Alias: indicates nickname of the user.
Local Voucher

Local vouchers support Portal authentication. Clients only need a voucher to enjoy Internet access. Local

vouchers are suitable for clients who need to access the Internet for a short period.
1. Adding a Voucher:

Choose Configuration > Local Voucher.

13
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Click Add Voucher.

Ruijie 0CE

] Quick Start
Voucher ®Total: 1 ® Activated: 1 ® Expirec: 0
Authentication
Printvoucher  More v G AdwancedFiter~ (G B

= Rules

Voucher Authorization Policy Status. Y Disabled Created at Activated at Expired at Traffic Used/Total Action
Metwork

wetuz3 wlan2 Activated No 2024-07-14 15:48:31 2024-07-15 05:47:52 2024-07-15 06:17:52 0 MB/Unlimited 2Ccoeam
& Devices
. 1in total 10 / page
Wentty

5 Local Account
B Local Voucher
MAC

& 3rd-Party Source
Autherization

82 Policies

Add Voucher

« Quantity 10

* Authorization Policy TeacherPolicy, VLANSO

User information setting

Advance setting

2. Printing a Voucher

The voucher format and explicit fields can be configured, and the logo can be customized. You can batch delete
or reset vouchers, or reset, disable, or delete a voucher.

14
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Print Vaucher X
Tip: Only vouchers selected on current page will be printed.
Parameter Settings

Print mode Print (44) in two columns

Custom Text

Lego \ defauit ©
Ruiie
astaun
2]
Profiles shown on the voucher
Profile name B Maximum download rate B Concurrent devices
Period
Preview 5
Ruijie
Voucher Code
XHXXXXK
Profile name Maximum downioad rate
KNRX 512Kbps

4.2.3 MAC Addresses

MAC addresses are used for MAB. Clients use MAC addresses as usernames and passwords for authentication.
MAB is applicable to both wired and wireless clients, including Internet of Things (I0T) devices such as network

printers and cameras.
Choose Configuration > MAC.
Click Add MAC.

MAC Remarks

Authorization Policy

You can batch import or delete MAC addresses.
4.2.4 Third-Party Sources

Choose Configuration > 3rd-Party Source.

Windows AD and LDAP can be configured and 802.1X authentication can be performed. You can define roles
and accounts of third-party sources to realize 802.1X authentication management. Ruijie OCE provides

connectivity detection to check whether server information is correctly entered.

15
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1. Configuring the AD Source

Choose Configuration > 3rd-Party Source > Source Configuration.

Set Type to Windows AD.

Ruijie OCE Dashboard Monitoring Configuration

$ Quick Start
Source Configuration Authorization Policy

Status @D rave
+ Source Name winad

Es Devices * Type

Identity + AD Domain Name

2 Local Account
u * Primary DNS IP

Local Voucher

* Domain Server Port
B MAC

+ Bind DN @ administrator
[ 3rd-Party Source

* Bind Password  seseeees
Authorization

82 Policies m

Connectivity Test

Configuration

Source Name: specifies the custom source name.

AD Domain Name: specifies the domain name.

Primary DNS IP: specifies the IP address of the AD domain.

Domain Server Port: specifies the port of the AD domain.

Bind DN: specifies the administrator account of the AD domain.

Bind Password: specifies the administrator password of the AD domain.

Click Connectivity Test to test the connectivity.

® Success

@ Connectivity test succeeded

® Failure

® Connectivity test failed

Choose Configuration > 3rd-Party Source > Authorization Policy to associate a group authorization policy

to the identity source.

16
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Ruijie OCE

Monitoring

[

Configuration

£ Quick Start
Source Configuration Authorization Palicy
i Rules
Group Role Mapping Rules ® O Security Group(group
ork
: Synchronization Level 3
S Devices -
Synchronize Group | | Reset Mapping
iy
2 Local Account Group Role Auth Policy
% Local Vouch - reyeeauth
MA
B “ Domain Controllers
Ea 3rd-Party Source
reyee
Austharization
82 Policles - test

Group Role Mapping Rules: Organization Unit(ou) or Security Group(group)
Synchronization Level: specifies the synchronization group levels (1-3).

Click Synchronize Group to synchronize group roles based on the group type and level.
You can select an authentication policy based on the groups synchronized.

Click Reset Mapping to reset the selected authentication policy.

2. Configuring the LDAP Source

Choose Configuration > 3rd-Party Source > Source Configuration.

Set Type to LDAP.

‘‘‘‘‘‘ *LDAP Server 1P 722945181

£, Local Account = LDAP Server Port

B Local Voucher * Raot Node N

Get DN

B mac * Bind DN®

& 3rd-Party Source
Bind Password ®

Account Verification Attribute
92 Policies
UserNama Attribute

Password Atribute serPassword

Password Type

LDAP Server IP: specifies the IP address of the LDAP server.
LDAP Server Port: specifies the port number of the LDAP server. The default port number is 389.

Root DN: specifies the root node name. The root distinguished name, or root DN, is the first, or top-most, entry

in an LDAP directory tree.

Bind DN: specifies the LDAP administrator username. The Bind DN is the username that will be used to do the

searching and request the authentication.

Bind Password: specifies the LDAP administrator password.

17
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UserName Attribute: specifies the authentication user name.

Password Attribute: specifies the authentication password.

Password Type: specifies the password type.

Choose Configuration > Policies.

4.3 Configuring an Authorization Policy

Configuration

You can bind authorization policies of different roles with authentication accounts to control the number of

concurrent online clients, available duration, traffic, uplink and downlink rates, and dynamic VLANs (used in

802.1X authentication scenarios).

Configuration

Ruijie OCE Dashboard

Autherization Policy

Policy Name Concurrent devices Period ‘Quota QoS VLAN Action
wian2 MB 4 Unlimited T Unlimited - 2 8
& Devices
first100 00 Unlimited Unlimited 4 Unlimited T Unlimited - £ |
2% Local Account 2intotal < [1 1 G
2 Local Voucher
B MAC
Fs  3rd-Party Source
82 Policles
Click Add Policy to add an authorization policy.
Add Authorization Policy X

* Policy Name

Concurrent devices 3

Periad @ 30Minutes
Quota @ 100 MB

Radius Dynamic CoA @ QoS VLAN | 802.1X

I Qos

Maximum download rate Unlimited
Maximum upload rate Unlimited
I VLAN | 802.1x

* VLAN

cance| “

Policy Name: specifies the policy name.

Concurrent devices: configures the maximum number of concurrent clients supported by an account. The

number of 802.1X authentication clients and Portal authentication clients are counted separately.

18
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Configuration

Period: configures the online duration of accounts. (The timer starts upon the first login of an account. It only

supports Captive Portal authentication.)

Quota: configures the available traffic quota for an account. (Quota control is only supported in Ruijie AP, Reyee

EG/NBR. It only supports Captive Portal authentication. Currently, traffic is detected at a 1-minute interval, which

may lead to some inaccuracies in quota control.)

QoS: specifies the maximum uplink and downlink rates.
VLAN: specifies the dynamic VLAN ID in 802.1X authentication. The value range is from 1 to 4094.

4.4 Configuring Authentication Rules

You can configure 802.1X authentication and captive portal authentication rules. You only need to enter the

authentication rule name, select the authentication identity source, and select the device group to which the

authentication rule applies to create an authentication rule. A device group can be bound to both 802.1X

authentication and Captive Portal authentication rules.

4.4.1 802.1X Authentication Rules

Choose Configuration > Rules.

802.1X authentication supports wireless and wired connection modes. An 802.1X authentication rule can be

applied to multiple device groups, but a device group can be bound to only one 802.1X authentication rule.

802.1X authentication supports three account sources: Account, Voucher, and 3rd-Party Source. The device

group bound to an 802.1X authentication rule needs to be configured with correct IP address, RADIUS Shared

Secret, and Device MAC. Otherwise, 802.1X authentication may fail.

1. Creating an 802.1X Authentication Rule

(1) Click Add Rule and select 802.1x Wired & Wireless.

Ruifie 0CE

al Account

MAC

B2 aro-Party Source test-phone

1111kdap

Auth Method

Bind Device Group

Action

e
=

[
=

(2) Enter the rule name and click Next.
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Ruijie 0CE Jashboard Monitoring Configuration
S Cuick Star € 802 1X Wired & Wireless
ton @ configure Authenication Rules
= Rukes
* Ruke Narme
Netuerk
S Devices
ety
23 Local Aczount
§B Local Voucher
B mac
B drd-Party Sowce
pr—
82 Foiices

(3) Keep the default settings, and click Next.

O Note

The 802.11 rule automatically selects all available data sources. If there are duplicate user names between a

local account and a 3rd-party source, the local account prevails.

Ruijie OCE

Guick Start
8 € 802 1X Wired & Wireless
Aumernc (©) contgure Authestcaton Fuses 1@ conngue dentey sources
= Ruk:
COUNT Selected Source

Netuarn

[T Local Account [ ACGOUNT
B Devices.

Local MAC [HAC
ety WiNaGHAHAHAHAHA
B Local Account
R Local Voucher
B MaC
B
Aumonzston
82 Policies.

Back Next

(4) Select the device group to which the authentication rule applies and click OK. Note that a device group bound

to the 802.1X authentication rule cannot be bound to another rule.
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Ruifie OCE Configuration
Guick Start

» € 802 1X Wired & Wireloss
Aumencaton (2) contigure Authentication Rules () contigure dentity Sources © 54 Device Growp
i= Rues

eest Selected Device Groups
Netuarn
B Devices.

nartin
oentey
2\ Local Account zzctest
R Local Vousher
B MAC
[ i-Fany Sowce
Auoeston
B2 Rolicies

wsE008

2L

Detaul Group

+ Add Device Group
~

2. Performing an 802.1X Authentication Test

After 802.1X authentication rules are added, click 2 inthe Action column to simulate MSCHAP authentication

packets.

A local account or a third-party AD/LDAP account can be used. You can verify whether the 802.1X RADIUS
response of the authentication server is normal in advance to facilitate troubleshooting and quickly determine

whether the server or the device network is faulty.

802.1X Authentication Test

* Username

= Password

Enter a username and password for a simulation test. If the system displays a test success message, 802.1X
authentication on the account is successful. Otherwise, check whether the account and server configuration are

correct.
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802.1X Authentication Test

Account authentication test succeeded.

4.4.2 Captive Portal Rules

The Ruijie OCE Identity Manager supports flexible portal authentication policies and integrates with Ruijie/Reyee
APs and gateways. It allows for customizable pages and offers multiple authentication methods, including one-
key login, vouchers, accounts, registration, and SMS.

The portal supports multiple languages and advertising functions. You can easily add multiple advertising
pictures or video for marketing.

O nNote
[

Ruijie OCE only supports interconnection with WiFiDog Portal.

® A Captive Portal authentication rule can be applied to multiple device groups.

® A Captive Portal rule can be applied globally (multiple networks or SSIDs use the same rule) or based on
SSID. One device group can be bound to only one global rule.

® Multiple SSID-based authentication rules can be set for a device group. Different SSIDs use different
authentication modes and portal pages.

® |f a device group is bound to a global Captive Portal rule and an SSID-based Captive Portal rule, the
SSID-based Captive Portal rule prevails.

Choose Configuration > Rules.

Click Add Rule and select Captive Portal.
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Configuration

Configuration
§ Quick stan !
Authentication Rules
Auth Method Identity Source Bind Device Group Action
ok

221 1% 802.1X% R Locai Acount | | [ ocaimac | [EERG LoAPsenve: 1is =220
&3 Devices

2260HnhhT a ital S Locor hcoont | | JENEIERY Loce! v = P
S Local Account

0 soz e || R = 2cm
2 Local Voucher
o e roner [ oucicn [RSH : = 2w
Es 3rd-Pary Scurce tes10719 Captwe Porta [ AccounT JETSNSRY oc: e JERTIUares 21 2|
Authorc

Ijfanbo-wireless-802. 1x 802.1x [scoount JE e | IR = 2 e2m
82 Palkies

h Captive Portal oca ot | | (FTEIEHER] Local Vouche = 2 m

113 802.1% AccounT JE 8 ocawic | [ o = z2e¢@

i ta ACCOUNT JE = 2w

2i_portal Captive Portal IR ¢ oot | | [EERMERIERY 1 sl viuene = 2 @

" age i

(1) Enter the rule name, enable the seamless online function, and configure the seamless online duration.

Ruijie OCE Jashboas Monitaring Configuration

Seamless Onine Period

1 Portal Page

o Seamless Online: After this function is enabled, if the first authentication is successful, subsequent
connections to this Wi-Fi network will automatically be authenticated within a certain period of time.
o Seamless Online Period: Indicates the time period for seamless online. If the first authentication is

successful, subsequent connections to this Wi-Fi network will automatically be authenticated within this

period of time.

(2) (Optional) Click Add Page to create a custom page and configure the Internet access authentication mode

(including One-Click, Account, Voucher, SMS, and Email Registration), logo, background image, T&C

Internet access disclaimer, welcome text, button text, and button color.
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Portal Page

I Portal Basic Settings

Portal Name: Page
Login Options: One-click Login
Access Duration (Min): (® Unlimited 15
Ve
Account
SMS
Registration
Show Balance Page: Available only when Auth server supports the fimction

Post-legin URL:

1 Portal Visual Settings
Logo ‘) Mobile
Logo Image Upload
Logo Position

Background ® Picture @ Solid Color

-
Background Image -

et

[ .

Deskiop

R

Portal Page

Default Language

Welcome Text

Marketing Message

Terms & Conditions

N

Copyright

One-click Login

Login Button

Advertisement @

O

Welcome Text Color

Welcome Text Size

Button Color

Button Text Color

Link Color

O odm

Text Color in Box

(3) Select an authentication page and click Next.
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Contiguraton

< Captive Portal

Seamiess Oniine Penod

1 Portal Page

92 Policies

(4) Select an account identity source to be used for portal authentication. Currently, Portal authentication
supports the local account and voucher (AD and LDAP identity sources will be supported in V1.1). Click Next.

Configuration

& Captive Portal

7) Contiure Auterticaton Ruks T ——

COUNT Selectsd Source

Local Account [ AGCOUNT

& Devices

Local Account

Local Voucher

F'IZIEIJEif:

83 Poicies

(5) Select a device group to which the Portal rule is to be applied and click OK. The newly created authentication

rule is displayed in the rule list.
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Ruifie 0CE

Configuralion

Configuration

& Ouick stan

Aumerncaton

o
B Local Account
R Local Voucher
& Mac

[ Swd-Parly Source
Auborcaiion

92 Foicies

4 Captive Portal

() confgure Authentication Rules

5w reyee
pepk
st
wanao-gevices

naron

zactest
8 mstest

s
B FararGroup

8 shameesar

(@) contgme sty Socos © svsvevee aron

Selected Device Groups
mstest

shanwei AP

FaraPGroup

2% Local Account
B2 Local oucher
8 mac
[z nd-Party Source
Autnorization

83 Poicies

Authentication Rules

Rule Name.

Configuralion

Auth Msthod Identity Sourcs

=

RN < oot

Z260NNANNANNGOZ 1%

2360HNNANN

o

test-pnone

teso719

Mjanbo-wiresess-602.1%

19idan

B02.1X | | ocsnenc | | IR LoPseee
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[roucre: [E—

[ oo enc | | R e

[roucric: [EE—

[ Lossene

Bing Devics Group

1

Y
B

3
B

(6) To perform Portal authentication on the device interconnected with Ruijie OCE, enable WiFiDog on the device

and enter the OCE server address and IP address. On Ruijie Cloud, configure external portal interconnection
with the OCE software. Example: change 172.29.45.134 (IP address of the OCE) in the following figure to
the IP address of a local server.

Project

fr—
@ wonkspace
& Dewices
@ ciens
A Natworeng
@ Smen Config
© A Daghosics
Canturation
@ Nemorkie
3 Device Camg
& Auth & Accounts
[r—

-
& Network HawkEye
@ oatsBeara
B Logs & Alems
f Upgrace

2 Oelivery Center

Network v

Edit Captive Portal

1 Policy Info

Policy Name:

Falicy Made &

Authentication Device @

Autn Protocal @

S5

* Puortal Server URL @

Portal P @

Ponal Fart

Gateway ID

Seamiess Oniine

e Chent Timeaul

34/3utweRogAn

O T L T pm—————

(@)

mnwtes, chen with irafic cost less than | 10 will be kacked off

'3
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5 System

5.1 Basic

5.1.1 License

System

The administrator enters the purchased Ruijie OCE license authorization code to generate and download the .dat

file, logs in to the Ruijie PA system to obtain the .lic file, and clicks Import to import the file to the OCE system.

Licanse Key
& License

Toitia SMS

Licanse Key

V-10233001-00000000005844553

V-10233002-00000000004225258

V-10233003-00000000005514214

V-10233004-00000000008495031

V-10233005-00000000006379338

Import License

1. Input Liconse Aut

2. Get"Jic” File

harization Code

Ga 16 Ruijie Produet Autharization System , Convert the

3. Import “Jic" File

Product Code
RG-OCE-IDENTITY-BASE

RG-OCE-IDENTITY-LIC-100
RG-OCE-DENTITY-LIC-500
RG-OCE-DENTITY-LIC-1K

RG-OCEADENTITY-LIC-5K

Remark.

Ruiie OCE Idently Manager Base License

Ruiie OCE Access Uicense 100 Conzurn # Endipoints Lifetime
Ruiie OCE Access License 500 Cancunent Endpoints Lifetime
Ruiie OCE Access License 1000 Concurrent Endpaints Lifetime

Ruifie OCE Access License 5000 Concurrent Endpoints Lifetime.

Import Time
2024.07.13 05:56:48
2024.07.13 05:56:55
2024-07-13 065013
2024-07-13 0650:20

2004-07-13 06:50:27

Permanent

Permanent

Permanent

§in total

O

After Ruijie OCE is installed, a demo license is automatically obtained by default. The demo license supports 20

concurrent online clients and will expire in 30 days. Upon expiry, the system will become unavailable and only

system license import operation can be performed.
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The current license code has expired.

5.1.2 Twilio SMS

When Portal SMS authentication is configured, the OCE interconnects with the Twilio SMS gateway for
authentication, and a Twilio SMS package needs to be subscribed.

Ruifie 0CE

Twilio SMS Setting @ How 12 spply twilio account?
& License

Twdlio Account SID
Twdlio SMS.

Auth Token

Auth Phane

Log in_https://www.twilio.com to register an account and enter the SMS gateway information shown in the figure
on the SMS gateway platform.

28


https://www.twilio.com/

User Guide

v first Twilio account %

Linking Between RG-OCE NM and IM Platforms

Geta Twilio phone number

any of our products reguine a Twilio phone numbe

© Vourve got a trial phone numbert i

o get local phone numbers cutsice of the USA or Canada

may need to upgrade your account and meet regulatory requirements. Rad th§ regulatory requirements 4

« Account Info

Account SID

ACIA6095¢219148419264ace 3taazbeboc

Auth Token

My Twilio phone number

+18333224075

A Toll:fre

Youa

75, Learn more about

5.2 Diagnostics

When server authentication encounters an exception or other unknown issues, you can collect system logs in

one click and send them to our technical support and R&D engineers for analysis.

Dashboard Monitoring

Ruijie 0CE

Configuration

Fault Collection

o

2 License

B Twilio SMS

System

(1P

/

Collect server logs to share with the Ruijie Support Team for analysis
and troubleshoofing

Collect Log

6.1 Background

Linking the RG-OCE Network Manager (N
users to access both platforms through sin

6.2 Procedure

Linking Between RG-OCE NM and IM Platforms

M) platform with the RG-OCE Identity Manager (IM) platform allows
gle sign-on (SSO).

(1) Log in to the IM platform to obtain the account linking code as instructed.
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Linking Between RG-OCE NM and IM Platforms

(2) Then, log in to the NM platform and paste the code to complete the linking process.
6.3 Configuration Steps

6.3.1 Operations on the IM Platform

1. Click the Switch Platform icon in the upper right corner of the IM platform and select Network

Manager from the drop-down list.

Ruijie| OCE @ Dashboard

@

4 o
Identity Manager
B02.1X Wireless 802.1X Wired Captive Portal AP denity
w e
0 = K 0 [0 Moo e |
| Authentication Statistics day

© Auth Method

© Top 10 NAS Devices.

o athen2

o alstest 2

© Number of Authentications

< Online Client Trend (3

o

2. Onthedisplayed window, click Start Account Linking to start the linking process

Ruijie | OCE @
Network Manager

[—

Easy Operation and
Mamntenance

3ed-Party Device

50 to 10,000+
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3. Onthedisplayed SSO Account Linking window, click Copy Code to obtain the code. The
system automatically copies the code to the clipboard.

S50 Account Linking

With $50 accant lnking, o c30 sk  singhe sccsunt 13
P OCE

Ruifie| OCE® - S, - Ruijie| 0CE &

Current Server Address: https)

4. If the value of Current Server Address is incorrect, click Incorrect address? Click to modify to
modify the server address, as shown in the following figure. After changing the server

address, click Copy Code again to obtain the latest code.

SSO Account Linking

With SSO account linking, you can use a single account to log in to both modules of
Ruijie OCE.

Ruijie| OCE® - 2, - Ruijie | OCE @

Current Server Address: http://1 0.0.99.95[[ncorrect address? Click to modify ]

O Copy Code

After copying. go to the Ruijie OCE-NM platform and paste the code to complete
SSO account linking.
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6.3.2 Operations on the NM Platform

1. Click the Switch Platform icon in the upper right corner of the NM platform and select Identity

Manager from the drop-down list.

Ruijie | OCE®  Home " ®@ O
- - , -
2 B 3 - 3 (T Network Manager
Created (2) Received(0) Shared(0)
2Rl ¢ vonsemen a = &
Project Name Scenario Alarms Online Guests AP ac Gateway Switch Running Time Action
AP fh Office 1 0 on 18 days. Bt
AC fh Office 2 ] 4 o - o 24days B
2in total 1 10/ page

2. Onthedisplayed window, click Start Account Linking to start the linking process.

Ruijie | 0CE @
Network Manager

[P —

Easy Oparation and
Maintanance

3rd-Party Device
Management

A

Start Account Linking Devices
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3. Onthedisplayed SSO Account Linking window, paste the code obtained from the IM platform
to the specified input box, and click Save.

550 Account Linking

With S50 account inking you ca account to log in ta both medules of

Ruijie| 0CE® — 2, - Ruijie | 0CE

© After 550 accaunt linking. the admin account for Ruijie OCE-IM will be
Guerwritten. You can 6 in using the Ruijie OCE-NM admin account.
Sub-accounts will be managed on Ruijie OCE-NM, (B

1. Copy the code.

Go 0 Rujie OCE-IM 1o copy the cade.
2. Paste the cods. /

I P —— T —— l

Verify the HTTPS certificate for the IM address @

If the IM address is a domain name bound to a formal CA certificate, you can check the "Verify the HTTPS

certificate for the IM address" option.
4. Once the binding is successful, log in to the NM platform again.

After successful login, you can click the Switch Platform icon in the upper right corner and select Identity
Manager from the drop-down list to switch to the Identity Manager platform.

Ruijie oce Home

ey o ' vy

-
]
33 52 A [ T v o
Created (33) Received(0) Sharedi0)
[ I - a
Project Name Scanario Alarms Online Guasts AP AC Goteway Switch Running Time Action
* mEey) fh Office 0 a ] - n - 78 days Fo i
* LExsTE £ ofmice 3 o o2 - - - 14 days B
=
87 2pro B Office 0 1 ul - - - 0 days [
2260H8_FaEm £l Common 1 0 n - - - 0 days R
2260HE B Offce 0 0 o0 - - - 0days B
TR 2pro fh Office 0 o 00 - - 0 days [
ALIBABA B Office L] o 0 - - - 0 days B
HEEE fh Office 0 0 oA - - - Odays [
eg210-1 1 £ Office 0 a 44 7l 7" 1 days [
=
Tpropra B Office 0 o 3 - - - 1days [

6.3.3 Switch Platform

On the IM platform, you can click the Switch Platform icon in the upper right corner and select Network
Manager from the drop-down list to switch to the Network Manager platform.
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Ruijie | OCE @ i

Wired ) £ Captive Portal L
e

| Authentication Statistics Taday

© Auth Method © Top 10 NAS Devices.

« Ome-Click:2
= 1052402083
Clients * Account: 1

© Mumber of Authentications © Online Client Trend
\
15 15 \
\
1 '
0s s
I 0
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