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l. Introduction

1. General Introduction

The following user manual is meant to guide you in the installation process of your 4G+ ROUTER
1200. For this purpose, we will detail the process to set up your device and network. In addition, we
will present you the process to connect to Web Ul and the different parameters that you can set, as
well as the meaning of the LEDs that you can see on your device.

2. Presentation of the Device and its LEDs

Congratulations, you bought one of our 4G routers, now it is the time to present the device before
configuring it for its first use.

The 4G+ ROUTER 1200 works with a full-size SIM card that must be inserted in the SIM card slot with
an adapter, depending on the size of the SIM card provided by your service provider. This
manipulation must be done before switching on the device. Moreover, for your network to work you
might need to unlock the SIM card by entering its pin code in the Web Ul, for more information
please see, inserting your SIM card and entering your PIN code in the Web UI.

Our router is equipped with two external antennas that you have to install in the dedicated slots on
the rear side of the device.

On the front side of the device, you can see a few LEDs that give you information about the status of
the network, Wi-Fi, WPS, etc.
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Let’s see the different meanings of these LEDs in detail, in the following picture.

Mobile data and network is not working.
SIM card is not inserted/detected.
— Wi-Fi is on.
The device is not connected to the internet via an Ethernet cable.
The device is connected to the network.

Mobile data and network is not working.
SIM card is not inserted/detected.
- Wi-Fiis on.
The device is not connected to the internet via an Ethernet cable.
The device is not connected to the network.

Mobile data and network is not working.

SIM card is inserted/detected.

Wi-Fiis on.

The device is connected to the internet via an Ethernet cable.

|

The device is connected to the network.

3. Presentation of the Web Ul

The Web Ul is the place where you can set up advanced parameters for your device but also
customize your SSID, password and so much more.

1. The Web Ul is accessible after connecting to the Wi-Fi of the device or to the internet
connection of the router by using the Ethernet cable and entering the following IP Address in
your browser:
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192.168.188.1

2. Once you have entered the username and password, you can see that the Web Ul is divided into
seven categories:

e Home Page: where you can see the status of your connection, SIM Card and PIN Code.

e Status: where you can see the information about the device, Internet, LAN and wireless
connections.

e Network: where you can set up the APN, change or enter the PIN code, WAN, LAN and
Speed Limit.

e Wireless: where you can set up WPS and Wi-Fi ( SSID (Wi-Fi Network Name) and Wi-Fi
password change, guest Wi-Fi, etc.)

e Security: where you can set up a firewall, URL/MAC filters, IP filters and parental/service
control.
Application: where you can set up DNZ, DDNS, UPnP settings and IGMP.
Administration: where you can update the firmware, change the username and
password, languages, reboot the device, reset to factory settings, etc.

STRONG ®@ B O

Upgrade Logout Reboot

Home Page | Status Network Wireless Security |  Application Administration

Il. Configuring your Device and Network

1. Inserting your SIM card

When you are setting up your device, the first step is to insert your SIM card as it is used as the
source of your internet connection. A full-size SIM card must be inserted in our device.
If your SIM card is micro or nano, please place the SIM card in the adapter provided in the package.

1. To place your SIM card in the dedicated slot: follow the procedure below:

e (Case 1: Micro SIM Card
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MICRO SIM CARD TO FULL SIZE SIM CARD STEP BY STEP

MICRO SIM ADAPTER
0000
0000
0000

STANDARD SIMCARD ™\
0000 STANDARD SIM CARD
0000 0000
0000
e =Q| e

WHICH TYPE OF SIM CARD IS USED IN OUR PRODUCT? ,

L =1

e (Case 2: Nano SIM Card

NANO SIM CARD TO FULL SIZE SIM CARD STEP BY STEP

OJ=ur NG

STANDARD SIM CARD

”

STANDARD SIM CARD

4

WHICH TYPE OF SIM CARD IS USED IN OUR PRODUCT?

e

2. Placing the antennas

After installing your SIM card, you must remove the cover located on the top rear side of your
device to place the two external antennas as follows:

Copyright © STRONG 2024. All Rights Reserved. 7/84
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1
4

L]
[
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3. Switching on the device

1. After that, you must insert the power cable in the power hole (A) and plug it into the outlet (B).
Then press the Power button (C).

f TU ||
e

2. After a few seconds, the LEDs located on the front side of the device are lit if the sim card is
unlocked.
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[_

LEDs are blue if the SIM card is not protected by a PIN code.

3. When the SIM card is protected by a pin code, only the Wi-Fi and power LEDs are lit.

[_

LEDs are grey if the SIM card is protected by a PIN code.

1. In this case, you will need to connect to the Web Ul of the device to unlock it. You can either
access the Web Ul after connecting your computer to the router with the RJ45 cable or to
the Wi-Fi of the router after typing this IP Address: 192.168.188.1.
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4. Connecting your Device with an Ethernet Cable and Accessing the Web
Ul

Once, your SIM card is installed and after switching on the router, you can connect the device to your
computer to access the Web Ul if you need to enter the PIN code.

1. Todo so, insert the RJ45 cable in the WLAN hole located on the rear side of the device. Connect
the other side of the cable to your device, as shown in the schema below:

" ‘[II LT

»

- -

192.168.188.1
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3. Next, you must enter the Username and Password. Click Login.

STRONG
@

( For the logins, please enter the username and
XXXXXXX () password written on the product label located
behind your device.

3

© 202 ONG

5. Connecting to the Wi-Fi and Accessing the Web Ul

You can connect any compatible device to the Wi-Fi of your device and access the Web Ul to
customize your configuration.

1. To connect to the Wi-Fi, look at the rear side of your router and locate the sticker where theSSID
and Password are written. Then, enter the information in your device.

Default Access:
Wi-Fi Name: STRONG_XXXXX_2.4GHz
Wi-Fi Name: STRONG_XXXXX_5GHz
Wi-Fi Password: XXXXXXX

@ IP Address: 192.168.188.1
Username: admin
Password: see product label

Available Wi-Fi Network

“Za STRONG_XXXX_2.4GHz

I" 1 XXXXXXKX
—
[ ]

UEIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

il

2. Then enter the following IP address in your browser: 192.168.188.1
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192.168.188.1

3. A new page opens in which you must enter the Username and Password before clicking the
Login button.

admin @
For the logins, please enter the username and
XXXXXXX @ password written on the product label located
behind your device.

3

ONG

A Please note that we strongly advise you to change the admin password. If you decide
to change it, your new password must contain at least 8 characters with upper and lower

cases, number, and special characters. We strongly suggest using the same password
as the one used for the Wi-Fi connection, as this password is unique for your

device.
For more information about the process to change your password, please refer toChanging

h ministrator word in the W L.

4. Once you are connected to the Web Ul, you will see the home page:
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STRONG ® B O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

Up

S -
F-Bouygues Router Terminal Device
Telecom 4G+ (1Station)

SIM Card Status: @

PIN Code: @3

The SIM card is inserted porperly and the PIN code is unlocked.

Network:DHCP Model:4G+Router1200 Up Time:0DayOHour8Minute MAC:6C-C2-42-F5-6A-1D

© 2022 STRONG
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6. Changing the administrator password in the Web Ul

We strongly recommend updating the administrator password and username once you're
connected to the Web Ul, and after you set up all the necessary parameters for your device.

A piease note that we strongly advise you to change the admin password. If you decide to
change it, your new password must contain at least 8 characters with upper and lower
cases, number, and special characters. We strongly suggest using the same password
as the one used for the Wi-Fi connection, as this password is unique for your
device.

1. Todo so, you must connect to the Web Ul according to the process described in:

e (Connecting your Device with an Ethernet Cable and Accessing the Web Ul
e Connecting to the Wi-Fi and Accessing the Web Ul

2. Once this is done, click Administration and User Management.

STRONG ® B 0O

Upgrade Logout Reboot

Home Page | Status | Network | Wireless | Security | Application | Administration

User Management
User Management@ Username  ;4min

System Time 0old Password

Language Setting
New Password
Software Upgrade

Confirmed Password
Reboot Management

Reset and Backup
Log Management

LED control

Network Diagnosis

3. Enter the following information in the fields before clicking Submit:
e Old Password: Enter the current password that you used to connect to the Web UI.
o New Password: Enter a new password to connect to the Web UL.
e Confirmed Password: Enter the same password as in the New Password field.
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STRONG G O

Jpgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

User Management Username E3dmin

System Time old Password

XXXXXXX 0
Language Setting

New Password | NewPassword123@ @)
Software Upgrade

i M i Confirmed Password NewPassword123@ @
Reset and Backup

@ B o
Log Management

LED control

Network Diagnosis

7. Entering your PIN code in the Web Ul

After inserting your sim card and switching on the device, you might need to connect to the Web Ul
if you notice that the network signal LEDs are not lit and that the vertical arrows are white or red,
which can indicate that your SIM card is locked by the PIN code and/or not properly detected.

1. In this case, you must_connect to the Wi-Fi of the device and access the Web UL

2. When you are connected to the Web Ul for the first time, you will see a warning message that
invite you to enter the PIN code by clicking the connection button.

Copyright © STRONG 2024. All Rights Reserved. 16/84
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A
ab The SIM is locked, please go to the Netwcrkpage, to enter the PIN code.

Click the green button to access the page and enter the PIN code.

3. Enteryour PIN code in the field and click submit.

STRONG @ 3 0

Upgrade Logout Reboot

Home Page \ Status \ Network | Wireless | Security | Application | Administration

Mobile Network

Connection | Mobile data @0
APN Data roaming
Uplink Mode
—_ Preferred network mode | , 5
LAN The 3rd party antennas
Terminal Device PIN XXXX o @

PIN code failed, attempts left: 2

2

4. The SIM card is unlocked, and its icon now turns green with the network name next to it.

Copyright © STRONG 2024. All Rights Reserved. 17/84
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STRONG @ B O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

Up

—
F-Bouygues Router Terminal Device
Telecom 4G+ (1Station)

SIM Card Status: @

PIN Code: @

The SIM card is inserted porperly and the PIN code is unlocked.

Network:DHCP Model:4G+Router1200 Up Time:0DayOHour8Minute MAC

o

C-

=]
¥

-42-F5-6A-1D

F

© 2022 STRONG
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8. Enabling/Disabling the Wi-Fi

If you prefer to use your router by connecting it directly to your device with an Ethernet cable, it is
possible to deactivate the Wi-Fi.

1. To do so, you must connect to the Web Ul by using an Ethernet cable by following this
procedure.

2. Click Wireless and select Wi-Fi Settings.

Home Page | Status | Network | Wireless | Security | Application | Administration
Wi-Fi Settings
Wi-Fi Settings @ Enable Wi-Fi @D
Guest Wi-Fi Dual frequency optimization
Wi-Fi Timer
. Enable 2.4GHz wi-Fi @D
- Wi-Fi Name | grponG H3Kb_ 2.4GHz
(1 ~ 32 Chars)
Security | \wpa/wPA2-PSK Mixed mode v
Wi-Fi Password | ,,.eeeesss ®

(8 ~ 63 characters)

Wi-Fi Advanced options

Enable 5GHz Wi-Fi

e (Case 1: deactivating both networks

1. Then, click the Enable Wi-Fi toggle to deactivate both networks.

Copyright © STRONG 2024. All Rights Reserved. 19/84
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HomePage | Status | Network | Wireless | Security | Application | Administration

Wi-Fi Settings
Wi-Fi Settings @ Enable wi-Fi @

Guest Wi-Fi o
Dual frequency optimization

Wi-Fi Timer

Wi-Fi ACL Enable 2.4GHz Wi-Fi @

Wps Wi-Fi Name My_New_Network_Name1
(1 ~ 32 Chars)
Security | ypa/wpa2-PSK Mixed mode v

Wi-Fi Password MyNewPasswordName_1@ @

(8 ~ B3 characters)

Wi-Fi Advanced options

Then, click Submit.

HomePage | Status | Network | Wireless | Security | Application | Administration

Wi-Fi Settings

Wi-Fi Settings ‘ Enable Wi-Fi !

Guest Wi-Fi @ Cancel

Wi-Fi Timer
Wi-Fi ACL

WPS

Case 2 : deactivating 2.4 GHz network

Click the enable 2.4 GHz network toggle.
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Home Page | Status | Network | Wireless | Security | Application | Administration

Wi-Fi Settings
Wi-Fi Settings | Enable wi-Fi @

Guest Wi-Fi . B
Dual frequency optimization

Wi-Fi Timer :
s i e
Wi-Fi ACL @Enahle 2.46Hz wi-Fi @
WPS Wi-Fi Name My_New_Network_Name1

(1 ~ 32 Chars)

SECUrity | wpa/wpA2-PSK Mixed mode v

Wi-Fi Password MyNewPasswordName_1@ @

8 ~ 63 characters)
Wi-Fi Advanced options

2. Click Submit.
|

STRONG o B 0O

Upgrade Logout

Home Page | Status Metwork | Wireless | Security | Applicaion | Administration

Wi-Fi Settings
Wi-Fi Settings Enable wi-Fi @

Guest Wi-Fi G s
Dual frequency optimization

Wi-Fi Timer

Wi-Fi ACL Enable 2.4GHz Wi-Fi The Wi-Fi is deactivated

WPS
Enable 5GHz wi-Fi @

Wi-Fi Name | crponG_H3Kb_5GHz

Secunty | wpa/wpa2-PSK Mixed mode v

Wi-Fi Password | ,..eesesss ®

(8 ~ 63 characters)

Wi-Fi Advanced options

@ Cance!

e (ase 3: deactivating the 5 GHz network

1. Click the enable 5 GHz network toggle.

Copyright © STRONG 2024. All Rights Reserved. 21/84
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Home Page | Status | Metwork | Wireless | Security | Application | Administration

Wi-Fi Settings
Wi-Fi Settings ‘ Enable wi-Fi @

Guest Wi-Fi T
Dual frequency optimization

Wi-Fi Timer
PR 2.4GHz Wi-Fi
Wi-Fi ACL Enable 2.4GHz wi-Fi @
WPS Wi-Fi Name | ctponG_ H3kb_2.4GHz
(1 ~ 32 Chars)
Security | \wpa/wpa2-PSK Mixed mode v
Wi-Fi Password ®
Wi-Fi Advanced options
@ Enable 5GHz wi-Fi @
Wi-Fi Name | crpong H3Kb 5GHz
Security | \wpa/wPA2-PSK Mixed mode v
Click Submit.

HomePage | Status | Network | Wireless | Security | Application | Administration

Wi-Fi Settings
Wi-Fi Settings Enable wi-Fi @
Guest Wi-Fi wes m
Dual frequency optimization
Wi-Fi Timer
Wi-Fi ACL Enable 2.4GHz wi-Fi @
WPS Wi-Fi Name | grponG_H3Kb_2.4GHz

(1 ~ 32 Chars)

Security | wpa/wPA2-PSK Mixed mode v

Wi-Fi Password ®

(8 ~ 63 characters)
Wi-Fi Advanced options

Enable 5GHz Wi-Fi
The Wi-Fi is deactivated
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9. Editing the APN Settings

We recommend editing the APN settings only if you are not receiving any signal from the SIM card
inserted in the device, only after checking that the SIM card is properly inserted and unlocked by
entering its PIN code in the Web Ul. For more information about the way to insert your SIM card,
please see Inserting your SIM card. For more information about the procedure to enter your PIN

code, please see Entering your PIN code in the Web Ul.

1. To connect to the Web Ul and perform this procedure, please see :

e Connecting to the Wi-Fi and Accessing the Web UL.
e Connecting your Device with an Ethernet Cable and Accessing the Web Ul

2. Click Network and then APN.

STRONG ® B O

Upgrade Logout Reboot

Home Page | status | Network \ Wireless \ Security | Application \ Administration
Mobile Network
Connection Auto APN @D
APN @ Profile | , v
Uplink Mode
WAN APN mmsbouygtel.com
LAN Single PDN

Terminal Device

W Cancel

3. Check the following information:
Name

APN

Username

Password

Authentication Type

Copyright © STRONG 2024. All Rights Reserved. 23/84
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If the information is incorrect, click the Auto APN toggle and enter the following information
before Submit:

e Select the Authentication Type: NONE, CHAP or PAP.

e Enter the name of your service provider in the Profile Name (Limited to 14
characters including spaces). Then enter the APN address in the APN field.

e Inthe PDP Type field, select the APN Type: IPv4, IPv6 or IPv4v6.

STRONG ® B O

Upgrade Logout ~ Reboot

Home Page | Status | Network | Wireless | Security \ Application | Administration

Mobile Network

Connection Auto APN @

AP APN @

Uplink Mode

WAN Authentication | yonE Y @
! POPType | 1pyasipve v @

Terminal Device

@ W Cancel
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10. Activating the WPS

1. Press the WPS button for 2 seconds to allow any compatible device in your home to
automatically to connect to the Wi-Fi network of the router. Once it is activated, the horizontal

arrows % will blink in blue.

0

T

(

2. Go to the Wi-Fi settings of your computer and click on the name of the router to select it.

®

Network and Internet > Wi-Fi
Enabled @D

2= Wi-Fi

“Z2 Properties of Network_XXXX

() Avaitabte wi-Fi Networks

@

Available Wi-Fi Networks

Z3 STRONG_XXXX_2.4GHz

2 Network XXXX

“Za Network XXXX

Copyright © STRONG 2024. All Rights Reserved. 25/84
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3. Then, click the connect button.

Available Wi-Fi Networks

“Zn STRONG_XXXX_2.4GHz

Za Network XXXX

11. Resetting the device to its factory configuration

Sometimes, it is possible that your device is not working properly and that you don’t have internet
access. In this case, we suggest resetting your device to its factory settings and updating it afterward
if necessary.

You have two ways to do it; you can reset the device by pressing the reset button or doing it in the
Web UlI.

e CASE 1: Reset button.

To do so, insert a paper clip in the hole to press the reset button. Press the reset button for 10
seconds. The LEDs will switch off and turn back on again.

Copyright © STRONG 2024. All Rights Reserved. 26/84
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@ 2)

-

"
When the reset is starting all the LEDS turn blue,

Ty

L T

( ) B
p—
During the reset the LEDs are switched off.
\ c

/ L
S LAEm LA weeA Yy When the reset is completed, the power, Wi-Fi and
% l—- - = mobile network LEDs turn back on as all the previous
@ O - settings are erased including the PIN code.
—
\ : ,

—

e CASE 2: Reset in the Web Ul

1. To connect to the Web UI, please see the following procedures: Connecting your Device with an

Ethernet Cable and Accessing the Web Ul and Connecting to the Wi-Fi and Accessing the Web
Ul

2. Then, click Administration and Reset and Backup. Then, click Reset and Restore Factory
configuration locally.

STRONG ® B O

Upgrade Logout Reboot

Home Page | otatus | Network | Wireless | Security | Application | Administration

User Management

Click this button to restore the factory default configuration, and the device will automatically restart

System Time : "
! when this operation is performed.

Language Setting

Sofbaanetipgras Restore factory configuration locally @

Reboot Management

Reset and Backup @
Reset @

Backup
Log Management
LED control

Network Diagnosis

3. Click Confirm on the pop-up message that appears.

Copyright © STRONG 2024. All Rights Reserved. 27/84
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Attention!

Are you sure you want to reset locally? This
will clean up all the user configuration and
set it to default.

lll. Using the Web Ul

Once you have configured your device and network, you can customize some settings. For instance,
you can decide to deactivate/edit your PIN code, edit the SSID and password, and update the
firmware.

1. Disabling your PIN code

It is not possible to deactivate your PIN code in the Web Ul.

2. Changing the PIN code

It is not possible to change your PIN code in the Web UL.

Copyright © STRONG 2024. All Rights Reserved. 28/84
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3. Changing the SSID (Wi-Fi Network Name) and password

After setting up your device and connecting to it for the first time, it is possible for you to change
the SSID, also known as the name of your Wi-Fi Network and its password.

AWarning: Please note that we strongly recommend using a network name and password
that is different from the one of your Internet box. Why? As you may know, your devices
automatically connect to the known networks, so if you put the same names and password for
your router network and your Internet box, you will not be able to differentiate them.

1. To change the SSID and/or password of your network, you must connect to the device Wi-Fi or
Internet connection by following one of these procedures:

. Connecting to the Wi-Fi and Accessing the Web Ul
. Connecting your Device with an Ethernet Cable and Accessing the Web Ul

1. Click Wireless and select Wi-Fi Settings.

Home Page | Status | Network | Wireless | Security | Application | Administration
Wi-Fi Settings
Wi-Fi Settings @ Enable wi-Fi @D
B Dual frequency optimization
Wi-Fi Timer
e Enable 2.4GHz wi-Fi @D
WPS Wi-Fi Name | grponG_H3Kb_2.4GHz
(1 ~ 32 Chars)
Security | ywpa/wpPA2-PSK Mixed mode v
Wi-Fi Password | ,,cececses ®

(8 ~ 63 characters)

Wi-Fi Advanced options

Enable 5GHz Wi-Fi

2. Change the name entered in the Wi-Fi Name field and click the eye icon next to the Wi-Fi
Password field. Then change the password entered in the Wi-Fi Password field and click
Submit to save the changes.
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Home Page \ Status | Network | Wireless | Security | Application | Administration

Wi-Fi Settings

Wi-Fi Settings | Enable Wi-Fi (
Guest Wi-Fi Dual frequency optimization
Wi-Fi Timer

Enable 2.4GHz Wi-Fi )
Wi-Fi ACL (-/
s Wi-FiName  pmy New_Network_Namet @
(1 ~ 32 Chars)
Security  \ypa/wpA2-PSK Mixed mode v

Wi-Fi Password  pyNewPasswordName_1@ ® @

(8 ~ 63 characters)

Wi-Fi Advanced options

Enable 5GHz Wi-Fi
©) - T

Write your new SSID (Wi-Fi Network Name) and Wi-Fi password on a paper and tape it to the
router.

@ Default Access: | @

Wi-Fi Name: My_New_Network_Name1
Wi-Fi Name: My_New_Network_Name2
Wi-Fi Password: MyNewPasswordName_1@
IP Address: 192.168.188.1

Username: admin &
UglIIIII|III|III|I|I|I|III|I|I|III|IIIIIIIIHHJQ

=

Wi-Fi Name: My_NewNetwork_Name
Wi-Fi Password : MyNewPasswordName_1@

T
0
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4, Updating the device Firmware

If you notice that your device does not recognize your SIM card properly or that the user interface is
not available in your language when connecting to the Ul for the first time. Please check the
firmware version used by your device by using the online upgrade option in the Web Ul. By doing

so, the latest firmware version will be installed.

To do so, connect to the Web Ul, please follow on these procedures:
Connecting your Device with an Ethernet Cable and Accessing the Web Ul
Connecting to the Wi-Fi and Accessing the Web Ul

2. Click Administration and select Online Upgrade.

STRONG ®© B 0O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

Vercion ¢ . Casa p
System Time Version status: No updated version found RS ETNEICH

Language Setting

Software Upgrade

Automatic online upgrade functions include: check for upgrade when booting, check for upgrade
Local Upgrade S i
when network reconnects, periodic upgrade
Online Upgrade @
Enable @D
Reboot Management
Cancel

Reset and Backup

Log Management
LED control

Network Diagnosis

In Advanced Settings, click Check for updates and the Enable toggle button. Then, click
Submit.
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STRONG @ B 0

Upgrade Logout Reboot

Home Page | Status | Network | Wireless | Security | Application |  Administration

User Management

Viarei " - .
System Time Version status: No updated version fowd[ Check for updates %D

Language Setting

Software Upgrade

@ Automatic online upgrade functions include: check for upgrade when booting, check for upgrade
when network reconnects, periodic upgrade

Enable @ Q)
@@ Cancel

Local Upgrade

Online Upgrade

Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis

4. A message appears to tell you if there is a new version available.

STRONG ®© B O

Upgrade Logout Reboot

HomePage | Status | Metwork | Wireless | Security | Application | Administration

User Management

System Time CI? Version status: No updated version found |[e P ST TR Y

Language Setting

Software Upgrade

©Automatic online upgrade functions include: check for upgrade when booting, check for upgrade
when network reconnects, periodic upgrade

Enable @D
S P

Local Upgrade
Online Upgrade

Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis

5. Ifthere is a new version available, click Yes. Then wait for the router to complete the update. The
LEDs will turn off and turn back on.
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IV. Customized Settings

1. Network Settings

In the Device Settings section of the Ul, you can set different basic parameters regarding your
network and advanced parameters according to your needs.

1.1. Mobile Network

The basic settings that you can configure in the Network settings are divided into three categories:
Mobile Network, LAN, and Terminal Device.
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1.2. Connection

The first section that you can see in the Internet Settings page is called Connection.
You can see the preferred mobile network, PIN Code and if mobile data and data roaming and 3¢
party antennas are activated.

Home Page | Status | MNetwork | wireless | Security | Application | Administration

Mobile Network

Mobile data @ @

Connection
APN Data roaming @D @
Uplink Mode
Preferred network mode | ayto
WAN ’ FIKD v3
LAN The 3rd party antennas O @
Terminal Device FIN. | ouii ®
PIN code QK
O] sim: =
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1.3. Uplink Mode

In the Network Settings, you can set up the uplink mode for WAN/LAN ports on your router.

1. Todo so, click Network on the top bar, then click Uplink Mode.

HomePage | Status | Network | Wireless | Security | Application | Administration

Mobile Network

Connection
APN Uplink Mode | \wan port unlink v
Uplink Mode @
WAN/LAN port Adaptive @)
WAN
LAN

Terminal Device

1. Select WAN port uplink and click the WAN/LAN port Adaptive toggle. Then, click Submit.

HomePage | Status | Network | Wireless | Security | Application | Administration

Mobile Network

Connection
APN Uplink Mode | yyan port uplink v (D
Uplink Mode
WAN/LAN port Adaptive @ )
WAN

LAN

Terminal Device

1.4. WAN

You can disable the static DNS for your WAN, if necessary
1. Click Network and WAN
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Upgrade

Home Page Status | Network | Wireless I Security | Application | Administration

Mobile Network

Connection IP Version IPv4/v6
APN
Mode 1=
Uplink Mode
WAN @ GUA From Adaptive s
LAN

GateWay From Adaptive

Terminal Device

(IPv6)DNSV6 From Adaptive

Prefix Delegation From DHCPvV6
MTU | 1402

VLANTYPE | ynTag

(ipv4)Static DNS @

The First DNS Server 62.201.129.201

The Second DNS Server 62.201.129.202

Click the IPv4 Static DNS toggle button and Submit.
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STRONG

Home Page

Wireless | Security

Upgrade

\ Application |  Administration

Mobile Network

Connection
APN

Uplink Mode
WAN

LAN

Terminal Device

2.LAN

Status | Network |

IP Version

Mode

GUA From

GateWay From

(IPv6)DNSv6 From

Prefix Delegation From

MTU

VLAN Type

IPv4/v6

IP

Adaptive

Adaptive W

Adaptive

DHCPv6

1492

UnTag

[(ipwl)Stat:c DNS

«D

The First DNS Server

The Second DNS Server

62.201.129.201

62.201.129.202

@ I oo

This section of the user interface helps you to set up your LAN with two possible configurations IPv4

and lpv6.

2.1.1Pv4 Configuration

You can disable the DHCP Service of your IPV4 configuration
1. Click Network, LAN and IPv4 Configuration.
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STRONG

Upgrade

Home Page | Status | Network | Wireless | Security | Application | Administration
Mobile Network

Router login IP settin
LAN @ g 9 ' 192.168.188.1

IPv4 Configuration @ Subnet Mask | 555 2552550

IPv6 Configuration

. Enable DHCP service @
Static IP

Terminal Device DHCP StartIP | 495 165.188.2
DHCPENdIP ' 197 168188254

DHCP lease One day

The Second DNS 0.0.0.0

2. Click the Enable DHCP toggle button and click Submit.
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STRONG

Upgrade

Home Page | Status | Network | Wireless | Security l Application | Administration

Mobile Network

Router login IP setting 191 168.188.1

LAN
IPv4 Configuration SubnetMask 555955 9550
IPv6 Configuration
Enable DHCP service @ CD
Static IP
Terminal Device DHCP StartIP | 195 168.188.2

DHCPENdIP | 197 168,188.254

DHCP lease One day

The First DNS 192.168.188.1

The Second DNS 0,000

@ m Cancel
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2.2.1Pv6 Configuration

You can enable the DHCP services
1. Click Network, LAN and IPv6 configuration

Home Page \ Status | Network | Wireless | Security | Application | Administration

Mobile Network

LAN LAN IP Address = feg0-a:1 / 64
®il3w1 Configuration
: Enable DHCP service
IPv6 Configuration
Static IP DHCP Start IP Address
Terminal Device (last 64 bits effective

DHCP End IP Address

DNS Refresh Time 86400

LAN side DNS acquisition mode HGWProxy

Prefix 2a04:cec0:1089:aaa::

prefix len 64
(48~64
Enable RA (

Minimum Wait Time 200

(3 ~ 1350

Maximum Wait Time 600

(4 ~ 1800,

M

Cancel

2. Click the Enable DHCP toggle button, enter the start and end IP Addresses for the DHCP (IP
Address between 192.168.1.2 to 192.168.1.99 to prevent conflicts). Then, click Confirm.
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Home Page

Mobile Network

LAN

IPv4 Configuration
IPv6 Configuration
Static IP

Terminal Device

Network Wireless Security Application

LAN IP Address fe80:a:1

Enable DHCP service @

DHCP Start IP Address

(last 64 bits effective

DHCP End IP Address

(last 64 bits effe

DNS Refresh Time | gga00

SecC

LAN side DNS acquisition mode HGWProxy

Prefix | 5404:cec0:1089:aaa::

prefix len 64

(4B~64)

Enable RA (

Minimum Wait Time 200

Maximum Wait Time 600
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2.3. StaticIP

If you are using several devices and you need them to have a static IP address on your network, you
can enter the MAC Address of your device and set up the static IP.

1. Todo so, you must connect to the Web Ul by following one of these procedures:

o Connecting your Device with an Ethernet Cable and Accessing the Web Ul

¢ Connecting to the Wi-Fi and Accessing the Web Ul

2. Click Network and LAN.

Home Page \ Status | Network \ Wireless \ Security \ Application \ Administration
| —

Mobile Network IP Address

LAN @ MAC Address

IPv4 Configuration

IP Address MAC Address Modify Delete

IPv6 Configuration

Static IP

There is no data, please add one first.

Terminal Device

3. Click Static IP and enter the IP address and MAC address of your device before clicking Add.

Home Page \ Status | Network \ Wireless | Security \ Application | Administration

Mobile Network IP Address 190,168,101 Q)]

LAN
MAC Address g7 : 02 :/x1 : x1 : 00 : x1 @

©] i

IP Address MAC Address Modify Delete

IPv4 Configuration
IPv6 Configuration
Static IP

There is no data, please add one first.

Terminal Device
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3. Terminal Device

In this part of the Web UI, you can set up the speed limits of the router Internet Connection.

3.1. Device Control

1. Click Network and Terminal Device.

Home Page | Status Network | wWireless | Security | Application | Administration

Mobile Network Device Type Device Information Speed limit
g VELWOTK
E
LAN f""“Vt % kb oy =
A i 32kbps 17kbps
Terminal _ - . - o b
Device IP Address:192.168.188.3 MAC Address:ED:0A:F6:9B:BE:65

Terminal Device (2) il o [ Confirm JeRES

Device Control ’
Tip
1. The network speed limit is set to Okbps to indicate unlimited speed
2. If the device needs to control the Internet time, please go to or click: Parental co

2. Inthe Device control section, enter the maximum speed limits for upload and download and
click confirm.

HomePage | Status | Network | Wireless | Security | Application | Administration
Mobile Network Device Type Device Information Speed limit
- ‘:’“"Vt *ﬂ @t 2000 ps
A MR 32kbps 17kbps (2 COKE SaNE
Ternal, (WSRO TR | @ [E00 e
Device IP Address:192.168.188.3 MAC Address:E0:0A:FE:9B:BE:65

Terminal Device online time:7mindSsec 3G @W Lz

Device Control d)
Tip
1. The network speed limit is set to Okbps to indicate unlimited speed
2. If the device needs to control the Internet time, please go to or click: Psrental control
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V. Wireless Settings

You can set up the settings for the guest Wi-Fi and main Wi-Fi network as well as the duration of the
Wi-Fi activation, a blacklist for device that cannot use your network.

1. Wi-Fi Settings

You can configure your 2.4 and 5 GHz Wi-Fi networks.

1.1. 2.4 GHz Wi-Fi

You can set a new name and password for your Wi-Fi Network, for more information please see:

Changing the SSID (Wi-Fi Network Name) and password.
1.2.5 GHz Wi-Fi

You can setup a new name and password for your Wi-Fi Network, for more information please see:

Changing the SSID (Wi-Fi Network Name) and password.
2. Guest Wi-Fi

If you do not want your guest to use your main Wi-Fi network for security reasons, you can easily set up a
guest Wi-Fi network.

1. Click Wireless and Guest Wi-Fi

Home Page | Status | Network | Wireless \ Security | Application \ Administration

Wi-Fi Settings

= Encryption for 2.4GHz and 5GHz SSID, 2.4GHz:SSID3 , 5GHz:SSID3-5G
Guest Wi-Fi

Guest Wi-Fi @ Enable Guest Wi-Fi 3

Wi-Fi Timer @ Cancel
Wi-Fi ACL

WPS

2. Configure the Wi-Fi Name and password. Enter a work time in minutes before clicking submit.
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Home Page \ Status \ Network \ Wireless | Security \ Application \ Administration

Wi-Fi Settings
Encryption for 2,4GHz and 5GHz SSID, 2.4GHz:SSID3 , 5GHz:SSID3-5G

Guest Wi-Fi
i-Fi )
Guest Wi-Fi Enable Guest Wi-Fi (_
Wi-Fi Timer WiFi Name My_New_GuestWi-Fi_Network_Name @
Wi-Fi ACL o
WIFI Password  pMyNewGuestWi-Fi_Password1@ (@ @
WPS )
Encryption | \wpa/wpa2-psK v
Work Time 0 (Minutes) @

Use countdown:0sec

@ 751&!17'7[ Cancel

3. Write down the network information of your Guest Wi-Fi.
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Guest Wi-Fi Name: My_New_GuestWi-Fi_Network_Name
Guest Wi-Fi Password :MyNewGuestWi-Fi_Password1@

3. Wi-Fi Timer

If you want to control the amount of time your Wi-Fi is on you can set up a Wi-Fi timer to configure
the hours when the Wi-Fi should switch on or switch off.

1. Click Wireless and Wi-Fi Timer.
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Home Page \ Status | Network \ Wireless \ Security \ Application | Administration

Wi-Fi Settings

You can make the router's Wi-Fi automatically turn off or on at any time of the day.

Guest Wi-Fi For example: you can add to turn off the WiFi signal at 11:00 on Monday evening and turn on the WiFi
Wi-Ei Ti signal at 7:00 on Tuesday morning to control the Internet time.
s Note: Before using this function, please confirm whether the router's system time is correct.
Wi-Fi Timer @ )
Settings Monday | [Tuesday  |Wednesday  [Thursday| [Friday Saturday Sunday
Wi-Fi ACL [o0 v|{oo ~| [Disable w v|
WPS

Add

WIFI switch time date Modify Delete

There is no data, please add one first.

Then check the boxes corresponding to the days on which you want toenable/disable the Wi-
Fi and enter the time on which the device should switch off/on. Choose between enable or
disable Wi-Fi and click Add. We advise you to create a specific rule for each case this way you
ensure that your device Wi-Fi will turn back on.

Home Page | Status | Network \ Wireless | Security | Application | Administration
Wi-Fi Settings
' You can make the router's Wi-Fi automatically turn off or on at any time of the day.
GlestWizE) For example: you can add to turn off the WiFi signal at 11:00 on Monday evening and turn on the WiFi
g signal at 7:00 on Tuesday morning to control the Internet time.
I=Fl Timer
Note: Before using this function, please confirm whether the router's system time is correct.
Wi-Fi Timer
Settings Monday | Tuesday |Wednesday [Thursday Friday Saturday Sunday@
Wi-Fi ACL (@00 v ][00 ~| [Disable w v |
WPS

@ IZE

WIFI switch time date Modify Delete

There is no data, please add one first.
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4. Wi-Fi ACL

You can create a blacklist of devices that cannot connect to your device or a whitelist to allow
specific devices to connect to your network.

1. Click Wireless and Wi-Fi ACL.

Home Page | Status | Network | Wireless | Security | Application |

Administration

Wi-Fi Settings

ccoanmiss In the blacklist mode, the devices in the blacklist cannot connect to the router's Wi-Fi network; in
St the whitelist mode, only the devices in the whitelist can connect to the router's Wi-Fi network.
Wi-Fi Timer
Enable wireless access device control
Wi-Fi ACL (2)
Wi-Fi ACL ‘ Control mode Discard v
WPS
Device List ﬁ
Device name MAC address Operate

There is no data, please add one first.

2. Click the Enable wireless access device control toggle button. Then, choose discard or permit
according to your needs and click Add.

Administration

Home Page | Status | Network | Wireless | Security | Application |

Wi-Fi Settings

= e In the blacklist mode, the devices in the blacklist cannot connect to the router’s Wi-Fi network; in
LI the whitelist mode, only the devices in the whitelist can connect to the router’s Wi-Fi network.
Wi-Fi Timer
Enable wireless access device control @
Wi-Fi ACL
Wi-Fi ACL Control mode yiscard v @
'\l.\.JpS

Device List m 3

Device name MAC address Operate

There is no data, please add one first.

3. Enter the device name and its MAC Address and click Confirm.
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Home Page | Status | Network | Wireless | Security | Application |  Administration
Wi-Fi Settings
_ In the blacklist mode, the devices in the blacklist canneot connect to the router's Wi-Fi network: in
Guest Wi-F y = g 3
the whitelist mode, only the devices in the whitelist can connect to the router's Wi-Fi network.
Wi-Fi Timer
Enable wireless access device control
Wi-Fi ACL
Wi-Fi ACL Control mode Dizcard ~
WPS
Device List m
Device name MAC address Operate
Theare is no data, please add one first.
Set up Wi-Fi access control
Device name Mycomputer ®
'WI-FI device MAC at ess . . . . .
WIFT devics MAC address | XKXXXXXKXXEXX @
MAC address format:
5. WPS

You can change the WPS connection method or disable the WPS.

5.1. Activating the WPS

There are two connection methods for your WPS:

e Push Button mode: If you select the first option, your devices will connect to the WPS
after pressing the WPS button for two seconds. To activate the WPS please follow this
procedure.

e PIN: If you select the PIN option, a PIN code will be generated on the device that you
want to connect and you will have to enter it in the Web Ul before clicking Submit.

®Please note that the WPS PIN code is not related in any way to the SIM Card PIN code. The
WPS PIN code is a different PIN code that is only used to connect devices of your home to the
Wi-Fi network of the 4G Router 300V2.

Once, you connected your devices by using one of the WPS methods mentioned above, they will
automatically connect to the network.
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5.2. Deactivating the WPS

The following section explains how to deactivate the WPS connection of your router.
1. To deactivate the WPS option, click Wireless and WPS.

Home Page \ Status | Network | Wireless | Security | Application \ Administration

”_
Wi-Fi Settings
Guest Wi-Fi Enable wps @D
Wi Timer WS Mode # gutton mode () PIN mode
Wi-Fi ACL

After pressing the WPS button on the terminal, press the WPS button on the router within 2
WPS minutes to complete the WLAN connection

WPS Setting @ @ Cancel

2. Click the Enable WPS toggle button and click Submit.

Home Page | Status | Network | Wireless | Security | Application | Administration

Wi-Fi Settings

Guest Wi-Fi Enable wps @@

Wi-Fi Timer WPS Mode ® gutton mode () PIN mode
Wi-Fi ACL

After pressing the WPS button on the terminal, press the WPS button on the router within 2
WPS minutes to complete the WLAN connection

WPS Setting @ @ Cancel
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VI. Security

1. Firewall

1.1. Security Level

You can change the Firewall security level to prevent hacking.
1. Click Security and Firewall.

STRONG ® B O

Upgrade Logout Reboot

HomePage | Status | MNetwork | Wireless | Security | Application | Administration

Firewall
Security Level @ Firewall Level(IPv4) widdle
Parental control
Instruction::
URL Filter
High:  Allow legal URL access but Ping is forbidden.
MAC Filter
- Middle:  Allow legal WAN side access and resist certain types of dangerous data travelling over
ilter

the Internet

Service Control
Low:  Allow legal URL access and Ping is permitted.

2. Select a value in the list before clicking Submit. We recommend setting the firewall on Middle
or High to prevent hacking.
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STRONG ® G O

Upgrade Logout Reboot

Home Page | Status J Network | WIEESS | Security | Application | Administration

Firewall
Security Level Firewall Level(IPv4) High @
Parental control
Instruction::
URL Filter
High:  Allow legal URL access but Ping is forbidden
MAC Filter
PEil Middle:  Allow legal WAN side access and resist certain types of dangerous data travelling over
ilter

the Internet.

Service Control
Low:  Allow legal URL access and Ping is permitted.

o] - =

2. Parental Control

The Parental control features enables you to set up days and times on which Internet is allowed for
your kids by entering the MAC Addresses of their devices.

1. Click Security and Parental Control.

Home Page | Status | Network | Wireless ‘ Security | Application | Administration

Firewal

Protact family members and arrange online time reasonably.
Parental contro

Parental Control @ Enable parental contral L
URL Filter o
MAC Filter
Controlled MAC Allow Internet Day Allow Internet Period operate
) Device Address
P Filter 5 i

2. Click the Enable Parental control toggle button. Click List Add and it will automatically add
the connected devices to your list.
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Home Page | Status | Network | Wireless | Security | Application | Administration

Firewall

@protect family members and arrange online time reasonably.
Parental control

Parental Costml Enable parental control ( @)

URL Filter o (})

MAC Filter

Controlled MAC Allow Internet Day Allows Internet Period operate
Device Address

1P Filter

Service Control PENRUEIIEIE  Effective immediately

3. Then check the Operate box and click Confirm

Device List

Device Name MAC Address IP Address operate

Emmy E0:0A:F6:9B:BE:65 152.168.188.2

[ Confim 63

4. Select the days on which Internet use is allowed and enter the time for which the Internet is
allowed and click effective immediately.
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Home Page | Status | Network | Wireless | Security | Application | Administration

Firewall

}Protect family members and arrange online time reasonably.
Parental control

Parental Control Enable parental control
URL Filter o
MAC Filter 2
Controlled | MAC Address Allow Internet Day Allow Internet Period operate
Device
IP Filter
Emmy E0:0A:F6:9B1BE:65 | o mem o) 1 [ 00:00 |- 00:00 | @ |
Service Control 1 |Mon L
Tue
Wed Add manually | ISEEITRLTENERE N @
Thu
Fri
Sat
Sun
3. URL Filter

This feature enables you to block specific websites by adding their URL addresses to a list in the
Web UL.

®If you previously accessed one of the websites that you added to URL filtering, please close
and reopen your browser for the change to be taken into account

1. Click Security and URL Filter.
STRONG ® =B O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

Firewall

1."enable” and "mode" switch will take effect immediately
Parental control

URL Filter
URL Filter @ Enable URL filtering
MAC Filter Mode Biscard
vy URL Address
Service Control
URL Address Delete

There is no data, please add one ﬂrst..“ \

2. Click the Enable URL Filtering toggle button. Then select the mode and enter the URL Address
and click Add.
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STRONG ® (= O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

Firewall

1."enable” and "mode" switch will take effect inmediately.
Parental control

URL Filter
e — [ Enable URL filtering @ @
MAC Filter Mode [ piscard @
IP Filter URL Address @
Service Control
URL Address Delete

There is no data, please add one first

4. MAC Filter

In the router, it is possible to create a whitelist and/or a blacklist that contains the list of MAC
addresses for allowed or forbidden devices. Depending on the list in which the device’s MAC
address appears, its connection to the router will be either authorized or forbidden.

MAC Filtering prevents unwanted connection on your network by only allowing the connection to
the registered devices. Every device that can connect to the Internet has a MAC Address.

A computer has several MAC addresses, one for the Wi-Fi Network and two for the LAN. If you plan to
use your computer with the LAN and/or Wi-Fi, please enter both addresses. To find the Mac Address
of your computer or phone look for the information in the device information in the settings.

Write down the MAC addresses before entering them into the Web Ul. This way you will be able to
use your computer in Wi-Fi or by plugging an ethernet cable.
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MAC Address LAN: 00:00:x0:x0:00:x0
MAC Address Wi-Fi: 01:02:x1:x1:00:x1

1. Click Security and Mac Filter.

Home Page | Status | Network | Wireless | Security | Application |  Administration

Firewall
ydd the MAC address of your PC first, otherwise internet

Parental control gt
iS not ¢ ed.

s 2.MAC filter take effected both IPv4 and IPV6.
MAC Filter @ 3.Enable switching or Mode switching will take effect immediately.
MAC Filter ‘
1P Filter Enable MAC filtering
Service Control Mode Discard =
Device name

Source MAC Address

{MAC address format: O X000 000 XX
2. Click Enable MAC Filtering. Then, select the mode and enter the device name as well as the
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MAC Address. Once this is done, click Add.

Home Page | status | Network | wireless | Security | Application |  Administration

Firewall

DI you choose the Permit mode, please add the MAC address of your PC first, otherwise internet

Parental control ~ ) i
access is not allowed.

e 2.MAC filter take effected both IPv4 and IPv6.
MAC Filter 3.Enable switching or Mode switching will take effect immediately.
MAC Filter
IP Filter Enable MAC filtering «@ @
Service Control Mode | piscard v @
Device name - GuestComputer ©)
Source MAC Address XXX XXX @

(MAC address format: XX XX X0 XX XX XX

or XX-XX-XX-X00-XX-XX or X0CO0000KKXX)

Elo©
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5. 1P Filter

This section enables you to configure IP Filters for you WAN and LAN connection.

5.1. Basic Settings

1. Click Security and IP Filter

Home Page | status | Network | wireless | Security | Application | Administration

Firewall

The switch between "Enable" and "Mode" in the page will take effect immediately.
Parental control &

Enable WAN to LAN side IP filtering

URL Filter
Mode R
MAC Filter Permit v
IP Filter (2)
Enable IP filtering from LAN to WAN
Basic setting ‘ side
WAN to LAN ‘
Mode | piscard v
LAN to WAN

Service Control

2. Click the Enable WAN to LAN side IP Filtering toggle button and select the mode. Then, click
the Enable IP Filtering from LAN to WAN toggle button and select the mode.

Home Page | Status \ Network \ Wireless | Security | Application \ Administration

Firewall

The switch between "Enable" and "Mode" in the page will take effect immediately.
Parental control

Enable WAN to LAN side IP filtering @) (1)

URL Filter
Mode ; il 15
MAC Filter bl @
IP Filter
Enable IP filtering from LAN to WAN [ @) @
Basic setting side

WAN to LAN
Mode | piscard v @
LAN to WAN

Service Control

5.2. WAN to LAN

1. Click Security and IP Filter. Then click, WAN to LAN.
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Status | Network |

Home Page |

Wireless Application | Administration

Firewall

— :
Farentalicontrol Enable WAN to LAN side IP filtering

URL Filter
Name

MAC Filter
Interface

~
IP Filter @
Protocol

Basic setting

WAN to LAN Start Source IP Address

LAN to WAN
End Source IP Address

Service Control
Start Source Port

End Source Port

Start Destination IP Address

End Destination IP Address

Start Destination Port

End Destination Port

Click the Enable IP Filtering from WAN to LAN toggle button, fill in the fields and click Add.

Home Page | Status ‘ Network | Wireless | ‘ Administration

Security |

Application

Firewall

Parental control

to LAN side IP filtering '( @

Enable WAN

URL Filter
Name
MAC Filter
Interface -
IP Filter
Basic setting Protocol TCP -
i R Start Source IP Address
LAN to WAN

Service Control

End Source IP Address

Start Source Port

End Source Port

Start Destination IP Address

End Destination IP Address

Start Destination Port

End Destination Port

3
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5.3.LAN to WAN

1. Click Security and IP Filter. Then click, LAN to WAN.

Home Page ’ Status | Network | Wireless ‘ Security | Application | Administration

Firewall

Enable 1P filtering from LAN to WAN

Parental control
side

URL Filter i

MAC Filter

1P Filter ®

Basic setting

Protocol TCP
Start Source IP Address

WAN to LAN End Source IP Address

LAN to WAN ®|

Service Control

Start Source Port

End Source Port

Start Destination IP Address
End Destination IP Address
Start Destination Port

End Destination Port

[ add |
2. Click the Enable IP Filtering from LAN to WAN toggle button, fill in the fields and click Add.

Home Page 1 Status \ Network \ Wireless 1 Security \ Application ' Administration

Firewall

Enable IP filtering from LAN to WAN | @) @

Parental control
side

URL Filter Name

MAC Filter
Protocol Tcp

<

R ©6 Q06 ® 0 ®

IP Filter

. Start Source IP Address
Basic setting

WAN to LAN End Source IP Address

LAN to WAN
Start Source Port

Service Control
End Source Port
Start Destination IP Address
End Destination IP Address

Start Destination Port

End Destination Port

@]
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6. Service Control

You can control the access to certain websites or services by entering their IP addresses and
selecting the type of service that you want to allow or block.
1. Click Security and Service Control.

STRONG ® =B O

Upgrade Logout Reboot

Home Page ‘ Status ‘ Network | Wireless | Security | Application \ Administration

Firewall Enable

Parental control Ingress

Start Source IP Address

URL Filter
MAC Filter End Source IP Address

Mode | Discard
IP Filter

Service List [_JHTTP

Service Control @ Modify Remote Access Port
Service Control | i

() TELNET

CIHTTPS

‘Adc‘

Enable ngress Start Source IP Address End Source IP Address Mode Service List Madify  Delete

There is no data, please add one first.

2. Check the enable box, select the ingress type in the list. Then enter, the start and end IP
Address. Once this is done, choose the mode between discard or allow and the type of service in
the list and click ADD.
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STRONG ® B O
Upgrade Logout Reboot

Home Page Status Network | Wireless | Security Application Administration

Firewall Enable 0

Parental control Ingress @

Start Source IP Address

URL Filter @
@

End Source IP Address |

MAC Filter -
Mode |Discard
IP Filter @
Service List [[ JHTTP
Service Control Modify Remote Access Port
Service Control il 6)
(JTELNET
HTTPS
@ | ae |

Enable ngress Start Source IP Address End Source IP Address Mode Service List Modify  Delete

There is no data, please add one first.

VII. Application Settings

In this part of the Web UI, you can edit the DNNS, DMZ Host, IGMP Settings and UPnP Settings.

1. DDNS

Dynamic DNS (DDNS) is used to automatically update a DNS Server. You can choose between two
DDNS provider in the Web Ul, you will have to create an account and register before being able to
set up the DDNS for the router.

1. To configure your DDNS, please follow one of the procedures below to access the Web Ul:

e Connecting your Device with an Ethernet Cable and Accessing the Web Ul
e (Connecting to the Wi-Fi and Accessing the Web Ul

2. Click Application and DDNS.
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Home Page Network | Wireless | Security \ Application | Administration
DDNS (2)
DDNS | Enable dynamic domain name
service(DDNS)
DMZ Host

Server
IGMP Settings

Port
UPnP Settings &

(1 ~ 65535)

Username

Password

(6~16 Chars)

WAN Connection o

Host Name

3. Click the Enable DDNS toggle button. Then, enter the following information before clicking
submit:

Server: Enter the server IP Address

Port : Enter the port number.

Username: Enter the username for your account

Password: Enter the password your account

WAN Connection: Select the appropriate value in the list

Hostname: Enter the host name

Home Page | status \ Network Wireless \ Security | Application | Administration

DDNS
DDNS | Enable dynamic domain name @) 3
service(DDNS)
DMZ Host
Server @
IGMP Settings
Port
UPnP Settings 0 @
(1 ~ 65535)
Username @
Password @
(6~16 Chars)
WAN Connection - @
Host Name @

m Cancel
2. DMZ Host

A Demilitarized Zone (DMZ) is a subnetwork that is separated and isolated from the main local
network (LAN) and from Internet by a Firewall. On this network, you can configure the devices that
needed to access the Internet without accessing your LAN.
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1. To configure DMZ on your router, you must be connected to the Wi-Fi of the router and access
the Web UL. Please refer to the following procedures to connect to Web Ul:

e Connecting your Device with an Ethernet Cable and Accessing the Web Ul
e Connecting to the Wi-Fi and Accessing the Web Ul

2. Click Application and DMZ Host.

Home Page | Status | Network \ Wireless | Security | Application \ Administration

DDNS
Enable DMZ Host
DMZ Host (2)
DMZ Host ’ DMZ Host Emmy y

Ui Settiogs Enable MAC Mapping

UPnP Settings
DMZ Host IP Address 192.168.188.2

Submit Cancel

3. Click Enable DMZ host then enter a DMZ HOST. Click Enable MAC Mapping and enter the MAC
Address of the DMZ host then, click Submit.

Home Page | Status \ Network | Wireless \ Security \ Application | Administration

DDNS
DMZ Host Enable DMZ Host @) @)
DMZ Host DMZ Host | gmmy .|@
IGMP Settings Ty — o) @

UPnP Settings
DMZ Host MAC Address | gg:0a:F6:98:BE:65 @

G IETE cancel
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3.IGMP Settings

Internet Group Management Protocol (IGMP) is used by devices to report their multicast group
membership to a router. It works with an IPv4 configuration.

3.1.IGMP Snooping

IGMP Snooping is a feature that allows your router to monitor IGMP membership messages to learn
about multicast group members and their connected interfaces. It is mainly used by your router to
forward a specific multicast group traffic to only members of that specific multicast group.

1. To configure IGMP Snooping, click Application and IGMP Settings.

HomePage | Status | Network | Wireless | Security | Application | Administration

DDNS
Enable IGMP SNOOPING @i
DMZ Host
Submit Cancel
IGMP Settings ance

IGMP SNOOPING @
IGMP PROXY

UPnP Settings

2. Click the IGMP Settings toggle button and then click Submit.
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HomePage | Status | Network | Wireless | Security | Application | Administration

DDNS

[Enable IGMP sNoOPING @i @
DMZ Host

IGMP Settings @ Cancel

IGMP SNOOPING

IGMP PROXY

UPNP Settings
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3.2. IGMP Proxy

The IGMP Proxy is used when the IGMP Snooping feature is activated.

1. To activate the IGMP Proxy, click Application and IGMP Settings. Then, select IGMP Proxy.

Home Page | Status | Network \ Wireless | Security | Application | Administration

DDNS

Enable IGMP PROXY )
DMZ Host (

IGMP Settings (2)

IGMP SNOOPING
IGMP PROXY @

UPnP Settings

2. Click the Enable IGMP Proxy toggle button and click Submit.
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Home Page | Status | Network | Wireless | Security | Application | Administration
DDNS

Enable IGMP PROXY
DMZ Host a @)

IGMP Settings

IGMP SNOOPING

IGMP PROXY

UPnP Settings

4, UPnP Settings

Universal Plug and Play (UPnP) enables the devices of your network to detect compatible devices
and to communicate with them automatically.

1. To activate the UPnP feature, you must be connected to the Wi-Fi of your device and access the
Web Ul. To do so, follow one of the procedures below:

e Connecting your Device with an Ethernet Cable and Accessing the Web Ul

e Connecting to the Wi-Fi and Accessing the Web Ul

2. Click Application and UPnP. Then, click the enable UPnP toggle button and click submit.
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STRONG @ B O

Upgrade Logout Reboot

Home Page | Status | Network | Wireless | Security | Application | Administration

DDNS

Enable UPnP configuration
DMZ Host ( - «

IGMP Settings
@K o

UPnP Settings @

UPnP Settings ‘

VIII. Administration Settings

1. User Management

To edit the administration password, please follow the procedure below:
o Changing the administrator password in the Web Ul

2. System Time

You can change the default time zone in this section. It will automatically change the date and time
of your router as well as is default NTP servers addresses.
1. Click Administration and System Time.
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STRONG ® B O

Upgrade Logout Reboot

Home Page \ Status | Network | Wireless | Security | Application \ Administration

User Management

System Time Enable network time setting &«

System Time @ I Current Date and Time 2024-03-07T11:49:27
Language Setting
Time Zone (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm,
Software Upgrade

Primary NTP Server Address pool.ntp.org

Reboot Management

Secondary NTP Server Address

Reset and Backup europe.pool.ntp.org

Log Management Poll Interval 86400

sec

LED control

- 2 Cancel
Network Diagnosis W

Select the right time zone in the list and click Submit.

STRONG ® =B O

Upgrade Logout Reboot

Home Page Status | Network | Wireless \ Security [ Application | Administration

User Management

System Time Enable network time setting (

System Time ] Current Date and Time 2024-03-07T11:49:27

Language Setting
[ Time Zone (GMT+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, @

Software Upgrade

Primary NTP Server Address pool.ntp.org

Reboot Management

Secondary NTP Server Address

Reset and Backup europe.pool.ntp.org

Log Management Poll Interval 86400

sec

LED control

Submit Cancel
Network Diagnosis ®-
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3. Language Settings

You can change the default language of the Web UI.
1. Click Administration and Language Settings.

Home Page | Status | Network | Wireless | Security | Applicaion | Administration

User Management
System Time Language | gnq)ish v

Language Setting
Language Setting @

Software Upgrade
Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis

2. Select the language in the liste and click Submit.

Home Page | status | Network | Wireless | Security | Application |  Administration

User Management

System Time Language g q)ish . q)

Language Settin
. o] -

Language Setting

Software Upgrade
Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis
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4, System Update

4.1. Local Update

Before starting the Local Update, you must browse to STRONG's website.
1. Once you are on the website click Support and Download. Then select Mobile BroadBand
and 4G+ LTE Router | 4G+ROUTER1200.

2. The new software versions are located under the download section of the page under the
software category.
3. Download the file if there is one. Then, connect to the Web Ul and click Administration and
Software Upgrade. Click the Choose a file button and click Upgrade.

HomePage | Status | Network | Wireless | Security | Applicaton | Administration

User Management

System Time The device will reboot after upgrading

Language Setting Please select a new soﬁwa;ex‘ﬂrI?W-.'are | Choisir un flchierJAucun fichier choisi @
image

Software Upgrade @ @
pgrade

Local Upgrade ’
Online Upgrade

Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis

4.2, Online Update

To do an automatic online update please refer to the procedure below:
o Updating the device Firmware

5. Reboot Management

5.1. Reboot

You can reboot your rooter in the Web Ul;

1. Click the Reboot button in the top bar of the Web Ul. Then, click Confirm.
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STRONG © Blod

Home Page | Status | Network | Wireless | Security | Application | Administration

5.2. Reboot on time

You can setup times and days on which your rooter will automatically reboot.
1. Click Administration and Reboot Management. Then, select Reboot on time.

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

Enable scheduled restart
System Time

Language Setting Thes Ii 0 Q) |_| 0 ‘2
Software Upgrade Repeat Monday| [Tuesday |Wednesday Thursday
Reboot Management (2) Friday| Saturday Sunday
Reboot

Reboot Ontime @

Reset and Backup _
Submit Cancel
Log Management

LED control

Network Diagnosis

2. Click the Enable scheduled restart toggle button. Then, select the days on which you want the
rooter to restart automatically and enter the time of the restart before clicking Submit.
Times must be entered with a 24h format.
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HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

Enable scheduled restart ( @)

System Time

Language Setting Time (@]o (@] @0 |[©] @
Software Upgrade Repeat Monday [Tuesday Wednesday| Thursday
Reboot Management Friday| [Saturday| [Sunday

Reboot

Reboot Ontime

Reset and Backup
@
Log Management

LED control

Network Diagnosis

Copyright © STRONG 2024. All Rights Reserved. 74/84



4G+ROUTER1200 - User Guide 75/84

6. Reset and Backup

6.1. Reset

You can reset your rooter to its factory settings in the Web UI.

1. Click Administration and Reset and Backup. Then, click Restore factory configuration
locally.

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

Click this button to restore the factory default configuration, and the device will automatically restart

System Time el . S
when this operation is performed.

Language Setting

i pratis Restore factory configuration locally @

Reboot Management

Reset and Backup @

Reset ‘
Backup
Log Management

LED control

Network Diagnosis

2. Click Confirm.
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Attention!

Are you sure you want to reset locally? This
will clean up all the user configuration and
set it to default.

Cancel
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6.2. Backup

You can backup your configuration through the Web Ul before doing an update.
1. Click Administration and Reset and Backup. Then select Backup.

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

System Time You can save your settings here. We recommend that you back up your configuration file before modifying

the configuration and upgrading the software
Language Setting

Software Upgrade

Backup configuration file
Reboot Management
Reset and Backup @ ?Iﬂlh select ‘ Browse Load configuration file
e

Reset

@ ©Note: 1. After importing the configuration file, the original user configuration in the device will be lost. If you load the
wrong configuration file, the device may not be managed. 2. The power of the router cannot be turned off during the
process of loading the configuration file, otherwise the router will be damaged and unusable. The loading process is

Backup
Log Management
9 g about 20 seconds, when the loading is over, the router will automatically restart

LED control

Network Diagnasis

2. Click Back up configuration file. Then, after the update, click browse to select your file and
Load configuration file.
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Home Page Status Network Wireless Security Application Administration

User Management

System Time © You can save your settings here. We recommend that you back up your configuration file before modifying

the configuration and upgrading the software.
Language Setting

Software Upgrade

Backup configuration file @
Reboot Management
Reset and Backup ?!f:h select ‘ Browse @ Load configuration file @
1

Reset

@Note: 1. After importing the configuration file, the original user configuration in the device will be lost. If you load the
wrong configuration file, the device may not be managed. 2. The power of the router cannot be turned off during the
process of loading the configuration file, otherwise the router will be damaged and unusable. The loading process is
about 20 seconds, when the loading is over, the router will automatically restart

Backup

Log Management
LED control

Netwark Diagnosis

Copyright © STRONG 2024. All Rights Reserved. 78/84



4G+ROUTER1200 - User Guide 79/84

7.LED Control

Your router uses different LEDs on its front side to let you know the status of your network. You can
deactivate the LEDs.
1. Click Administration and LED Control.

STRONG ® = O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

System Time Turn off LED

Language Setting Submit Cancel
Software Upgrade

Reboot Management

Reset and Backup

Log Management

LED control @

LED control ’

Network Diagnosis

2. Click the Turn off LED and Submit
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STRONG ® B 0

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

System Time [TumoffLED q @
Language Setting @ P

Software Upgrade

Reboot Management
Reset and Backup
Log Management

LED control
LED control

Network Diagnosis

8. Network Diagnosis

8.1.Ping

When you use this feature, the router checks if the packets that are sent to the website or IP address
you want to reach is available.

1. Todo so, connect to the Web Ul by following one of these procedures:

e Connecting your Device with an Ethernet Cable and Accessing the Web Ul

e (Connecting to the Wi-Fi and Accessing the Web Ul
2. Click Administration and Network Diagnosis.
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STRONG o B O

Upgrade Logout Reboot

Home Page \ Status | Network | Wireless | Security | Application | Administration

User Management

System Time IP Address or Host Name
Language Setting

guag 9 Protocol IPvd
Software Upgrade

Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis @

Ping Diagnosis | Cancel

Trace Route Test

3. Enter the IP Address and click Submit.
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STRONG ® B O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

©

System Time IP Address or Host Name

Language Setting Protocol IPv4
v

©

Software Upgrade
Reboot Management
Reset and Backup
Log Management
LED control

Network Diagnosis

Ping Diagnosis @ Cancel

Trace Route Test

8.2.Trace

When you enter an IP address or a URL, you can see the route followed by the packets of your LAN to
access the internet and reach a website or the device IP Address you entered.

1. Todo so, connect to the Web Ul by following one of these procedures:

e Connecting your Device with an Ethernet Cable and Accessing the Web Ul
e Connecting to the Wi-Fi and Accessing the Web Ul

2. Click Administration and Network Diagnosis. Then, select Trace Route Test.
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STRONG ® BB 0

Upgrade Logout Reboot

Home Page

User Management

System Time

Language Setting

Software Upgrade

Status | Network | Wireless | Security | Application | Administration

IP Address or Host Name

Maximum Hops | 4

Reboot Management Wait Time = gpgp

Reset and Backup

Log Management

LED control

Protocol = ypp

Network Diagnosis @

Ping Diagnosis

Trace Route Test @

=N

3. Enter the following information before clicking Submit:

Address or Host Name: Enter the IP Address

Maximum Hops: Enter the maximum hops (value between 1 and 64)
Wait Time: Enter the wait time in seconds

Protocol: Choose the protocol
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STRONG ® B 0O

Upgrade Logout Reboot

HomePage | Status | Network | Wireless | Security | Application | Administration

User Management

System Time IP Address or Host Name

Language Setting
Maximum Hops | 44
Software Upgrade (1~64)

Reboot Management WaitTime 500

Reset and Backup

®» W ©

Protocol  ypp

Log Management
LED control

Network Diagnosis

Ping Diagnosis

Trace Route Test @

@ Cance!
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