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1] PRODUCT PRESENTATION

The ATRIUM software is an advanced and powerful access control management tool. It allows an operator to
monitor and manage the system by accessing the ATRIUM controller using a network connection. The ATRIUM
software and the reference manual are available free of charge on our website www.cdvi.ca.

This chapter contains important information concerning the installation and use of this software.

Manage up to:

e 500 Doors

e 10,000 users

¢ 10,000 cards

e 1,000 Access Levels

e 250 Schedules each supporting 100 time periods
e 100 Holidays

e 256 Floors (Elevator Integration)

cdvigroup.com
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2] NOTES AND RECOMMENDATION

This section describes how to install the ATRIUM software on a computer, start the application, register your
product and add a controller.

COMPUTER REQUIREMENTS

The ATRIUM interface is designed to operate with computers running a suitable Windows operating system as
detailed in the “"Operating System Requirements”.

Intel i5 Processor 4.2 GHz or better

8GB RAM (16Gb recommended for superior performance)

500GB of Hard Disk (SSD recommended for superior performance)

Ethernet access either through physical 10/100 Mbps Ethernet port or WIFI

OPERATING SYSTEM REQUIREMENTS

The ATRIUM interface has been tested on the following operating systems:
e Windows 11

Windows 10

Windows 8, 8.1,

Windows 7 Service Pack 1

Windows Server 20016 R2 Service Pack 2,

Windows Server 2012 R2

Windows Vista Service Pack 2

OTHER SOFTWARE REQUIREMENTS (AVAILABLE ON THE USB):
¢ Windows Installer 4.5
¢ .NET Framework 4.6.1
e .NET Framework 4.8
¢ VC++ 2017 Redistributable
¢ VC++ 2019 Redistributable
e SQL Server Express 2012, SP4
e SQL Server Express 2019

FREE TECHNICAL SUPPORT

For technical support in North America, dial 1-866-610-0102 Monday to Friday from 8:00 a.m. to 8:00 p.m. EST.
For other locations, please refer to last page of this document or visit our website: www.cdvigroup.com.

cdvigroup.com
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3] PACKAGE CONTENTS

e The ATRIUM software and reference manual are available free of charge on our website www.cdvi.ca

4] INSTALLING/UPDATING THE ATRIUM SOFTWARE

To install the ATRIUM software on Windows, you must be logged on with an administrator account.

Ensure the computer has the latest Windows Update installed before installing ATRIUM software.
Failing to do so may cause software installation malfunction. The tolerance of your antivirus may also
cause a malfunction of the software ATRIUM. It is recommended to add both paths in your antivirus
exceptions: C: \ Program Files (x86) \ CDVI Group \ * and C: \ Program Files \ Microsoft SQL Server \
MSSQL11.CDVI_ATRIUM \ *. These paths are created by default when installing the ATRIUM software.

1. First download the ATRIUM software application from www.cdvi.ca then double click on ATRIUM-
Setup.exe to start the installation.

2. Click Next then select "I agree to these terms and conditions” check box and click Next.
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3. Follow the on-screen instructions. By default the ATRIUM software will be installed to C:\Program Files

(x86)\CDVI Group and the database is in C:\Program Files\Microsoft SQL Server\MSSQL11.CDVI_
ATRIUM.

4. Click Finish to complete the installation. It is recommanded to restart your computer to complete the
installation.

An ATRIUM icon is automatically added to your computer desktop.
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5] PROGRAMMING

STARTING THE ATRIUM SOFTWARE

This section describes how to start the ATRIUM software.

1. Double-click the ATRIUM icon on your desktop or click Start >Programs >CDVI Group >ATRIUM
>ATRIUM. The first time you start the ATRIUM software, the “"Account Creation” window will be
displayed.

X ]
,g& Account Creation e

Account: |CDVI Graup

Sawe Cancel

2. Type the name of the new account and click “"Save”.

3. The ATRIUM software “User Login” window will be displayed. Type the Login ID and password for the
selected account. The default login ID and password is "admin”. You can also choose to synchronize
the events from the A22 or A22K controller or not to. Events do not hold any database configuration.

g& User Login é—|

User I'\.Iarr'e:” |

Password:
Events I Synchronize all events - i

([:I Offline Programming )

( Login ) ( Cancel )

Once you have created your account with the default login ID and password. It is strongly
& recommended you change the Login ID and password for security reasons. Refer to the “Accounts”

chapter for account and password management.

4. Click on "Login”.

cdvigroup.com
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ADDING A CONTROLLER

For each new account, the following screen is displayed to indicate that a controller needs to be associated with
the account. To add a controller, proceed with the following steps.

It is recommended to choose as the first controller of a site, one that will be designated as "Master”
controller and to which the doors are connected will be the LEAST busy (less activity).

Out of the box ATRIUM controller is ready for IP connectivity, fifty (50) controller maximum per
account. If you have more than one ATRIUM controller per account, one must be set as the "Master”
controller to manage the other forty-nine (49) IP controllers, defined as “"Sub-Controllers”.

It is HIGHLY recommended that you reserve an IP address in the DHCP server for each ATRIUM
controller. Consult the IT specialist in charge of the network so that he can reserve an IP address for
the ATRIUM controller.

1. Click on Add Controller. The Controller Connection pop up will be displayed.

28 Dashboard Hardware Advanced Configuration Accounts
ofh E H 8 #@ EKNSBhom=s T 0L &

Users Cards || Holidays Schedules Areas Access Levels Operator Programming Rights || Doors Relays Inputs Outputs || Cabs Floors Floor Levels || Events Reports ||  English

Credentials Languages

- System Overview
( roperties ) ( Delete ) ( Replace ) ( Upload Firmware ) ( System Status ) ( Reader Diagnostic ) |, Print i ( Locate | ) ( Synchronize | ) ( Reboot ) ( Factory Defaults

(expand A1l ) ( Collapse All ) (( Refresh status ) (Fing ) No controller connection added.

Connection Properties
. Add Controller

Access Configuration ‘ Control ‘ Cabs Maonitoring

Controtler connection properties i

I: Aulc - Detect J
2. Click the Auto-Detect button to optlom” Display Name
find the ATRIUM controller(s) on Serial Number: |
the network. URL asidress

Saftware Port: | 10000 %
Miodule Connection Key:

3. Select the controller from the list
and click Select.

cdvigroup.com
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The Serial Number, IP Address and Software Port information will be inserted automatically.

.’Eﬁ, Controller connection properties

X

Ve

\

Auto-Detect )

~ Options

Display Mame: |A22 [2-Door Controller]
Serial Number: (1028
URL Address: | 192.188.1.12

Software Port:| 1000¢ [

Module Connection Key: | =

( Save ( Cancel

4. Enter “Module Connection Key” password. The default password is “admin”. Click OK.

The ATRIUM system includes two users, “Installer” and “"Administrator”. The default login ID and
password for “Installer” are “admin”. The default login ID and password for "Administrator” are

“adminl”. Additional users may be added to the system and assigned user rights accordingly. In
addition, the system offers four software “User rights” levels. See below.

SOFTWARE USER RIGHTS

Can do
firmware
update

Can configure
the system

Can add/de-
lete/ modify
users, cards

and PIN

View only

1. Installer

2. Administrator

3. Operator

4. Guest

v
v
v
v

5. Enter the user login ID and Password. Click Login. The application will synchronize with the controller
and expander modules connected to the controller.

.’Ej:‘u User Login

Login ID:

Password:

@
( Login ( Cancel

cdvigroup.com
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ADDING A SUB-CONTROLLER

First, set the main controller as a "Master” controller:

From the Hardware tab, click on the System Overview icon.
Select the main controller from the list and click on the Properties button.

Expand the Advanced Options menu by clicking on the + symbol, then click on the Integration tab.
Click on the checkbox next to “Master Controller”, then click “Save” at the bottom right.

The controller start to reboot and at the end of the process the controller product code will change from A22/
A22K to A22M/A22KM and then you can start adding the other IP controller (49 max. per site) as “"Sub-
Controllers”.

2. Module Properties
General Information TN Settings | Mude of Operation | Card Envollment | TimeZone | E-mail Sestings. |
Display Name: | 22K [2-Door Condreller] Oots Module C fan Key:
Prosduct Code: A L%, tE UMMF ] m
Semal Mumbe: A4 i
Borsmwne Visryson: |4.02 013 MAC Acddrsze! 000 | E-CCARA2 50 S
i T - .
Cateways | 15 T8 . cE Uses HTTPL j
Cubwniet hasle 7
DME IP Addeess (= L
Softmare Pot-| 1000¢ [5] @ Redirect SOK HTTF to SOK HTTPS )
Wb Pt B0 B wew pors | 443 5
- Advanced Dptions |

Monitosing | Primary Powes | Battery [0 Integration ||  icense |
Options
e

GOPR (Detets evants after 90 days) O
Unlock if Arrmed [
D't Sk derming Statue O

| Master Comprolier B8 |

{_Save J (] Cancel

cdvigroup.com
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Click on Add in the Sub-Controllers (IP Clients) menu.

N | Dashboard | Hardware | Advanced Configuration

Accounts

- . L
8§
System Overview Inputs Outputs

Locks Relays Bells

Hardware

1 e Q@ B

Tamper Switch Readers

1 E
-
Gateway Door Handle

” Schlage Wireless |

System 0ver\riev¢r\|

( Properties ) ( Delete ) (: Replace ) ( Upload Firmware ) (: System Status ) ( Reader Diagnostic ) (: Print ) ( Locate | ) ( Synchronize

(: Expand All ) (Collapse All ) ( Refresh Status ) (:-::"s

) Site Connection

4 Connection Properties  Online

(add ) ( properties ) ( Delete )

4 A22K [2-Door Controller] (AA-00-02-F0), MASTER Online Display Name Module Serial # | URL Address | Status
Readers (RS485) A22K [2-Door Controller] | AA-00-02-FO 192.1683.179| (@)
AZ2K [2-Door Controller] (A4-00-30-88), Online —
A22K [2-Door Controller] (A4-00-53-51), Online Tampered Sub-Controllers (IP Clients)
ADH10K [10-Door Handle Ctrl] (AA-00-03-0F),  Online (Add ) Properties ) ( Delete )
Cisplay Name Module Serial # URL Address | Status
ADH 10K [10-Door Handle Ctrl] | AA-00-03-0F 192.168.3.182 .
A23K [2-Door Controller] AA-00-30-88 1921682182 | (@
A22K [2-Door Controller] AA-00-53-51 192.168.3.181 .
i - [ . ]
Click on A_luto petect in the Controller A Controiler Connection L~
Connection window. Click on the A22/
A22K and click Select to confirm. ~Network Settings
You can also manually type in the (L—J Enable )
information if the module is on a
different network. C P ooz )
r Options

Type “admin” into the Password
and Confirm Password fields. Click
Save and your Sub-Controller will
synchronize.

Serial Number: [ 42200154
IP Address: | 192.168.1.64
URL Address:

Software Port:| 10000 -]
WebPort| 80 |

Module Connection Key:

Password: | ==

Confirm Password: | ==

Save Cancel

cdvigroup.com
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UNDERSTANDING THE ATRIUM SOFTWARE

The following chapter presents the structure of the main window of the ATRIUM software including the different
windows, menus, and buttons.

USER INTERFACE OVERVIEW

The main window of the ATRIUM software is shown below.

= Al LIV Le=s - [=] =
Menu—} - | Coitpoadd | i dohanied Doitguaben  Ariouts | ) _ _
. ] b | e =
Ribbon o6t 7 H 8§ i NS5 T G = a8 0. &
Buttons_’ Vhums T || ity Tobmobeias St i s pmeubar Pty Fights | [ovr Bolys byt Cibyarh || Caba Fewon Pl Lot | Dbt | Foesss Bapres | Bagost
Crard . A Lar g Sy |5 v | povigiemry | Wiy |
VOV?:(;‘:V?I_} == Close the Window —p
[m]{hnj[mu-m»m 130 S tomton fhares J | Pt Location Bapat J { 2t |} Lopy Saection | )|
3 - ¥ " ¥ L ! — e
0 | ceamontiaren|Lain At Ll dmapa E | keyuknn | D ] S 'Y T i
« Bl o - T s e o B |mcrepesg a
-~ N EEES st Auusta Level Mmara 201804 00 el G | O M [ S 'Y T )
E) e JEN a3 tmnm| O] 0 [embesd ] [t
| G |eosmeiiins [LeiR: [ ssss Lol Boimpmring | 20200000 000 | o 0 | |
s |28
[+ togend 1
Events
Window | =1 — =~
w i
| A VT AT | Ll b - ATRRI oirn| L Lo, Lbuas 1GR3 IETRIEFS
_!:HWMJU‘L'A’ fl\llﬂtwlawdh:la—w Mocwie RA 0022 19
PS50 SR | D Uonignird Eipin Tewed Erdmmms oes 50 IRGTULER
| o500 <08 Sl | Bt Biwed | Cume ke LB TR BN, sl O8N | TRIETRARES fCT TS 1B LIRSS e S0 5I0ARTIRT ]
E0A-G-18 DR | Door Unipcied Coor Back Uaor (SR ORI T
Alert — — . ———— .
Windows_’ [T—— '"‘- P —T— | j' [rfma (Closs )
mm‘--:qn T T LI, ey | 10 = ! E_.. 0 | maans o (@ [ is
Account Name User logged in Connection Status of KRYPTO
Status Mobile-PASS available

MENU AND RIBBON BUTTONS

The menu gives access to the Dashboard, Hardware, Advanced Configuration, and Languages menus/tabs.
ATRIUM Icon

e About and exit

Dashboard

e Credentials
- Users, refer to page 16.
- Cards, refer to page 25.

cdvigroup.com

11



@CD\" ATRIUM SOFTWARE

Security to Access Version 7.2

12

e Access Configuration
- Holidays, refer to page 32.
- Schedules, refer to page 35.
- Areas, refer to page 40.
- Access Levels, refer to page 44.

- Operator programming rights, refer to page 46.

¢ Control
- Doors, refer to page 48.
- Relays, refer to page 57 (This icon is also available from the Dashboard tab).
- Inputs, refer to page 59 (This icon is also available from the Dashboard tab).

- Outputs, refer to page 64 (This icon is also available from the Dashboard tab).

e Cabs
- Cabs, refer to page 138
- Floors, refer to page 136

- Floor Levels, refer to page 140

e Lockdown
- Configuration, refer to page 143

e Monitoring
- Events, refer to page 66

- Reports, refer to page 68

e Languages:
The ATRIUM software is a multi-language application. Select the desired language from the list.

Hardware

e Hardware
- System Overview, refer to page 72.
- Inputs, refer to page 59 (This icon is also available from the Dashboard tab).
- Outputs, refer to page 64 (This icon is also available from the Dashboard tab).
- Locks, refer to page 88
- Relays, refer to page 57 (This icon is also available from the Dashboard tab).
- Bells, refer to page 90
- Tamper Switch, refer to page 93
- Readers, refer to page 94

cdvigroup.com
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Advanced Configuration

® Programming
- Macros, refer to page 96
- Emails, refer to page 78
- Cameras, refer to page 108
- DESFire Readers, refer to page 112
- Global Settings, refer to page 118
Accounts

e Management
- Accounts, refer to page 168.
- Import/Export (Offline)

OPENED WINDOW AND EVENT WINDOW

To move an opened window, click on the desired window tab and drag it to the desired location on the computer
screen or use the docking arrows to dock it either to the left, right, top, or bottom.

a T - - 0 %
|l | Cuamd | Hadeay A Coskgavias  Aiskest

™D 5 i ¥ i IR E s T .= 8 Q& &

| Usirs ol bbb etbiden e Aiimit il Uprater Poopaewass B | Dmors Folis g G| Cobn Sty B Lvwi | bt | mminines (oslqueibos  bueti Sapadi | irghet

fepire e tsupenrs ! fme | L e sy ) ey

Pop-Up
Window

e e e TelsTl 5 5 S

Docking
arrows

|
' [v wmrssm L ke v
p

1 e L vown s, st | ) o B BO | vavmns | @ T

Once a window has been moved as a pop-up, the docking mode is enabled meaning that each window that will
be opened will be docked as shown in the following picture.

S CE B

= R
|l | dersien | sedesm  spid e i Close the

| = - . ; Selected
i*& A FH S B EASI 0. & / Docked Window

Docked
Window

Select a
Docked Window

cdvigroup.com

13



CDV' ATRIUM SOFTWARE

Version 7.2

Securily to Access

ALERT WINDOWS

The Hardware Alert and Software Alert windows show event status respectively related to hardware and
software events. The following table lists examples of hardware and software events.

Examples of Events

Battery Absent - Module 00-00-00-01

Battery Low - Module 00-00-00-01

Bell Shorted - Module 00-00-00-01

Hardware Door Lock 0 Bypassed by Emergency Input - Module 00-00-00-02
Input 0 Masked - Module Module 00-00-00-02

Tamper Switch Trouble - Module Module 00-00-00-01

etc.

Attempt to write a duplicate card or keyboard code failed. Module SN: 0, object ID: 1
The module 0 already has an active connection.

Module 0 information was successfully changed.

Software Cannot connect to the module 0, User right error.

Communication timeout. Module: 0, synchronizer: 1

Login error: the login ID and/or password are wrong.

etc.

CONNECTION STATUS
Indicates the communication status with the ATRIUM module(s).
¢ Online: Connection established with the controller.
¢ Offline: Connection not established or lost with the controller.
e Synchronizing: Synchronizing the computer and controller data.

¢ Limited Connectivity: Communication is established, however one or more ATRIUM modules is
offline.

14 | cdvigroup.com
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TYPING NAMES AND NOTES

1.When changing the name of a system component in the ATRIUM software windows (i.e. name of a
door, user, relay, etc.), ATRIUM will immediately refresh the screen.

2.Please note that ATRIUM supports up to 15 (first and last names) or 31 (other labels) characters for
text fields and up to 1000 characters for Notes fields.

REQUIRED FIELDS
Fields surrounded by a red frame are either required fields or fields in error.

For example, the Display Name, Format, and Hex fields from the Card Properties window are mandatory
(required) fields.

A field in error prevents from saving changes and closing the window.

g& Card Properties
~General Information m
Display l\ame:l I r Options
State: (L'_J Enabled ) (._'_J Grants Access )
User: ( = | ) ( Add ) (D Lost )
Activation: | 2022-04-19 00:00 =] (D Stolen )
Expiration: | None |“| (D Pragramming Card - Card Enrollment Mode )
r Numb (D Macro Activation on Double Swipe )
- L ]
Format: ( 26-bit v) I ev “Lockdown Option
Number:| I | Lackdown: (Not Used ")
I-ex:| | ( Program ]
Mz fingerprint or face associated with that card number

cdvigroup.com 15



CDV' ATRIUM SOFTWARE EN

Version 7.2

Securily to Access

16

USERS

Programming a user allows to define the details pertaining to the user. Any individual that needs to access an
area (room) must be defined in the system as a user. Once defined, a card can be assigned to a user.

From the Dashboard tab, click on the Users icon. From this window, a user may be added, edited, or deleted.

'm'[

Agteis Ll Blhmind I 2GT-0 D000 O Sytabeanced

Qa|O]
ol|a

Lapired Use Aroem Lavet Kapy =]
I Broggiest lser Aspets Lt Amirpt [
-"‘:'d-": Lser 5.{-:|.1 Leer! £-l-r.-'| O _'
i , ) [Provcmaena | Koot s Programeming | 102 o o
[ ¢ 7 [FErem—— o a
yanee Uset e 1T o [=] | m
[ aoamirranon | e P s Lol ™ wr Maonia 0 | O ] ﬂll:ﬂ
) [beimaiin |UME | Acces beveh ey e o100 T ™ ' r..'-l:ﬂ

= Legend
ih«l«w—- l:‘-w:-mnwm ﬁ'{m @Awnn- ﬂ""" @w

b'-‘ mmmmm @mmw G.l.pmnbmn hotvation Cuie

Engeted

The following users are defined by default:

o INSTALLER USER: This user is active by default, can program cards and has a system and
web access login. This user is usually the System Installer that configures all hardware related
configurations. The installer usually defines along with the owner the perimeters of an area that
needs to be protected by an access door and also define with the owner or system manager, the
different access levels and access schedules.

o ADMINISTRATOR USER: This user is active by default, can add / delete cards and users, has
the ACCESS LEVEL ALWAYS and has a system and web access login. This user is usually the
system administrator or manager, the responsible to add and delete user in the system. The
ADMINISTRATOR USER also defines the access levels, the operator programming rights, the
schedules, the holidays and the different access rights of all the other users.

¢ PROGRAMMING USER: This user is active by default and is used to add new cards to the system.
Whenever the CARD ENROLLMENT mode is used, all the new cards programmed will inherit the
programming of the user associated to the PROGRAMMING CARD. It is also possible to define
multiple PROGRAMMING USER with different configuration and access rights. With this, it is then
possible to program different PROGRAMMING USER allowing easy USER programming with a specific
template.

cdvigroup.com
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ADDING A USER

From the Dashboard tab, click on the Users icon and click on the Add button.

General Information

ﬁ"ﬁ-\\ User Properties —
r General Information Credentials\]/ Access Levels 1/ Custom Fields 1/ Euents]/ Ernal'l-\l
First Mame:
Last Mame:
User Type
= RE Visitor ) ||| Enabled [ License [ ievo [ 1D | Display Name | Number Dec) | user | Actiation Date [ expiry Date | Lost [ stoten | progre
(@ Enabled )
Activation: | 2022-04-2100:00 B
E:<|Jira:ic>n:| Nane m|

L/ Save ) l/ Cancel )

Basic and Advanced View

First Name: Indicates the first name of the user. A maximum of 15 characters is allowed.
Last Name: Indicates the last name of the user. A maximum of 15 characters is allowed.

User Type (Visitor): Indicates that this user is tagged as a visitor. An icon will be displayed next
to this user in the grid.

Enabled: When selected, indicates that the user is active.

Activation Date: Indicates the date the user becomes valid. Enter the year, month, day and time
of the day the user becomes valid or click on the calendar icon and select the date and time. The
user will become active at selected activation date and time.

Expiration Date: Indicates the date the user becomes invalid. This is useful for personnel on
contract which would require an access for a specific period of time. Enter the year, month, day and
time of the day the user expires or click on the calendar icon and select the date and time. The
user will expires at the selected date and time. For permanent users, do not select an expiration
date (leave the field empty).

cdvigroup.com
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g& User Properties Ié]
r General Information |/ Home 1/ Custom Fields 1/ Events 1/ Email 1/ Notes W
First Narme: | e Credentials \l/ Access Levels \I/ Floor Levels \If Work )
Last Mame:
User Type | (ardsY PlNY System Log in\l
@ CD - ) [ Assign ; [ Unassign ) [ Add ; [ Properties )
License | ievo | Display Name | Number (Dec) | Number (Hex) | MIFARE® DESFire® CSN. (Hex) | User | Activation Da
(% Enabled )
e 5
(g Allow Extended Time )
(D Master Attribute - Card Enrollment Mode )
- - -
kD Overrides Anti-Passback )
(D Overrides Interlock )
CD Can Arm )
CD Can Disarm )
(I ] Owerrides Time-Delayed Unlock )
Activation:| 2024-05-06 00:00 a|
E:-:pira:ion:| None E|
Language: (Engll'sh V)
- Counter
(o Enabled )
Walue: ] :
Expiration:| None
~ Double Swipe
(D Floor Unlocked/Locked Owverride on Double Swipe )
m l/ Save ) l/ Cancel )

¢ Allow Extended Time: When a user is granted access to a door, the door will remain unlocked for
the period defined by the door’s Unlock Time. When Allow Extended Access is enabled, the door will
remain unlocked for the duration of the door’s Extended Time in addition to its Unlock Time. This
option is particularly useful for individuals that may require more time to access the door.

o Master Attribute Card Enrollment Mode: Enables this user’s card to activate “Card Enrollment”
mode when a second card, which has the "PROGRAMMING Card” option activated, is presented to
the same reader within 5 seconds.

e Overrides Anti-Passback: When selected, indicates that the user will override anti-passback.
¢ Overrides Interlock: When selected, indicates that the user will override interlock.

e Can Arm: When selected, indicates that the user can arm the integrated alarm system.
See “Integration tab” on page 43 for more detail.

e Can Disarm: When selected, indicates that the user can disarm the integrated alarm system.
See “Integration tab” on page 43 for more detail.

e Overrides Time-Delayed Unlock: When selected, indicates that the user will override Time-
Delayed Unlock.

e Activation: Indicates the date the user becomes valid. Access rights are permitted.
o Expiration: Indicates the date the user becomes invalid. All access rights will be denied.

e Language: ATRIUM supports several languages. Select the language this user will use when
accessing the ATRIUM software or web server. The user must have a system login ID and password.
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e Counter: When selected, this enables the counter for any Card or PIN associated with the user,
limiting how many times the user can pass through designated doors.

e Counter Value: Set the number of times the user can pass through selected doors.

- To activate the decrement counter, select Decrement Counter on Card or PIN on the
side of of the door with the reader (see Doors p. 46).

¢ Expiration: Indicates the date the user counter becomes invalid. The Expiration Date overrides the
Counter value. The User is denied access when the counter reaches zero (0) or the when expiration
date has passed. Whichever comes first.

¢ Double Swipe (Floor Unlocked/Locked Override on Double Swipe): Indicates that the user
can sequentially unlock, lock and return the floor to its normal state by swiping the cab reader twice.

cdvigroup.com
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Credentials Tab

The Credentials tab allows to assign/unassign card(s), a PIN code (optional) and an ATRIUM system login to a
user (optional).

Basic View

| Credentials Wf Access Levels \lx Custom Fields \lx Events-\r Em ail-\l

R .ar::!&?lf PINW
(assign ) ((Unassign ) (CAdd ) ( Properties )

Enabled | License [ ievo | 1D | Display Name | Number (Dec) | User | Activation Date | Expiry Date | Lost | stoten | Progr=

Cards

e Assign: To assign a card to this user, click on the Assign button and select a card from the list. The
cards are listed with the following information: Active, ID, Display Name, Number, User, Activation
Date, Expiry Date, Lost, Stolen, and Programming Card. Valid and invalid cards are listed and can
be selected but a card will not be operational until its status is changed to Active.

e Unassign: To unassign a card, select a card from the list of cards and click on the Unassign button.

¢ Add: To add a new card, click on the Add & Assign button. Refer to "Adding a Card” on page 26
for more information.

¢ Properties: To edit a card, select a card from the list of cards and click on edit. Refer to "Adding a
Card” for more information.

X}
Credentials\lf Access Levels\f Custom Fields\/ Events\/ Emal’I\I
r Cards PIN
[ ————— Resnacoae T )
Code
Confirm Code:
Lockdown (Not Used ')
l/ Save ) l/ Cancel )

PIN

e Assign a Code: When selected, allows to assign a code to access a door that is configured to use
keypad codes.

e Code: The code must contain five digits and must be unique. Each digit can be any numerical value
from zero to nine.

e Confirm Code: Re-enter the code for confirmation.

e Lockdown: Allows to assign the code to start a lockdown, stop a lockdown, grant access or area
secured.
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EN ATRIUM SOFTWARE @CD\"

Version 7.2 Security to Access

Advanced View

|'f Home T. Custom Fields \/. Events T. Email ‘f Notes W
(" Credentials T. Access Levels ) Floor Levels ) Work W
Cards PIN System Loginw
(‘:‘ ............................. el ﬂ)
Login ID:

Password:
Confirm Password:

Password Hint:

Rights: (Administrator ')

Operator Programming Right: ( )
ka Allow software access )

ka Allow web access )

(D Allow 50K access )

(D Start Lockdown )

([ ] Stop Lockdown ]

U:I Grant Access (Maintain Lockdown) ]

(D Area Secured (Maintain Lockdown) )

l/ Save ) lf Cancel )

System Login Tab:

e Assign a Login: Select this check box to enable the access to the PC and/or ATRIUM’s Web server
for this user.

¢ Login ID: Enter a login name that will be used to access the PC and/or ATRIUM’s Web server. Up to
31 characters are allowed.

¢ Password: Enter the password that will be used to access the PC and/or WATRIUM’s Web server..
Up to 31 characters are allowed.

¢ Confirm Password: Re-enter the password for confirmation.

e Password Hint: Enter a password hint that will help you remember your password in case you
forget the password.

e Rights: Select one of the four software user rights levels. See page 8 for more information on
the software user rights.

¢ Operator programming rights: The operator programming rights becomes active once the user
right "Operator” is selected. Choose one of the operator programming rights available. See page
46 for details about the operator programming rights.

¢ Allow Software Access: When selected, gives access to the PC version of the ATRIUM software.
o Allow Web Access: When selected, gives access to the Web server.

e Allow SDK Access: When selected, gives access to the SDK.

o Start Lockdown: When selected, gives the user the ability to initiate a lockdown.

e Stop Lockdown: When selected, gives the user the ability to stop a lockdown.

e Grant Access (maintain lockdown): When selected, grants the user access while maintaining
lockdown.

e Area Secured (maintain lockdown): When selected, allows the user to secure an area while
maintaining lockdown.
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Access Levels Tab

The access levels tab specifies the area(s) in the building the user will have access to and during which time
periods.

|/ Credentl'ale . Access LeveIsY Custom FieldsY E\renisY Ernal'lw
~Access Levels

Enabled | Display Name | 1D | Synchronization State |

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 44. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

¢ Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

¢ Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to "Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 44 for
more information.

Custom Fields Tab

In the Custom Fields tab you can customize up to 6 regular fields and 2 fields for dates. As examples, a
custom field for employee number, passport number, credit card number, birthday, etc.

r Credentl'ale Access I_evele_, Custom Fields\r EvenisY Emal’l‘w

~ Custom Field Information

Mame ‘alue

nter a field name | Enter a dote ﬂ‘

( Save ). ( Cancel )

22 | cdvigroup.com



EN‘ - ATRIUM SOFTWARE @CDV|

Version 7.2 Security to Access

Events Tab

The Events tab lists, in real-time, the selected user’s related events. Refer to "Events” on page 66 for more
information.

[ Credentials | Accesslevels |  Custom Fields |~ Events | Email |

(_print ) (Fine ) (@ Detailed View ) (O Fitters )

Email Tab

The e-mail entered in this field will be the one used to send KRYPTO Mobile-PASS. One e-mail per user is
allowed.

|/ Eredentiale Access LeveIsY Custom FieldsY Euenis\l/.i E"‘aiﬂ
Email

Advanced View

Floor Levels Tab

The Floor Levels Tab tab specifies the floor(s) in the building the user will have access to and during which
time periods.

( Home Y Events Y Email Y Notes
(

Credentials Y Access Levels YJ Floor Levels Y Work
Floor Levels

ign ( Unassign ) ( Add ) ( Properties )

Assign: Click on the Assign button and select the floor level(s) to be assigned to the user. For more
information, refer to “Floor Levels” on page 44123. If two or more floor levels are assigned to a
user, access is granted as long as one of the defined floor levels is valid when the card is presented.

¢ Unassign: Select a floor level from the list and click on the Unassign button to revoke this floor
level for the user.

¢ Add: Allows to define a new floor level. Click on the Add & Assign button to add a new floor level.
Refer to “Adding a Floor Level” for more information.

¢ Properties: Allows to edit a floor level. Refer to “"Adding a Floor Level” on page 44123 for more
information.
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Work Tab

The Work tab allows to enter the user’s professional contact information.

( Home Y Events Y Email Y Notes

( Credentials Y Access Levels Y Floor Levels ‘] Work
~Work Information

—

Company: ]
Title:
Street:
City:
State/Province:
ZIP/Postal Code:
Country:
Phcone Number:
Mobile Number:

E-mail Address:

Home Tab

The Home tab allows to enter the user’s personal contact information.

( Credentials Y Access Levels Y Floor Levels Y Work

Home Y Events Y Email Y Notes

——

r Personal Information

Street: [

City:
State/Province:
Z|P/Postal Code:
Country:

Phone Number:
Mobile Number:

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a

log of what settings were changed and when they were changed.

Save and Cancel Button

Use the save button to save changes or the cancel button to ignore changes.

MODIFYING A USER

Select a user from the list and click on the Properties button. See “Adding a User” for more information.

DELETING A USER

Select the user from the list and click the Delete button. A dialogue box will appear requesting confirmation.

Administrator and Installer users cannot be deleted.
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CARDS

Allows to define the details pertaining to the card. The card may be associated to a user directly from the Card
Properties window while defining the card or later from either the Card Properties or User Properties windows.

From the Dashboard tab, click on the Cards icon.

o Cards |

= =

I'T

i | 'I-. ( Baten ;m] rnwntlm PASS Fapeen j{_m T ansim=’] (Cardl Norsbe E-:p-urr-l Coy Seexmn i

E [P 00 m:m:m‘-mul mt-q.m 01D !‘ \.,mmp.-.;u-u
B8 I8 L"':'J-'S'B-E-SE- 6-1-|-| N!EJP?"BE 17 ) a a o Eynfipae
ﬂ Mmmn:rmww% '.n: 'Hlmld dml ARCADH 2 u] ] Syrshuenies
= =] o =]
B8 g Z" - LESER INSTALLER | 202 a 0 ] Syrachpeited
| =2 Unvrmign Caed 1"'" !5\5 "Bm a in} a Syruchueaed
1] Linnusign M ZHOTHMTA TR TS | ASCEMTFERLBAIH oo o nehinnied
B yhpuleth TREEEIER TERITE LFELR TNETALLER | 36013-53-02 ﬂdﬂ\!i 0o-Io-psnany| O a [ Fyrchipnized
r
= Legend
'M ‘lwwimurl'unu E (hvar el TP RD Mickae-PAST ar RN, s e
=
Al st Loctson ﬂf"‘mm‘"‘" [ AT M- Pk 0 ) o cototer unesiable 'L v Fsce univatale
Card Enrolh
{l;_.' ] Gl oot |r.n¢n-] L ]_ :'

General Information
¢ Add: Allows you to add manually a new card in the ATRIUM system.
¢ Properties: It will open the “Card Properties” window of the selected card.
o Delete: Allows you to delete selected cards from the ATRIUM system.

e Batch Loading: Allows you to quickly add up to 500 sequentially numbered cards to the system.
See page 29 for details.

e KRYPTO Mobile-PASS Report: Creates a printable report on the Mobile-PASS credentials in the
ATRIUM system. Available, Pending and Assigned Mobile-PASS credentials are identified in the
report. The report can also be exported in several common file formats.

¢ Print: Allows you to print a simplified or detailed report of the cards of the ATRIUM system.

e ievo Report: Creates a printable report on ievo biometrics credentials in the ATRIUM system. The
report can be exported in several common file formats.

¢ KRYPTO Mobile-PASS Status: Displays the number of KRYPTO Mobile-PASS available and pending
for the ATRIUM system.

e Card Number Display: Allows you to display card numbers in decimal, hexadecimal or both.

e Copy Selection: Allows you to copy your card selection from the grid and easily paste it into Excel.
By default the following cards are defined:

e MASTER Card: This card is active, no expiration date, 26-bit format, and is assigned to
USER Administrator.

 PROGRAMMING Card: This card is active, no expiration date, 26-bit format, has the Programming
Card option enabled, and is assigned to USER PROGRAMMING.

A card set as a Programming Card cannot be used as an access card.
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ADDING A CARD
The card may be added either using the Add button or the “Card Enrollment mode”.

Cards may also be added sequentially using either an access card followed by a programming card or
the on-board MODE button; refer to the 2-Door Controller instruction manual for more information.
The access card must be assigned to a user having the option “Can Program Cards” selected; refer
to “User General Information” on page 17. The programming card must have Programmming Card
enabled; see “"Options Tab” on page 27.

From the Dashboard tab, click on Cards, and click on the Add button.

- X
fé\\ Card Properties
~General Information Options 'If Notes
Display l\al‘"le:| | - Options
State: (B4 Enabled ) (D Grants Access )
I's I's
User: (_ = | ) % Add ) (D Lost )
Activation: | 2022-04-19 00:00 B (O Stolen )
Expiration: | None |“| (D Pragramming Card - Card Enrollment Mode )
 Number (D Macro Activation on Double Swipe )
Farmat: (26-bit ') e
I ev r Lockdown Option
Number: I | Lockdown: | Not Used ‘)
I—ex:| | ( Program )
Mz fingerprint or face associated with that card number
l/ Save ) l/ Cancel )

General Information

Number

Display Name: Identifies the card throughout the ATRIUM software. We recommend using a name
that is representative of the card.

Enabled: When selected, indicates that the card is active.

User: Allows to assign this card to a user. You can leave this field empty allowing you to assign this
card to a user in the “Users” menu.

Activation Date: Allows to enter the date the card becomes valid. Enter the year, month, day and
time of the day the card becomes valid or click on the calendar icon and select the date. The card
will become active at selected activation date and time.

Expiration Date: Allows to enter the date the card expires. This is useful for personnel on contract
which would require an access for a specific period of time. Enter either the year, month, day and
time of the day the card expires or click on the calendar icon and select the date and time. The card
will expires at selected date and time. For permanent cards, do not select an expiration date.

Format: Choices are 26-bit, Mifare Classic or DESFire EV2, KRYPTO Mobile-PASS and many other
format available.

Number and Hex: You will be able to find the card number displayed in the events once read by a
card reader. Depending on the format selected, the card number may contain a family code.

ievo “"Program” button: Fill in the first name, last name and assign the card to a user before
using the biometric integration option. Refer to page 151 for details of ievo biometric integration.
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Options Tab
e Grant Access: When selected, the card is used for access control.
e Lost: When selected, the card status becomes lost.

e Stolen: When selected, the card status become stolen.

When the Lost and/or Stolen check box is selected, the card’s privileges are indefinitely revoked
without having to deactivate or remove the card from the database. As soon as you click Save, the
card can no longer be used until its option status is changed.

¢ Programming Card (Card Enrollment Mode): When selected, allows to use this card to add
cards sequentially through a door reader; refer to the 2-Door Controller instruction manual for
the card enroliment procedure using the MASTER and PROGRAMMING cards. Each card added
will be assigned to a new user that will have the same access levels as the user assigned to the
Programming Card.

A card set as a Programming Card cannot be used as an access card.

¢ Macro Activation on “"Double Swipe”: When this option is selected, a double swipe of this card
will activate a macro from a door type double swipe event trigger. This macro outcome can activate
a command linked either to a door, a relay, an input, an output, a lock, etc. (see p.92 for “*Macros”).

A Macro Properties -
Ceenarsal Indormation
Cesplay hame: Dpen the Lignt on Double S i Hﬂ.ﬂw
(& e =3
Saacite | Schaduls Aegy ] = I- ‘J ]!
Teigges Ewent if
Tror: | Doon b
Feant: { Diouble Swipe .‘J
Entrry. { KOET (AA-00-00-80-2) ==
L)
Chui et
Type: { Rewrs -
Com=wrd. | Brireabs Rebiy '.J
e e I
Taavr ) { Cancel i

Lockdown Option

¢ Lockdown: Allows the assigned card the ability to start lockdown, stop lockdown, grant access
(maintain lockdown) or keep area secured (maintain lockdown).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.
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MODIFYING A CARD
Select a card from the list and click on the Properties button. See “Adding a Card” on page 26 for more
information.
DELETING A CARD
To delete an existing card, select the card from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
ADDING A CARD FROM AN EVENT
A card may also be added from an Access Denied event. When an unregistered card is used the door will not
open and the system will record the event.
i m]
(view Owtaits } (ot ) (8 Access [[@) (T securny [0 (@ atooms W) (01 Trouvles JE) (3 Lockaown [0} (O owess JO0)
2018-08-21 DE2800 | Do Unkocked Lser: LISER ADGINISTRATOR =l
201H-08-21 (R0 | Acoess Granted User LISEH ADMINESTRA RASTER
: —T“"‘l-L: AR
2008-08-21 0823217 | Acoess Denied Area AZ-20-1F-TT: Ases Doof 01, door: A2-20-1F-77: Dodd 01 | Cas 1224177 (Hex: 15E6H) [Unkneram card) t Add :I I
.:-!J-..'. L-.. rirn i c! rea i - L oof O, Soat A S0 1777 Dhes
| 32 3 Ao A !
| -HWEM O, doeor: A2-20-16-77: Dood 10 | User: USER ADMINISTRATOR
: Bear 01 : Lger, ISER ADMINGSTRATOR
Area AZ-2O-1E-TT: Adea Dioos (1, oo A2-20-1F-77: Deca 01 MMM—MIEEME ER
A 7T 1577 [ User LISER ADMINISTRATCR
Door: AZ-20-11-T7: Deor 01 i Lisar LISER, ATMINISTRATOR. =
Locate the desired event with the unknown card and click the Add button.
A Card Properties =N
~General Information m
Display Name: [[33CEED5E857D52] | ~Options
State: (EI.' Enabled ) (EI: [ — )
User: C = | ) ( Add ) (D Lost )
Activation: | 2022-04-2100:00 E] (O Stolen )
Expiration: | None |E| (D Programming Card - Card Enrollment Mede )
 Number (D Macro Activation on Double Swipe )
Format: (_MIFARE DESFire EV2 -) :
— r Lockdown Option
Hex: 33CEEDSESSTDS2 Lackdown: (Not Used v)

Save Cancel

The card number will fill out automatically. Then assign the card to an existing user with the drop-down menu

and click "Save”.
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Or click "Add” to create and assign to a new user. The User Properties window will pop up. Fill out the fields in
red (first name and last name) then “"Assign” its access levels or create a new access level by clicking "Add”.
Click Save to record changes.

[ X |
gfé\ User Properties
r General Information Credentials | . Access Levele Custom FieldsY EventsY Ernal'l-\l
First Name:| I — Access Levels

Last Marme: | (—:Assign (ﬁnassg*

User Type
:-J@E Visitor ) Enabied [ Display Name [ 1D | synchronization state |
@ Enabled )

Actl'vation:| 2022-04-217 00:00 m|

Expiration:| None m|

Finally click Save in the Card Properties window to finalize the assignment of the new card.
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CARD BATCH LOADING

This convenient option is used to quickly add up to 500 sequentially numbered cards to the system. This feature
is compatible with most common proximity access card formats.

The cards can be:

e Assigned to Users at a later time (Create Unassigned Cards)

e Assigned to a new User for each card (Create 1 User per Card)

e Assigned to a single existing User (Assign Cards to Existing User)

An “unassigned card” is a card that has NOT been “assigned” to a User (card holder). An unassigned
card will not be granted access to any door. Door access rights are given to Users, not cards.

- x|
.”é\ Batch Loading Properties -
- General Information

Batch P'efix:| Batch |
State: CD Enabled )
Activation:| 2023-03-24 08:06 a|
Expiraﬁon:| Nowe ﬂ|
Quantity: 1 ij‘
Family/Facility/Site number: =
First number: =
Format: <26-hit V)
Options

(® Create unassigned cards )

C Create 1 User per card )

- _ e

i Assign cards to existing User )

Additional Information
Access Levels: CSeIe:t Item | )
Floor Levels: CSeIe:t Item | )
-
s B
l/ Create ) ( Cancel

General Information

Batch Prefix: Series of characters (up to 20) placed before the card number to optimize card batch
management. For example; put the word “Visitor” for a set of cards dedicated to company visitors.

State: By default, all cards created by batch will be active (Enabled). Uncheck "Enabled” to create a
batch of cards that will be inactive.

Activation: Enter the activation date for the cards you will create.
Expiration: If needed, enter an expiration date for the cards you will create.
Quantity: Enter the number of cards to create (maximum 500).

Family/Facility/Site Number: Enter the facility number (family code) for the cards to create
(ex: Wiegand 26-bit will be number from 001 to 256).

First Number: Enter the starting number of your card sequence.
(ex: Wiegand 26-bit will be any number from 00001 to 65536)

Format: Select the card format (26-bit, 30-bit, 44-bit, KRYPTO Mobile-PASS, etc.).
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Options
¢ Create Unassigned Cards: When selected, this option will create unassigned cards only. The cards
will appear in the “Cards” menu but are not assigned to a user. When a new user (card holder) is
added to the ATRIUM database, simply click the “Assign” button in the “Credentials” tab to select an
unassigned card from the list to assign it to the User.

e Create 1 user per Card: When selected, this option will create one user per card. You can also
assign an access level for all users that will be created. See the “Additional Information” section
(shown below) to automatically attribute an access level to the created users. Each new user will be
named according to the facility number and card number.

¢ Assign Cards to Existing User: When selected, the created cards will be assigned to the same
user. See “Additional Information” to select the user.

A detailed report will be displayed at the end of the batch loading process if one or more cards to be
added already exist in the system.

Additional Information

e Access Levels: Select the access level to which all created users will be assigned. This option is
only available when “Create 1 user per card” option is selected.

¢ Floor Levels: Select the floor level to which all created users will be assigned. This option is only
available when “Create 1 user per card” option is selected.

¢ User: Select the user to which all created cards will be assigned. This option is only available when
“Assign Cards to Existing User” option is selected.

CARD ENROLLMENT
This option allows to add one or multiples cards sequentially through the selected door reader.

To use the card enrollment feature:

1.Select the “Listen for New Cards on Reader” check box to enable this feature.
2.Select a card reader from the list.

3.Present, one by one, the new cards to be added to the system.

4.For each card presented, a card properties window pops up.

5.For each card, set its name and configure the other parameters as required. See “Adding a Card” on
page 26 for more information. Each added card has the following settings by default:

e Enabled

e Not assigned

¢ No expiry date

e Card number and format automatically set

6.Click on Save to complete the addition of the card.

The card enrollment mode ends when no new card is presented for 5 minutes or when the “Listen for
New Cards on Reader” check box is cleared.
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HOLIDAYS

Holidays define which days in a year are considered as exception. Holidays can be included or excluded from a
schedule (refer to “Holidays Tab” on page 38). The holiday is defined by selecting both the start date and time,
then the duration. The holiday can be configured to repeat every year. The holiday can be configured to be the
same day of the week based on the week the holiday occurs (for example, the first Monday of September).

From the Dashboard tab, click on the Holidays icon. From this page, holidays may be added, edited and

deleted.

Holidays

(Add ] ( Properties ) ( Delete ) ( Print N ) (F:'.-::’

)

Enabled | Display Name | ID | Date Start Time | Duration | Synchronization State
] Mew Year 1 | Occurs on 2011-01-01, repeats every year. | 00:00 01:00:00 | Synchronized
] Christmas 2 | Occurs on 2010-12-25, repeats every year. | 00:00 01:00:00 | Synchronized
By default the following holidays are defined:
e New Year
3 T
.”g\*\. Holiday Properties I
|5 Enabled :l Nute-sw
~General Information r Notes
Display Mame: |MNew Year
 Holiday Properties
(» Day: :l | 1 H of f'JEmuarj.’v )
( Relative Day: ) (F rst )(Sun:la;- )(JEIL ary )
Start Time:| 00:00 B
Duration (DD:HH:MMK) | 1.00:00 €]
li QOccurs on Year :] | 2011 ,
Ccours on 2011-01-01, repeats every year,
{ -~ 1} { - . %
¢ Christmas
n"ﬁ-\\ Holiday Properties -
(& Enabled ) Notes
r General Information r Notes

Display Marmne: Christmasi
~Holiday Properties

@ D[ 5E

of

l/ December~ )

l/ Relative Diay: | le-:-_'t-'

) ( Sunday ) C December )

Start Time:| 00:00 ]
Duration (DD:HH:MM) | 1.00:00 @&

s =
% Oceurs on Year ) | 2010

®  Occurs Yearly )

Cceurs on 2010-12-25, repeats every year.

e v
Save [ Cancel )
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ADDING A HOLIDAY

From the Dashboard tab, click on the Holiday icon and click on the Add button.

.’lﬁ-\‘x Holiday Properties

C Enabled

i

 Motes

~General Information

Display Mame: |

)rf Notes |

- Holiday Properties

(e Dy )| [ of

(M ay™

( Relative Day: ( Fourth )

T
A

Sunday )Lir1 )

o | B

Start Time: | 00:00
Duration (DD:HH:MM)| 1.00:00 5

g E—
{ Dccurson\‘ear) 02

(o Occurs Yearly )

Oceurs on 2021-05-25, repeats every year.

P i Fs

General Information

+ Enabled: When selected, activates the usage of the holiday.

* Display Name: Identifies the holiday throughout the ATRIUM software. We recommend using a
name that is representative of the holiday.

e Day: Enter the date of the holiday (day and month)

* Relative Day: Enable “Relative Day” if the holiday occurs always the same day of the week.
Select the day of the week the holiday occurs. The date entered in the Date field will be used to
automatically adjust the holiday date based on which day the holiday occurs. For example if the
holiday occurs on the third Monday of May, the date will be adjusted to respect these criteria.

e Start Time: Enter the time the holiday starts (hh:mm).
e Duration (dd:hh:mm): Enter the duration of the holiday (dd:hh:mm).
e Occurs on Year: When selected, the holiday will be effective in the year specifically chosen.

¢ Occurs Yearly: When selected, repeats the holiday every year.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

cdvigroup.com
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MODIFYING A HOLIDAY

Select a holiday from the list and click on the Properties button. See “Adding a Holiday” on page 33 for
more information.

DELETING A HOLIDAY

To delete an existing holiday, select the holiday from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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SCHEDULES

A schedule can be used to unlock doors, control access to areas, and much more. Schedules play an important
role in the operation of many ATRIUM functions and are widely used throughout the software (see “Where
Schedules Can be Used” below). A schedule is made up of time periods which determine when that schedule
will be valid. Each period in a schedule specifies the days and times the schedule will be valid.

From the Dashboard tab, click on the Schedules icon. From this page, schedules may be added, edited, and

deleted.

[ Schedules |

(o) Crropeses J o ) Com [ I oo )

Display Name 0 | Intervals
| Schedule Mever 1

achedule Alvays i Sanburchay 1, from DRNEND (o DOXDCH

Schedule Prograsmming 3 Saturday 1, from 000000 to 00000k Sunday 1, fram 000000 to 000000 Morday 1, froen 000000 to 000000 Tusesday 1, from 00:00:00 ta 000000 Wednese
9 ta 5 - Monday to Friday 5 Manday 1, frem 00000 to 170000 Tuesday 1, from D900:00 to 17:00:00 Wednesday 1, from 090000 to 1 7:00:00; Thursday 1, frem 090000 to 170000 Frids
Gto 5 - Weekend -] Sunday 1, from O90000 to 1700:00; Saturday 1, from 050000 to 170000

By default several schedules are defined. The Never and Always schedules cannot be modified or deleted.

e Always: This schedule is valid 24 hours a day, 365 days per year including any programmed

holidays.

e Never: This schedule is invalid at all times.

The other pre-defined schedules are not described here. Use the Properties button to see the
parameters of each schedule and to adapt the schedule to your own needs if required.

Where Schedules Can be Used

USED IN AFFECTS REFER TO
Access Levels Areas access “Access Levels” on page 44
Door Unlock Schedule “Schedule” on page 50
Door
REX Unlock Schedule “Unlock Options” on page 48
Macro Macro Schedule “Macros” on page 96
Elevator Integration Floor Schedule “Floor Levels” on page 140
Relays Relay Schedule “Relays” on page page 57
Emails Email Notification Schedule “Emails” on page 102

cdvigroup.com
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ADDING A SCHEDULE
From the Dashboard tab, click on the Schedules icon and then on the Add button.

2 Schedule Properties —
General Informatian Hodd -“]"' Hotes |
Dypilay Hamer |
|::_.: Erabled '} | Monih 19 August 2078 - 19 AUt 2008 | = = | »
Star? Date: J018-08-12 n; 19 Sunday _EJ Mandiy i!i Tusessdary _22 Wedneiday 23 Thursday 24 Friday 25 Saturday
yoke Length {ray) T L
Y
00
00
200
B0
e
2100
Couble-dick calendar grid to add a time period.
Zoom -~ :
I{ =) Go o Seart Date )
[ Seve } | Canel i

General Information

o Display Name: Identifies the schedule throughout the ATRIUM software. We recommend using a
name that is representative of the schedule.

o Enabled: When selected, activates the schedule.

e Start Date: Enter an initiating date for this schedule (yyyy:mm:dd) or select a date using the
calendar icon next to the Start Date field. The schedule starts at the date specified.

¢ Cycle Length (days): The schedule is repeated after the number of days specified. The Schedule
tab displays up to 7 days at once. If the schedule is based on more than 7 days, use the right/left
scrolling arrows located at the top right of the window to access the other days.
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Schedule Tab
The schedule tab allows to set the time period(s) per day.

j'-- kht-dule\[f Hnlidly:\[’ Nntu-‘|

Waek. ||  Month | 19 August 2016 - 19 August 2018 | + | = | » |

19 Sunday 20 Monday |?:1 Tuesday 22 Weadnesday 23 Thursday 24 Friclay 25 Saiurday
000

000

8:00

18:00

Double-click calendar grid to add a time period.

[E:MXJ] (Con)

Week button: Displays a week-based view.

Month button: Displays a month-based view.

Zoom '+ and “'-"' buttons: Increase and decrease the calendar grid granularity. The granularity
goes from 5 minute to 1 hour increments. The Zoom buttons are only available in the Week view.

Go to Start Date: Brings the display to the start of the schedule.

To add a time period:
1.Double-click the corresponding day in the calendar grid to add a new time period.
2.Extend the created period to the desired starting and ending times.

3.Proceed with steps 1 and 2 to add additional time periods the same day or to other days.

To delete a time period:
¢ Click on the desired time period and click on X to delete the time period.
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Holidays Tab
Allows to include or exclude holidays to/from the schedule. A schedule with an included holiday will remain
valid. A schedule with an excluded holiday will become invalid for the duration of the holiday.

Holidays must be defined first, refer to “Holidays” for more information.

=

[ scnedute | Holidays | Notes |
~Included Helidays (add to schedule)

Cua) C_ D))

1000

~ Excluded Holidays (remaove from schedule)

1000

Included Holidays and Excluded Holidays
An included holiday adds the holiday period to the regular schedule while an excluded holiday removes the
holiday period from the regular schedule.

e Assign: Select the holidays that should be included/excluded in/from the current schedule and click

on Assign.
¢ Unassign: Select the holiday that should be removed from the list of included/excluded and click

on Unassign.

The choice of including and excluding a specific holiday must be exclusive (not both).

¢ Add: Allows to define and add a new holiday. Click on the Add button to add a new holiday. Refer
to “"Adding a Holiday” on page 33 for more information.

¢ Properties: Allows to edit a holiday. Select a holiday from the list and click on Properties. Refer to
“Adding a Holiday” on page 33 for more information.
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Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

MODIFYING A SCHEDULE

Select a schedule from the list and click on the Properties button. See “Adding a Schedule” on page 36 for
more information.

DELETING A SCHEDULE

To delete an existing schedule, select the schedule from the list and click on the Delete button. A dialogue box
will appear requesting confirmation.

cdvigroup.com
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AREAS

Programming areas determines the different access rooms that will be controlled by the ATRIUM system. Once
defined, an area can be assigned to an access level which can be assigned to one or more users/card holders.

Area are an important concept in the ATRIUM system. Instead of giving access to doors, ATRIUM gives access
to areas. Thus, if a user has access to an area, it will be possible for him to access the area using any door that
directly gives access to that area. This avoids having to configure the access for each door individually for this
user.

The ATRIUM Access Control System differs from all Example of Areas
the other access control system on the market

today. The existing access control system

determines access levels based on a door to

door basis while ATRIUM determines access

levels based on areas delimited by doors. This

new method greatly simplifies the programming

of the system. Since an area (room) can consist 02 - President’s
of many doors, with ATRIUM, you only need to Office
tell the system that a group of user has access
to this room (area) or not and not which door

of this room. In some installations, some rooms
can have 10 or more access points (doors).

With ATRIUM, as soon as you tell the system
that a group of user (access levels) have access
to this room, all the door leading to this room
are added. This is also a great innovation when
adding a new door between two rooms (areas).
Since you have already defined the access levels
based on areas (rooms), when you add a new New door between
door between two existing areas, you do not I Production and Shipping

Cafeteria

03 - Conference Room

04 - Production

H

. Door 10
need to modify any of the access levels. The areas

programming is already done, no need to add
this door to the access level. Adding a door thus
becomes very simple and very efficient.

The ATRIUM system then decides to grant

access, or not, to a door only if the destination

room (area) is accessible to this user (defined

in his access level) within the defined access 06 - Server Room
schedule (also defined in the access level). This

principle is similar to crossing borders between

countries. The country decides if you are allowed

to enter insides its borders or not; the same applies to the ATRIUM access control system which decides if you
are allowed to enter in the room (area) or not based on access levels, access schedules and other conditions.

07 - Accounting

05 - Shipping

Door 7

Loading Dock

From the Dashboard tab, click on the Areas tab. From this page, areas may be added, edited, and deleted.

Show Allw

By default one Area per door is defined.
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CONFIGURING AN AREA

From the Hardware tab, click on the System Overview icon. Under the master controller menu list, select
Areas then click on the Properties button.

- General Information

Display Name: I

b Enabled

P

 Anti-Passback

(o Enabled

Schedule: (S-_'|'|ECLI|E Always

S

- — — ;
k..'_J Anti-Passback Delay (minutes): ) |

- s R
ype: | Soft Anti-Passback

P
Reset Schedule: | Schedule Mever

Validation Mode: li'.,s-ar Localization

£55 Area Properties AA-00-30-8B: A22K [2-Door Controller]

-
Integration ‘]

r Alarm

Events)x Notesw

|

(O

Enabled

r Lockdown

(& Enabled

Armed Status Input: (

Alarm Status Input: (

System Control Output: (

Qutput Type: ( Momentary

Pulse time: [4] :

l/ Save ) l/ Cancel

General Information

o Display Name: Identifies the area throughout the ATRIUM software. We recommend using a name
that is representative of the area.
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Anti-Passback

The anti-passback feature is used to closely monitor user movements and prevent tailgating. Tailgating occurs
when a user enters through a door that was opened with another user’s card.

Two subsequent Entries or two subsequent Exits will cause the system to generate an "Access Denied - Anti-
passback violation” event.

¢ Enabled: When selected, indicates that the anti-passback is active.
e Schedule: Select on which schedule the anti-passback will be operational.

o Anti-passback delay (minutes): Anti-passback delay prevents user from entering the same area
twice during a set time duration. This is useful where there is an exit button or turnstile and no
“Exit reader”. It would prevent a user being able to enter an area and hand their card immediately
to a friend or colleague to also gain entry.

e Type: There are two anti-passback, soft and hard. The soft mode will generate an event and access
will be granted, while hard mode will generate an event and the access will be denied.

¢ Reset Schedule: Select on which schedule the anti-passback will reset. Each user that are within
the sector will be given to unknown at the start of each period included in the selected schedule.

o Anti-passback mode: There are two anti-passback modes, “"User Localization” and “User IN/
OUT” mode. "User Localization” mode consists of locating a user in an area of the building at
any time. It is therefore essential to have entry and exit readers on all doors of the building and
to activate anti-passback in "User Localization” mode (default) for each area. “"User IN/OUT”
mode consists of preventing tailgating on the perimeter doors of the building only. It will therefore
be necessary to install an entry and exit reader on all the perimeter doors of the building and
activate "User IN/OUT” mode on all areas leading to the outside of the building. See diagram
below.

¢ Lockdown: When selected, indicates lockdown will be enabled for the area.

The diagram illustrates the
"“"User IN/OUT” mode
scenario. Each building’s
peripheral doors have ENTRY/
Area 1 EXIT readers and area 1 and
(Anti-pmssback 5 are set to “"User IN/OUT”

set to anti-passback mode.
“User IN/OUT”

Area 5 I

) ‘ Door with
(Anti-passback set to
"User IN/OUT" mode) l7 ENTRY/EXIT reader
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Integration Tab

These settings are for the intrusion integration feature and allows each card readers or keypads associated
within the area, to arm and/or disarm an intrusion alarm panel.

These setting will apply only if the “Intrusion (Alarm) Integration” feature has been enabled.
Refer to page 122 on how to activate this feature.

e Enabled: Check to activate this area to arm and disarm the intrusion alarm panel.
e Arm Status Input: Select the input that will be used to monitored the “"Arm Status”
¢ Alarm Status Input:: Select the input that will be used to monitored the “Alarm Status”

¢ System Control Output: Select the relay output that will be used to arm or disarm the intrusion
alarm panel.

e Output Type: Select the relay output type. Typically, momentary output is used for key switch
arming input (Refer to the intrusion alarm panel manual for output options).

e Pulse Time: Enter the relay output pulse delay (in second) that you need for the keyswitch arming
input. Typically, 1 second.

Events Tab

The Events tab lists in real-time the selected area events. Refer to “"Events” on page 66 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN AREA

Select an area from the list and click on the Properties button. See "Adding an Area” on page 40 for more
information.

DELETING AN AREA

To delete an existing area, select the area from the list and click on the Delete button. A dialogue box will
appear requesting confirmation.
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ACCESS LEVELS

Access levels determine which areas in the building a user will have access to and during which schedules. This
is done by enabling the access level and then assigning a schedule to each area.

In order to define access levels, make sure that the schedules and areas are well defined. By default,
there are two schedules defined, always and never, and one area per door is defined.

From the Dashboard tab, click on the Access Levels icon. From this page, access levels may be added, edited,
deleted or do a bulk actions.

" Access Level Management |

@ ( rroperties ) Delete ) (( print I_i

(11 Bulk Actions ) )

Manday to Friday Front and Back| 1 | Smchronized
Access Level Always 2 | Fmchronived
[Acerss Level Programming |3 | Smchroiced
| Weekend Front and Back Docr |4 | Symchrenized
Mever 2 | ¥ymihronized
Out of schedule 6 | Symchronined
(Bhto 1Th 8 | Symchronized

e Access Level Always: This access level has the Schedule Always assigned to all areas meaning

that the access is valid 24 hours a day, 365 days per year including any programmed Holidays. This
access level cannot be modified or deleted.

e Access Level Programming: This access level has the Learning Mode schedule assigned to all
areas meaning that the access is by default valid 24 hours a day, 365 days per year including any
programmed Holidays. This can be modified.

ADDING AN ACCESS LEVEL

From the Dashboard tab, click on the Access Levels tab and click on the Add button.

Access Level Properties ]
e 1 Bl 4 3 _“II
Displey Hame | . | s checkes areas and their sssocisted schedule witl be sdded to the socess bevel once click on Save.
& Enabled ) i Avese ) Apsly st scudhie o dichocked bress I Find 5
c NEECTER| T | G
(Misduke: 00-00-53-59

Frank { Schedule Mever TI_I. o
0020395 o2 (i) ©

cdvigroup.com



EN ATRIUM SOFTWARE @CD\"

Version 7.2 Security to Access

General Information

o Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

e Enabled: When selected, activates the access level.
o Hide/Show Areas: Click to show or hide areas.

Areas Tab

Assign a schedule to each area (doors) to determine which areas in the system a user, having this access
level, will have access to and during which periods. As for example, production employees will have access to
their department between 9 a.m. and 5 p.m. from Monday to Friday. But will not have access to research and
development, marketing or all other departments. An access level can be used for a group of users.

Areas (page 40) and Schedules (page 35) must be defined before creating access levels.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

MODIFYING AN ACCESS LEVEL

Select an access level from the list and click on the Properties button. See “"Adding an Access Level” on page
44 for more information.

DELETING AN ACCESS LEVEL

To delete an existing access level, select the access level from the list and click on the Delete button. A
dialogue box will appear requesting confirmation. The Access Level Always cannot be deleted.

Access Level Bulk Actions

Asvem Ll Mgt |

AL B AVNILY MIW B
e =y T e [ B e Y i I 3l =)

Bulk actions will give you the possibility to assign, unassign, or replace an access level to multiple
users at the same time. Select an access level to display all users with that access level. Then apply
the desired action to all users selected.
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OPERATOR PROGRAMMING RIGHTS

Operator programming rights determine which access levels a user with “"Operator” rights will have access to
create users and cards. This is done by creating a group of access levels.

/l\ In order to define operator programming rights, you must first create access Levels.
-

From the Dashboard tab, click on the Operator Programming Rights icon. From this page, operator
programming rights may be added, edited, and deleted.

| i Dashbonrd | Hardware  Advanced Configuration  Accounts

| B = H § #$ AMNEH(DE T & OL &

Users Cards || Holideys Schedulies Aress  Acoess Levels Operator Progrsmming Rights || Doors Releys inputs  Quiputs || Cabs - Flooes  Floor Levels || Configumation || Events Reports || English

|| Credensisk hivets Cunfiguration J Cantrul Cabse Loghainim || Monitorng | |Largiages
. Uperatar Programming Rights |
(68 ) Crromees ) Cowee I )

ADDING AN OPERATOR PROGRAMMING RIGHTS
From the Dashboard tab, click on the Operator Programming Rights tab and click on the Add button.

,ﬁ\ Operator Programming Right Properties -
General Information (J Access Le\rele Notesj
[ Display Name:” l _ Access Level

[ Assign i[ Unassign ) [ Add i[ Properties )

Save Cancel
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General Information

* Display Name: Identifies the access level throughout the ATRIUM software. We recommend using
a name that is representative of the access level.

Access Levels Tab

Assign access levels to which the operator will have access to create users and cards.

Access levels (page 44) must be defined first.

Assign: Click on the Assign button and select the access level(s) to be assigned to the user. For
information, refer to “Access Levels” on page 44. If two or more access levels are assigned

to a user, access is granted as long as one of the defined access levels is valid when the card is
presented.

¢ Unassign: Select an access level from the list and click on the Unassign button to revoke this
access level for the user.

¢ Add: Allows to define a new access level. Click on the Add & Assign button to add a new access
level. Refer to "Adding an Access Level” for more information.

¢ Properties: Allows to edit an access level. Refer to "Adding an Access Level” on page 44 for
more information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING AN OPERATOR PROGRAMMING RIGHTS

Select an operator programming rights from the list and click on the Properties button. See “Adding an
Operator programming rights” on page 46 for more information.

DELETING AN OPERATOR PROGRAMMING RIGHTS

To delete an existing operator programming rights, select the operator programming rights from the list and
click on the Delete button. A dialogue box will appear requesting confirmation.
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DOORS

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate,
and wireless or wired door handles. To control entry and exit through an access point (door), a reader and/or
keypad can be used on both sides of the door.

The use of door contacts on all controlled doors is recommended, as they greatly improve the level of security
provided by an access control system. Many of the door’s programmable options can only be used if a door
contact is installed.

Each 2-Door controller supports two readers and up to four 2-Door Expansion Modules, which provide an
additional 2 doors each. Therefore, each controller can monitor the state of up to 10 doors.

From the Dashboard tab, click on the Doors icon. All Atrium controller, subcontroller and expander doors are
listed here. Use the Legend to quickly identify the door status.

To access doors per controller, subcontroller or expander, refer to "System Overview” on page 72.

ir-3 2z - COWI Dama - a o
| s | Desnbcard | Hardware  Advacted Configuration  Acesuntz
|

Q@D EH § B WNEH(DE I 8 OF &

Users. Cordy || Molicleyr Schedules  Aress Acoess Levels Opersbor Programming Fights| | Deon Relsys Inputs Outputs | Cabs  Fipor Foor Levels || Combgurstion | Bwenty Feperty || Enginh

(= et Confiuration Al Cowticd I Cabn || hockshiwen- || Monhomng || Language|

o Danis

{_properees ) { Grant dceess | ) ( Disbie tocems | ) ( pome | ) (- ) (Srowan =) [ Fatreshstanas )
|Rackbose |1 [Ad-ooasss [ = [ ] B schediebieer [fnck ser nck [EERAO00REE Rnarhar Biot 1] |
PedOffice |2 |AA-DO-02-F0 A - f  |5cheduis Never | PauiTfice Paul Dffice Paul Office [K1-B 1005134 Resdes Port 2] |
SCHOO0=0T |1 [Ad00-03.08 |*-E; = £l | Sehecus Mever [S0H DOORLOCK 01 | Door 01 Consact SCH READER 07
| Frond Entrance 1 | AA-D0-30-88 li =] B |Seheskie Mever [ Frant Entrance Frant Entrance Frant Entrance [K2-B200039F Reader Port 1]
i 3 |An-00-30-88 [ [ [T o K1 -

s

= Legend

r o ; Unlocked by i Unlocked for s : :

|| Coosed (g Pre-dlaem Lﬂmﬂ. E@ ; h: _mwam ﬂmdﬂnmw

@ Open @ inMamToces g Locked by opentor I m"’ b@mmzmm & Uekroun | @ Lodkdoen

(D Detailed view

Dhseet Linbaselerdd Daar: Fraed Brlrande Lher: USER INSTALLER

it Granted Chutiice Users LSER INSTALLER, card: (43 176823FE2E0 (CEN) M227418186867644 1] [Hic PEI024FRTIESSR]

Door Unlocked Do Frord [nrance User: LSER INSTALLER

Access Gramizd Airea: Front Entrance, ‘Sooe Front e | Usar USER INSTALLER, cprd: 43 1TRS2IREE0 [CEN) [42274157208876441] [Hew PR3024FSTIESS] Access Leved: Aucer
["- Hardware Alerts 1|' & LoRanre Aty '| & oriine @
(i £0M B |lLﬁFllh’€'l:lFﬂ_.‘nllﬂ.|m ';_‘ !IJM |E.{} | Viozan BETA | B S Mem o e
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NAME DESCRIPTION
| Closed Indicates that the door is closed.
f. Open Indicates that the door is opened.
B Indicates that the door has been opened for too long. This state
( r Pre-Alarm lasts until either the door is closed, returning its status to Closed,

or the Open Too Long alarm expires, changing the door’s status to
In Alarm/Forced.

In Alarm/Forced

Indicates that the door is forced open or was left opened too long.

Lock Status

Locked

Indicates that the door is locked following its programmed
parameters.

Locked by Operator

Indicates that the door has been manually locked by the operator.

mal_2E=E

Unlocked

Indicates the door is unlocked following its programmed
parameters.

Unlocked by Operator

Indicates that the door is manually unlocked by the operator.

Ul o

Unlocked for Access

Indicates that the door is unlocked following a valid access event.

g
Qi

Unlocked by schedule

Indicates that the door is unlocked following a schedule.

&)
@

Time-Delayed unlocked

Indicates that the door will begin unlocking time after a pre-
established delay.

Access Status

Access Disabled

Access to the door has been manually de-activated by the operator.

Il

Access Enabled

Access to the door is allowed following its programmed parameters.

Indicates that the ATRIUM software is not able to retrieve the

ﬁ Trouble status of an expander’s door contact because the module is
probably turned off.
Indicates that either the module is not synchronized or the module
?i Unknown has an older firmware version that is not compatible with the

ATRIUM software.

Lockdown
Status

Lockdown Enabled

Indicates that the door will remain locked following the activation of
a “Lockdown”.

Door is in Lockdown

Indicates that the door is in “Lockdown”.
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MODIFYING A DOOR

From the Dashboard tab, click on the Doors icon, then select a door in the list and click on the Properties

button. Configureable options in the Door Properties are listed below.

Doar Properties 00.00-59.59: Cantrolier (Frant & Back Door)

General Information
DChgplay Name: Front Door

{_ CopyHame to 20} (B Erakled )
Schedule - - -
Urlek Sehedule: (| Scheduile Never =J.)
{(m] Urisekt o Frtt deoetiFeat Man bn ]

ek e
f\- MT E'“HT "ﬂﬂ‘[
Side A Side B
Ardl
{_Frent (00-00-59-53) TI_‘!
‘W, . Contactinput
*- hmtim-tﬂ-ﬁ'bﬂ - I_ i
k& REX:
a Front (00-00-55-59)___ ~ | )
Resden
{ Frm:‘w-w-ﬂﬂ-ﬁ L] B ;|

o

Basic and Advanced View
General Information

+ Display Name: Identifies the door throughout the ATRIUM software. We recommend using a name

that is representative of the door.

e Copy Name to All: Automatically copies the "Door Display” name to the door components

(Contact, Rex, Reader & Lock)

e Enabled: When selected, activates the usage of this door.

Schedule

¢ Unlock Schedule: Select the schedule during which the door will automatically unlock. For

example, you may want a door to remain unlocked from 9 a.m. to 5 p.m. Monday to Friday. To do
so, create the appropriate schedule and select it from the Unlock Schedule drop-down list. Refer to

“Schedules” on page 35 for more information.
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¢ Unlocks on First Access/First Man In: Select the Unlocks on First Access/First Man In check box
to prevent the door from unlocking automatically until the first user with valid access presents his
card at the door.

Advanced View Only

A Door Propertics AA-D0-02-FO: AZ2K [2-Doar Controtier] leae S
Gt Il (7 Contigaation | Everts | Hotes |
- :wori:r .:a., [+ Side & ar Side B
([ Copy e o it ) [ Enabied /] Araa i Area
ey { =153 (P e (A-00-0350-2) =12}
Unizck Seradaber (| chedule brver 13 sreel b
P S RS S S — N - s e
(j.l Uniagis om Frit Acceas/Feit Man 1a 3 * | { Facd oo (AA-DO-02IO-T" I_ y
- Optizm . R RI
(o Buiociy Om Door Open 3
) : ==y k‘| { Pout Do {A-D0-02504} =[-)
= Ratoeta 0n Dooe e ) 2
(@ T Be Left e 3 i Banchrs S
= + {2 Ot (3100 S5-BA-T REVPTE Pob 2 = [ ) { =1-J
o Dbt Cacn J
(@ Logkdemn Ersbled )
(o Time-Duisyed Uniodk )
(® fccuiy Geantect ) ‘
( Duvee Dpen b AT
— Comeea | F Camers ( -:‘i_:i
Ui T otk 3 I T N— p= @ P e s
e i - e e =
Ftenged Unizck fusoondl 13 B "‘J "“J
it Tt Lo P it n=l (@ L Coartur )] @ Dreresant Lourses ]
Ogpen T tong Ak {uoanch] 13 i | [Malock Options = = = Tiuhﬂpmf =]
Tirrg-Diptaypcl Unioci eS| DO [ @ Hivwr Cued o o P 4 g User Card [ - e PN ]
R | L L i T =120
[{"*""' || @ Seyesd code M & Kaysad roce ']
Ienertate Mode - Reader Port 2 - @ R T& " z i) & = [o — wven H Do Dgae b
CRYPTD Peptcond ARSI 560 F
= REX Schacuter || Schaduie Neer =]} REX Schecube | Scheckie My *]=)
{ bz Incertace Wode = = -
| @ Irnteriescic O Thil Side ) (=] Inteiadie O Thit, ocle )
| (@ Torts M Bl [ehpeesonel 3 @ Towt Wi Frsle (ehagetrontal 3
o &= &=

Options

¢ Relocks on Door Open: Select the Relocks On Door Open check box to relock the door as soon

as it opens. When the check box is cleared, the system relocks the door when the unlock time has
elapsed (see Unlock Time).

¢ Relocks on Door Close: Select the Relocks On Door Close check box to relock the door as soon as
the door closes.

e Can be Left Open: Select the Can be Left Open check box to allow a door to stay open without
generating a door open too long alarm.

e Double Swipe: Select the Dual Badge check box to relock the door during its unlock time
(including on an unlock schedule) or to arm a burglar alarm system (see page 122 for alarm

integration). The "Unlock on First Access/First Man In” option must be activated for “Dual Badge” to
function.

¢ Lockdown Enabled: When selected, the lockdown feature will be enabled for the door.

e Time-Delayed Unlock: When selected, it will add a delay, establish below, before unlock time
begins.
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Update User Location On...

Timing

e Access Granted: Select the Access Granted check box to update the user’s location upon an access

granted.

Door Open: Select the Door Open (Contact) check box to update the user’s location upon a door
opening. To use this option, a door contact must be installed on the selected door.

Unlock Time (seconds): Enter a value between 1 and 254 seconds (Default: 5 seconds).
Represents the amount of time the door will remain unlocked when an access granted or unlock
event is generated at the door.

Extended Unlock (seconds): When a user is granted access, the controller will unlock the door
for the period defined by the Unlock Time. However, if the user has been programmed with the
extended time allowed (see user Allow Extended Time on page 18), the controller will unlock the
door for the duration of the Unlock Time in addition to the value programmed in the Extended Time.
In the Extended access text field, type a value between 1 and 254 seconds (Default: 15 seconds).
This option is particularly useful for individuals that may require more time to access the door.

Open Too Long Pre-Alarm (seconds): Before generating an Open too long event, the controller
can be programmed to generate a pre-alarm as a warning of the upcoming alarm. Enter a value
between 1 and 254 seconds (Default: 45 seconds) that represents the amount of time a door can
remain open after an access granted or door unlock event before generating a door left open event.

Open Too Long Alarm (seconds): Enter a value between 1 and 254 seconds (Default: 15
seconds) that added with the Open Too Long Pre-Alarm value represents the amount of time a door
can remain open after an Access Granted or Door Unlock event before generating a Door Open Too
Long event (see example on page 53).

Time-Delayed Unlock (HH:MM:SS): Enter a value in hours, minutes and seconds. Represents the
delay before unlock time begins.
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Door is still open

After 60 seconds, the

Door is opened after 45 seconds door has never closed
—— —— ——|
— o — 0 — of
| | |

| | | | || L
0 sec. 45 sec. 60 sec.
Generate Generate Generate
“Door Unlocked for Acces” “Door Pre-Alarm” “Door Alarm”
event event event
Open Too Long Pre-Alarm Time Open Too Long Alarm Time
(45 seconds) (15 seconds)
Pulse Beep Steady Beep
Starts Here Starts Here

Access Mode

Access Modes provide additional ways to secure access when using wireless and wired electronic door handles.

Classroom mode does not require an electronic door handle.

The Interior Push Button (IPB) and door handle allow egress in any of these door modes.

e Normal: This is the default access mode. The door is always locked and can be unlocked by a valid
credential for the duration of its unlock time (five seconds by default).

e Classroom/Store Room: A valid credential presented to the outside reader toggles the lock status

to locked or unlocked.

e Privacy: Pressing the Inside Push Button (IPB) disables credential access. Opening the door or

pressing the IPB a second time enables credential access.

e Apartment: The Interior Push Button (IPB) toggles the lock status to locked or unlocked. Opening
the door toggles the door status to unlocked. While unlocked, the door can be locked again by
closing the door first, then pressing the IPB or by presenting a valid credential to the outside reader.

Access with a valid credential is always allowed.
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Interface Mode - Reader Port 1 or 2

Reader port interface mode is the communication protocol that is established with the reader. The options
included are: KRYPTO (AES256) high security, Wiegand and all available OSDP modes. By default, it is set to
Auto-Detect KRYPTO or Wiegand.

The selected communication protocol is permanently displayed in the door properties window. Click
on “Edit Interface Mode” to modify it.

g& Interface Mode o
Reader 2: (" KRYPTO Protocol (AES256) -
Auto-Detect KRYPTO/Wiegand (Default)
KRYPTQ Protocol (AES256) )
OSDP (AES128) - 9600 BPS

OSDP (AES128) - 19200 BPS
OSDP (AES128) - 38400 BPS
OSDP (AES128) - 57600 BPS
(OSDP (AES128) - 115200 BPS
Wiegand (Mo encryption)

Configuration Tab - Side A and Side B

Allows to define the options for devices on both sides of the door: Side A and Side B.

Area: Select the area from the list for each side of the door. Leave the field empty if the side of the
door is outside the building.

Contact Input: Select the door’s contact from the list.

REX: If there is a REX associated with this side of the door, select the REX from the list, otherwise
leave the field empty.

Reader: If there is a reader associated with this side of the door, select the door from the list,
otherwise leave the field empty.

Inside Push Button (IPB): Select the input being used for your IPB here.
Deadbolt: Select the input being used to monitor the deadbolt here. If the input is selected, the
outside reader will be disabled when the deadbolt is locked. When the deadbolt is unlocked, the

outside reader is enabled.

The «Inside Push Button (IPB)>» and «Deabolt» features only appear when the Access Mode
is either in Classroom / Store Room, Privacy or in Apartment mode. See page 51 for the different
descriptions of Access Mode.

Lock: Select the door’s lock from the list.
Camera: Select the door’s camera from the list.
Camera Events: Select the camera event(s) from the list to be recorded.

Decrement Counter: When selected, the door will count down the uses of a card or PIN.
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Unlock Options

e Card: When selected, allows to use a card to access this door. Used when a reader is installed at
the door

¢ ... and PIN: When selected, specifies that the user, after presenting his card, has to enter a PIN
(Personal Identification Number) on the door keypad to access this door. Refer to “Keypad Code” on
page 20 for more information. Used when both a reader and a keypad are installed for this door.

¢ PIN Schedule: Allows to select the schedule that will specify when the PIN can be used.

o Keypad Code: When selected, allows to use a PIN (Personal Identification Number) to access this
door. Refer to “"Keypad Code” on page 20 for more information. Used when a keypad is installed.

e REX: When selected, unlocks the door when the controller receives a valid Request for Exit (the
door must be closed and locked when the option “... even if Door Open” is not selected).

¢ ... even if Door Open: When selected, unlocks the door regardless of its current status (i.e. Door
forced, Door open too long, etc.) when receiving a valid request for exit (REX).

o REX Schedule: Allows to select the schedule that will specify when the REX can be used.

¢ Interlock On This Side: When selected, it activate interlock mode. This feature allows you to
set up the doors, within the same area, for use with Interlock (Mantrap) applications. A “mantrap”
consists of two or many doors, each controlled by a card reader and/or keypad. When one of the
doors is open or unlock, it is impossible to open the other door until all interlock doors are closed.
An input is required if the door will be used in a “mantrap” configuration.

e Two Man Rule (chaperone): When selected, two different users will have to present their cards
one after the other, within 10 secondes, to unlock the door.

Events Tab

The Events tab lists in real-time the events associated to this door. Refer to Events on page 66 for more
information.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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The following buttons change the state of a door. These changes override the normal scheduled state.
To cancel the override command, click on the Reset button.

DOOR CONTROL BUTTON

The following button allows to manually control the access to this door.

Reset Doors

Cancel.s the operatorsf override door control, ( Trimie ) ( Grant Access H} ( Dicable Access | )
returning the door to its current scheduled state. e
Active | Display| ( Recet ) erial # | Status | Lock Status
B |00-00-0 OF g I_ll
Lock ( Lock ) —
& |00-00-0 “PF 3
Manually locks the selected door if it was unlocked i Unlock :l -
) = |00-00-0f \. iz BT i
either on schedule, manually or by an operator. o =
o (00000 GrantAccess )BT 2
Unlock li Grant Extended Access j
g|1/8

Manually unlocks the selected door, overriding its
scheduled state. The door will remain unlocked permanently. Use the reset button to enable schedule settings.

Grant Access
Manually unlocks the selected door temporarily for the period specified by the door’s Unlock Time.

Grant Extended Access

Manually unlocks the selected door for the period corresponding to the addition of the door’s Unlock Time and
Extended Timeperiods.

DOOR ACCESS BUTTON

Allows to manually activate or deactivate the access to this door.

Disable Access

Manually revokes the access to this door by
disabling its readers and REX devices. Doors

( Properties ) ( Grant Access H _} ( Disable Access NL}

Enable Access Active | Display Name DI M8| (" Dicable Access ) Lock Status |

Manually returns the door to its programmed m |00-00-04-0F: Door 071 (1 |00-( : |j|
Enable &

parameters. = | 00-00-04-0F: Door 022 | 00-{ “—emmmees A
il J I_l
A 00-00-04-0F: Door 022 |00-00-05-37 IEl
-00-04-0F: -00-05- fail
A 00-00-04-0F: Door 04 |4 | 00-00-05-37 l_l
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RELAYS

Typically, relays are used to activate alarm sounders or other devices such as lighting control units and air
conditioners. Relays are controlled using macros. For example, a relay can be activated by a macro when the
trigger event occurs whithin the schedule (refer to “Macros” on page 96).

The controller includes two relay outputs.

From the Dashboard tab, click on the Relays icon. From this page, relays may be edited, manual control may
be applied and live status may be displayed.

Relays |

Ii Properties J |: .a.r:wn-.rJ l: st 1 I::._I bﬂm‘_uma.) |:_. "I | Sk All -] Ilr Ffreth St ]
| Dvaciay Marne | 10| Module Seral # | Saamus | Reverced Lagic | Mode Used | ' '
Helay 01 1 | AA-DOO2-FD (= a

Relpy 02 - AA-D0-(2-FO O d

Pelary 011 1 |AA-00-D3-0F o

Helay 02 - AR-D0-0-0F 3 |
Relay 01 1 |AA-00-30-88 o |

Raelry 02 2 |AA-00-30-8R C a

8|1

Relays are only used with macros, refer to “Macros” on page 96 for more information.

Legend
ICON ‘ NAME ‘ DESCRIPTION
| Inactive Indicates that the relay is not activated.
.. Enable Indicates that the relay is activated.
) o The relay has been activated for a set time period and will deactivate when

| ' Timed Activation . .

L the period expires.

2 Unknown Indicates that either the module is not synchronized or the module has an older

2 firmware version that is not compatible with the ATRIUM software.

MODIFYING A RELAY

Select a relay from the list and click on the Properties button.

2% Relay Properties AA-00-02-F0: A22K [2-Door Controller] =X

—Genear ation " ]
General Informatio Motes

Display Name: [Relay D1| Motes
(& Enabled

Ly

—y

(D Reversed Loaic

General Information

+ Display Name: Identifies the relay throughout the ATRIUM software. We recommend using a name
that is representative of the usage of this relay.

e Enabled: When selected, enables the usage of this relay.

* Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.
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A relay can be set through one of two available modes:
Follow Mode

The relay will activate and remain activated when the status of the selected type is in alarm (input in alarm)
or active (output or schedule).When the input alarm, output status changes or the schedule expires, the relay
deactivates automatically.

Follow Maode

Type: (A
@ Event: ( = ;
Entit}l: (é_‘)

- Select one type, one event, and one entity from the list

Action Mode

In Action Mode, a seperate action can be programmed to activate and/or deactivate the relay.

Action Mode
Relay Activation
Type: )
Event: [: = ]:
Ir|'.|::,':[: = | )
O 0000400
@ Latch Mode
Reielayy D tivvation
Typi { ':1
Event ( ']
Entity: ('_ bl I_J

- Relay Activation: Select the type, event and entity from the list that will activate the relay.
- Timed: When selected, a timer can be set for the relay by entering the desired time (hh:mm:ss)

- Relay Deactivation: Select the type, event and entity from the list that will deactivate the relay.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.
Cancel Button

Use the cancel button to ignore changes.

RESET

Cancels the operator’s override relay control, returning the relay to its current scheduled or event state.

ACTIVATE

Manually activates the relay, overriding its current scheduled or event state.
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INPUTS

Typically, the inputs are used to monitor the status of door contacts and request for exit devices installed on the
controlled door. Inputs can activate relays reader outputs or the bell outputs through the use of macros.

Each ATRIUM controller has 6 inputs. 4 are dedicated, 2 per door, one input for the door contact and one for the

request to exit. In addition, 2 general purpose inputs are included with the ATRIUM controller.

Additional general-purpose inputs cans be added with the AIOM Input/Output modules. Each AIOM module
provides 10 additional inputs and outputs. Up to 100 inputs and outputs can be monitored by one ATRIUM

controller

All inputs of the ATRIUM access control system including the ATRIUM controller and all door expanders
are listed. To access Inputs per ATRIUM controller or door expander, refer to “"System Overview” on
page 72.

From the Dashboard tab, click on the Inputs tab. From this page, inputs may be edited and live status may be

displayed.

Inputs
( Properties ) (L'_J Show Status ) ( ) ( Show All v) Refresh Status h
Hardware | Display Name | ID | Module Serial # Status | Connection Method | Normally Open | Input Response Time | Input Restore Time
1 Back 1 | AA-00-02-FO ) Single O 100 100
REX1 Back 2 | AA-00-02-FO "' Single O 100 100
c2 Paul Office 3 | AA-00-02-FO ) Single O 100 100
REX2 Paul Office 4 | AA-00-02-FO "' Single O 100 100
Z1 Input 01 5 | AA-00-02-FO "' Single O 100 100
Z2 Input 02 6 | AA-00-02-FO "' Single O 100 100
Cci Door 01 Cantact |1 | AA-00-03-0F ) Single O 100 100
REX1 Door 01 Rex 2 | AA-00-03-0F "' Single O 100 100
c2 Door 02 Contact | 3 | AA-00-03-0F @ Single O 100 100
REX2 Door 02 Rex 4 | AA-00-03-0F "' Single O 100 100
Z1 Input 01 5 | AA-00-03-0F "' Single O 100 100
i
(= Legend
() Nermal tﬂ Trauble
"" Active 7 Unknown
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MODIFYING AN INPUT

From the Dashboard tab, click on the Inputs icon, select an input from the list and click on the Properties
button.

R —E— |
a".é\‘\ Input Properties 12-34-56-78: A22 [2-Door Controller] ———
~ General Information f—wf'ﬁ

c1 MNotes
Connection Method (Single v) .
~ Options
Cc1 GMND Display Name: | Door 01 Contact
| (= Enabled
(D Mormally Open )
cremee T (. =
Door 01 Contact Input Response Time (ms): ﬂ
H Input Restore Time (ms): =

Input Tab
(A second input tab will appear when using any of the zone doubling connection methods)

Options

o Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the input.

e Enabled: When selected, activates the input.

¢ Normally Open: Select this function if you are using a “Normally Open” devices on the input. By
default, the inputs are ready for “Normally Closed” devices.

¢ Input Response Time (ms): This delay defines how quickly the controller will respond to the
trigger of an opening input. This prevents any momentary glitch from causing unnecessary alarms.
If the input remains triggered for the defined time delay, the controller will react according to its
programming. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

e Input Restore Time (ms): This delay defines how quickly the controller will respond to the trigger
of a closing input. This prevents any momentary glitch from causing unnecessary zone closure. If
the input remains closed for the defined time delay, the controller will consider the inputs as being
closed. The default value is 100ms. Type a value from 0 to 3 600 000 ms (1 hour).

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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EXAMPLES OF INPUT CONNECTION METHODS

Single (1 Detection Device per Input)

When using this method, only one device is detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a single input configuration:

Single Single with short circuit (EOL)
supervision
C1 GND C1 GND
| EOL
an p

Input 1

N

SHORT CIRCUIT supervision: No
WIRE CUT supervision: No
(Factory Default)

Single with wire cut

1K

Input 1
N
I

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: No

Single with wire cut and

supervision short circuit (EOL) supervision
C1 GND C1 GND
| | 7 EOL 7
1D
1K
Input 1 Input 1
| I
N A
A1 D A1 D
1K 1K

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes
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Doubled (2 Detection Devices per Input)

When using this method, two devices are detected by the input. Normally open or normally closed
devices can be used. Normally closed circuit shown below.

Here are the different options for a double input configuration:

Doubled with wire cut supervision

C1 GND
_dnput1 Input7
N N
; \1\1\ L \1\1\ |
5 ST 5 ST b
! 1K E ! 2.2K E

SHORT CIRCUIT supervision: No
WIRE CUT supervision: Yes

Doubled with wire cut and short circuit (EOL) supervision

C1 GND

”EOLV

|—iiIE|
CMput1 ™ nput7
N N
; \1\1\ L \1\1\ |
—— QI ——11 1=
! 1K E ! 2.2K E

SHORT CIRCUIT supervision: Yes
WIRE CUT supervision: Yes
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SHOW STATUS CHECK BOX
When enabled, displays the live status for a period of 5 minutes.

( Inputs

( Praperties ) (L'_J Show Status) ( ) ( Show All v) Refresh Status i

Hardware | Display Name | ID [ Madule Serial # Status | Connection Mathod | Normally Open | Input Response Time | Input Restore Time

c1 Back 1 | AA-00-02-FO () |Single O 100 100

REX1 Back 2 | AA-00-02-FO ‘ Single O 100 100

c2 Paul Cffice 3 |AA-00-02-FO @ Single O 100 100

REX2 Paul Office 4 |AA-00-02-FO . Single O 100 100

71 Input 01 5 |AA-00-02-FO ‘ Single O 100 100

2 Input 02 6 |AA-00-02-FO ' Single O 100 100

c1 Door 01 Contact 1 | AA-00-03-0F ) Single O 100 100

REX1 Coor 01 Rex 2 | AA-00-03-0F ‘ Single O 100 100

2 Door 02 Contact |3 [ AA-00-03-0F ) Single O 100 100

REX2 Door02Rex |4 |AA-00-03-0F . Single O 100 100

71 Input 01 5 |AA-00-03-OF ‘ Single O 100 100

31

= Legend

| . | Normal &/L Trouble

"' Active 7 Unknown
Legend

ICON ‘ NAME DESCRIPTION

[ Normal Indicates that the input is normal state, not activated.

“ Active Indicates that the input is activated.

&i Trouble Indicates that the state of the input is WIRE CUT or SHORT CIRCUIT.

G Unknown Indicates that either the module is not synchronized or the module has an

older firmware version that is not compatible with the ATRIUM application.
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OUTPUTS

By default, the outputs (six per Controller and Expander) are used to control the built-in LEDs and buzzers of
card readers and keypads. For example, a red/green indicator on the reader will inform the user that access
has been granted (changes from red to green), or the reader buzzer will inform the card user that the door has
been left open or the door has been forced open.

Each controller includes six multi-function outputs. Each controller also supports up to four 2-Door Expansion
Modules, which provide an additional 6 outputs each.

All outputs of the ATRIUM access control system, including the ATRIUM controller and all door
expanders, are listed. To access outputs per ATRIUM controller or door expander, refer to “System
Overview”.

From the Dashboard tab, click on Outputs. From this page, outputs may be edited, and manual control may
be applied.

) (showan  +)

3 viodule >erial 4 Reversed Logic | Made Used
Reader 01 Red Light |1 | AA-00-02-FO O O
Reader 01 Green Light |2 | AA-00-02-FO O O
Reader 01 Buzzer 3 | AA-00-02-FO O O
Reader 02 Red Light |4 |AA-00-02-FO O O
Reader 02 Green Light |5 | AA-00-02-FO O O
Reader 02 Buzzer 6 |AA-00-02-FO O O
Cutput 01 7 | AA-00-02-FO O O
Cutput 02 & |AA-00-02-FO O O
Reader 01 Red Light |1 |AA-00-03-0F O O
Reader 01 Green Light |2 | AA-00-03-0F O O
Reader 01 Buzzer 3 | AA-00-03-0F O O
Reader 02 Red Light |4 |AA-00-03-0F O O
Reader 02 Green Light |5 | AA-00-03-0F 0 0
Reader 02 Buzzer 6 |AA-00-03-0F O O
Cutput 01 7 | AA-00-03-0F O O
a4 | 1744

PROPERTIES

Opens the “Properties” window of the selected output.

ACTIVATE

Manually activates the output overriding the activation delay.

RESET

Cancel the override output control, returning the output to its current scheduled or event state.
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MODIFYING AN OUTPUT

From the Dashboard tab, click on the Outputs icon, select an output from the list and click on the Properties
button.

Z7)\ Output Properties A2-20-05-E8: A22 [2-Door Controller] —
General Information ( Notes
Display Name: |Qutput 01| ~Notes
@ Enabled )
(D Reversed Loaic )
Follow Mode
Type: ( ')
@ Event: ( ')
Entit,f:( o | )
)
)
[D
Type: ( )
ant: C D)
[D
l/ Save ) l/ Cancel )

General Information

o Display Name: Identifies the input throughout the ATRIUM software. We recommend using a name
that is representative of the output.

 Enabled: When selected, activates the usage of the output.

¢ Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or N.O. to N.C.

Follow Mode: In Follow Mode, the output will be activated/deactivated by following a preset.
- Select one type (inputs, relays or schedules), one event, and one entity from the list

Action Mode: A seperate action can be programmed to activate and/or deactivate the output.

- Output Activation: Select the type, event and entity from the list that will activate the output
(Timed: when selected, the output will stay activated for the desired time. Output deactivation is

not necessary in that case.)
- Output Deactivation: Select the type, event and entity from the list that will deactivate the output.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed.
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EVENTS

Reports each event that occurs in the system in real-time. A specific event can be programmed to perform an
action using the macros (refer to “Macros” on page 96) .

The Events window lists in real-time the events or device status of the ATRIUM system.

From the Dashboard tab, click on the Events tab or drag up the Events tab from the bottom of the page. From
this page, it is possible to view the event’s details.

& Wywmi
(__J{E Drtated Vi ) (B Fites | (15 Sceens [ 0) (18 Secorry |[0) (B bwrn |B) (B trowties [[0) (B Lodown D) (B Doen [0} Torat Eams 13818 € Tobad s 1000 M

iy

i g ATRFS e
ATRANE PC Server Logoed in

003 03111 i\.l."l

i Frog & Puag: 437K [} Do Conteder
20220421 11:55:4% Py & Pl A2 [ Disel et

All events are displayed in real time. Use the "Detailed View” button to filter events by category:
¢ Access: Displays access-related events when this check box is selected.
e Security: Displays security-related events when this check box is selected.

Alarms: Displays alarm-related events when this check box is selected.

Troubles: Displays trouble-related events when this check box is selected.

Lockdown: Displays lockdown-related events when this check box is selected.

Others: Displays all other events when this check box is selected.
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VIEW DETAILED EVENT INFORMATION

Double-click on an event from the list to view its details.

. | X
£\ Event Details —
- Object  Event ~ Instigator
Type: User Login User login - ATRIUM software Type: User
Display Name: Sequence Number: 696 Display Name:
A2-20-1F-T7T7: A22 [2- AZ2-20-1F-77: A22 [2-
Module: f2-20F 22| Module: : - -
Door Controller] Door Controller]
ID: 1 ID: 1

Object
Indicates the provenance of the event.

Type: Indicates the type of device or component.

ID: Indicates which object the event applies to.

Display Name: Indicates the name of the device or component.

Module: Indicates which module contains the device or object.

Event

Indicates the description of the event.

Sequence Number indicates a sequential number given to each event.
Instigator

Indicates the instigator of the event
e Type: Indicates the type of instigator.

e Display Name: Indicates the name of the instigator.

e Module: Indicates which module contains the device or object.

e ID: Indicates which object the event applies to.
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REPORTS

Generate reports for a specific period of time, user, door and/or area. Reports can also be printed and saved.

From the Dashboard tab, click on the Reports tab. From this page reports may be generated, viewed, printed
and saved.

dl Reparrs
Lvgrmy Uper Cusrom Repont
QN & &

Everety | | Areen | [Opersiee || Luen

- Event Parameters ~Revains

Selort Tamplate: | B UETS

Lemplate Mama: Templis bapart I o

T { Ligms v

Ever [ oetoct e <)

T e 15)

M @ gty in et | 10000 B

{ Garsate

GENERATING A REPORT

Event Parameters
Select the criteria that will be used to generate the report.
o Select Template: Select a previously saved report template

o Template Name: Configure your report template according to your needs with the choices below.
Type a name then click save to keep the settings for future printing report.

Start Time and End Time: Select the period for the report by entering the start and end date and
time using the “yyyy:mm:dd hh:mm"” format or select the date and time.

Type: Select one, multiple or all types(s) from the list.

Event: Select one, multiple or all event(s) from the list.

Entity: Select one, multiple or all entity(ies) from the list.

User: Select one, multiple or all user(s) from the list.

e Maximum # events in report: Enter the maximum events allowed in the report. The default
setting is 1000 events.

Generate

Generates the report based on the selected parameters and displays its content in the Results section.

cdvigroup.com




EN ATRIUM SOFTWARE

Version 7.2

@covi

Security to Access

VIEWING, PRINTING, AND SAVING A REPORT

Results

Displays the generated report and allows navigating through the report, printing and saving the report results.

Navigation Print Save
Regenerate

& Report Viewer — [} »

@ cowvi

Events Report

ATRIUM

201E8-08-21 05646  |Door Locked Door AZF-J0-1F-TT: Dear 01 Daar A2-20-1F-TT Dose 01
20158-058-21 05641 |Dwoor Unlocked Dioor. AZ-20-1F-1T. Doar 01 Lhser. LISER ADMINISTRATOR
20180821 003126 |Door Locked Door AZF-J0-1F-TT: Dear 01 Daar A2-20-1F-TT Dose 01
20180821 P332 |Dwoor Unlocked Door. AZ-20-1F-TT. Doar 01 Ltser. LISER ADMINISTRATOR
20180821 092928 |Door Locked Dioor. AZ2-20-1F-T7. Do 1 Door. A2-20-1F-77. Doge 1
20180821 05:2%2)  |Door Unlocked Dioor: A2-20-1F-TT: Door 01 Liser: LISER ADMINISTRATOR

2018-08-29 092516

Door Locked

Door: A2-20-1F-TT: Daor i1

Door- A2-20-1F-77. Docr M

20180821 0525 1

Dioor Unlocked

Dioor: A2-20-1F-TT: Door 01

Liser: LISER ADMINISTRATOR

20M18-08-21 09 2% 07 |Door Locked Door AZF-J0-1F-TT: Dear 01 Daar A2-20-1F-TT Dose 01
2018-08-21 032502 |Dwor Unlocked Door. AZ-20-1F-TT. Doar 01 Ltser. LISER ADMINISTRATOR
20M5-05-21 02814 |Door Locked Door: AZ-20-1F-TT: Deor 11 Door Ad-20-1F-TT: Dasr 1

Top Control Bar
The regenerate button refreshes the report with new data if available.

The navigation buttons allow respectively to go to the first page, previous page, type a page number, next
page, and last page.

The print button allows to print the report.

The save button allows to save the report on disk.
Acrobat (PDF), CSV, Excel 97-2003, Rich text (RTF), Tiff, Web archive (mhtml), XPS document formats are
supported.

Bottom Control Bar

The bottom control bar allows to zoom in/out the report. Use the arrows, the scroll bar, type a percentage
value, or select a predefined zoom from the list.
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USER CUSTOM REPORT

Generate user custom reports that will automatically include user name and it's assign cards plus four extra
field of your choice. These choices are the most common fields for user as well as all custom fields.

From the Dashboard tab, click on the Reports icon then click on User Custom Report tab. From this page
reports may be generated, viewed, printed and saved.

[ X ]
& Reports -l
Evenls | Lhser Custom Repont
Templeh ~Provice
Sinlrct Tomplate: | User Expired Rpart BT | A e 1 e e
Template Mame:| User Eapired Report l.i Save )
Useerz |20 ul = . .
( I - 7 I RIUM User Expired Report
Fiedd 1
Fiadd Wi ._.:.;_' Aecags Lavel .] U B Gl Fecans Livdd Lozery Dt Lot Astauton Dath
Field 2 0§ Ml M e e Fuvens Lave e a0 R
Fread Vatoe:|_Expiny Date ']
Field 3 ACmaNTS TRATOR USlR Sswarn s Ll Abararyn 2001 -0n-00 0000
Fiadel Ushs: | imasl ]
Chnabis Lnar Liwl el Phescsd 203300014 DOHDD
rFinkd 4
Fieid Valose:|_Artwation Date ']
Dperwd Lhaw Ao Lave Sieayn SEHIF-13 2000 2033-00-14 Q000
{ Generate )
n Pragenan Laar Annaun Ll dosayn HOR0331 2000 0330014 0000
e )

GENERATING A REPORT

Parameters
Select the parameter criteria that will be used to generate the report.
o Select Template: Select the desired saved custom report template to generate its report.

o Template Name: Configure your custom report template according to the choices below. Type a
name and save your choices in order to keep them for the futur printing.

e User: Select one or more users from the list for whom you want to produce a report.

¢ Field 1, 2, 3 or 4: Select which User database fields to include in the report.

Generate

Generates the report based on the selected parameters and displays its content in the Results section.
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QUICK “"PRINT” REPORT

Quick reports can also be generated from various menus (ex: Users, Cards, Schedules) by clicking the Print
button dropdown menu.

There are three modes available:

e Print: The report will be ready to print or save according to the chosen menu grid
(report display by column and one row per entity).

e Print Summary: The report will be ready to print or save with a little more detail than in “Print”
mode (report display by block).

e Print Detailed: The report will be ready to print or save with full detail per entity.
(report display full details per entity).

The report will be printed as the displayed result. It is possible to save the result of the report in
different formats as well (Acrobat PDF, CSV, Excel 97-2003, Rich text-RTF, Tiff, Web archive-mhtml,
XPS document are supported.)

& Dashboard ‘ Hardware Advanced Configuration Accounts

D& A F 8§ &8 NE (5

.f': I:

Users Cards || Holidays Schedules Areas Access Levels Operator Programming Rights || Doors Relays Inputs Outputs|| C
Credentials ‘ Access Configuration ‘ Control |
_ Schedules

(add ) (properties ) (_ofelete ) (Cprint [ ) (Find )
C )

Print Summary

Schedule Mever

Schedule Always b 00:00:00 to 00:00:00;
Schedule Programmig ( Print Detailed ) brn 00:00:00 to 00:00:00; Sunday 1, from 00:00:00 to 00:00:00; Monday 1, from
Schedule 8H-17H II_]_A_|_M.anday_].,_tmnn 08:00:00 to 17:00:00; Tuesday 1, from 08:00:00 to 17:00:00; Wednesday 1, 1

El | E1| E1| &
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SYSTEM OVERVIEW

The system overview displays and allows management of all ATRIUM modules within the access control system.
From the system overview it is possible to see and control the inputs, outputs, readers, doors, areas, door
locks, relays, bell and tamper switches. It also display system logs for each ATRIUM modules.

From the Hardware tab, click on the System Overview icon.
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Under each controller and expander, the following information is available. Summary, status and control are
available for each device or setting.

Device \ Refer to

Events “Events” on page 66
Inputs “Inputs” on page 59
Outputs “Outputs” on page 64
Readers “Readers” on page 94
Doors “Doors” on page 48.
Areas “Areas” on page 40
Door Locks “Door Lock” on page 88

Voltage Lock

“Door Lock” on page 88

Relays

“Relays” on page 57

Bells (AC22 only)

“Bells” on page 90

Tamper Switches

“Tamper Switches” on page 93

Macros

“Macros” on page 96

Macro Counter

“Macro Counter” on page 100

Macro Timer

“Macro Timer” on page 102

Macro Command Group

“Macro Command Group” on page 104

Cameras “Cameras” on page 108

Emails “Emails” on page 106

DESFire Application ID “DESFire Application ID and Readers” on page 108
Licence “Licence” on page 81

System Logs

Reserved for technical support.
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MODIFYING A CONTROLLER OR EXPANDER MODULE

From the Hardware tab, click on the System Overview icon, select a controller/expander module from the
list and click on the Properties button.

gfé\ Module Properties I

General Information

Metworlk Seﬂings\( Mode of OpemtionY Card EnrollmentT Time Zone Y E-mail Sel'tingsw

Display Mame: |A22K [2-Door Controller] opetacers ~Module Connection Key:
Product Code: | A22KM Uses DHCP ) Password:
Serial Number: |A MAC Address: 00:1E:CC:02:A2:F0 Confirm Password:
Firmware Version: | 2,00.045 '
IP Address: 192.168.1.67
e ~HTTPS
192.168.1.2534
Gateway (= Uses HTTPS )
Subnet Mask: 255.255.255.0
— (o Redirect HTTP to HTTPS
DNS IP Address: 192.168.1.7
Software Port:| 10000 = (D Redirect SDK HTTP to SDK HTTPS ]
[=]
‘Web Port: EE Web Port: n
(1- Advanced Options \|

General Information
Allows to change the display name. All other information are read only.

* Display Name: Identifies the controller/expander throughout the ATRIUM software. We
recommend using a name that is representative of the controller/expander module.

e Product Code: Indicates the module product code; AC22 for the ATRIUM 2-Door Controller, AX22
for the ATRIUM 2-Door Expander, etc.

¢ Serial Number: Indicates the serial number for the controller/expander module.

¢ Firmware Version: Indicates the current version of the module’s firmware.
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NETWORK SETTINGS (CONTROLLER ONLY)

Allows to define the 2-Door Controller’s network communication settings.

.”é\ Module Properties

r General Information
Display Mame: |A22K [2-Door Controller]

Product Code: | AZ22KM

Network Settings \|/ Mode of Operation 1/

Card Enrollment}f

Time Zone 1/ E-mail Sel'tingsw

r Module Connection Key:

Password:

Serial Number:

Firmware Wersion: | 2,00.0457

Uses DHCP D

CC02:A2:F0 Confirm Password:

MAC Address: 00:1E

:| 192.168.1.67
IP Address: THTIPS

e
Gateway: 192.168.1.254 (D

Uses HTTPS

Subnet Mask: 255.255.255.0

- Redirect HTTP to HTTPS
DNS IP Address: 192.168.1.7

Software Port:
Web 3ort:

Redirect SDK HTTP to SDK HTTPS

Web Port: =

| + Advanced Options

L/ Save ) l/ Cancel )

Uses DHCP: When selected (default), the 2-Door Controller obtains an IP address automatically
from the network’s DHCP server.

The following parameters are only available when DHCP is NOT selected (manual setting entry).

MAC Address: Indicates the MAC Address of the selected controller module. This field is read only.
IP Address: Enter the IP Address of the controller module.

Gateway: Enter the network Gateway address.

Subnet Mask: Enter the network subnet mask.

DNS IP Address: Enter the DNS IP address.

Software Port: Select or enter the network software port number(Default= 10 000).

Web Port: Select or enter the network web port number (Default= 80).

Module Password: Enter module password. The default password is “admin”.

Module Confirm Password: Re-enter module password for confirmation.

Uses HTTPS: All A22K controllers have HTTPS enabled by default. In order to have a valid HTTPS
connection, all peripherals (desktop browser, tablet, smart phone, etc.) used to connect to the
ATRIUM system must install the root certificate included in the USB key with the ATRIUM software
or from the Download section of our website at: www.cdvi.ca. You may also install your own

root certificate. Ensure your root certificate is installed on the A22K “Master” controller and

all peripherals used to connect to the system. The root certificate can be installed on the A22K
“Master” controller from the embedded ATRIUM web server.

Redirect HTTP to HTTPS: This option will automatically redirect all HTTP connection to HTTPS
secure connection. This feature works ONLY if an HTTPS connection is functional. See “Uses
HTTPS"” above on how to make an HTTPS secure connection.

Redirect SDK HTTP to SDK HTTPS: Check this option if you are using a 3rd party application
which uses the ATRIUM SDK and which supports HTTPS connections. It will will automatically
redirect all HTTP connection to HTTPS secure connection. This feature works ONLY if an HTTPS
connection is functional. See “Uses HTTPS"” above on how to make an HTTPS secure connection.

Web Port: Modify this option if the default HTTPS web port (443) is blocked. Contact your network
administrator and / or your ISP (Internet Service Provider) to enter the correct HTTPS:// web port.
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MODE OF OPERATION (A22K CONTROLLER ONLY)

The A22K controller includes all firmware bundled into one. You will be able to change the operating mode of
the A22K from the same hardware (A22K firmware version 2.00.451 or higher). Note that whenever you change
the operating mode of the A22K, it will force a reset to the module’s factory default settings.

. x|
gfé\ Module Properties I
 General Information infls | © Mode of Operation Y Card Enroliment Tifhe Zone Y E-mail Settingsw
Display Mame: |A22K [2-Door Controller]
Product Codes | 222K Made of Operation: (Standa rd (A22K) v)
Serial Number: oo 1 0 ® | EHEECER .
i A - Elevator Controller (A22K-EC)
irmware Wersion: 2,00,043
Aperio Integration (AP2K)
f* Advanced Options Schlage Integration (ADH2K) \I

Operating modes supported (A22K firmware version 2.00.451 or higher):

e A22K 2-Door/4-Reader controller (default)

e A22K-EC Elevator controller

e ADH2K Schlage Integration, manage 2 door handles
e AP2K Aperio Integration, manage 2 door handles

CARD ENROLLMENT (CONTROLLER ONLY)

Defines the period within which a card must be presented to a reader to start adding/removing cards when
using the 2-Door Controller’s on-board card enrollment button (Refer to the 2-Door Controller instruction
manual for more information). This time is also used to exit the enroliment mode when no more new cards are
presented during this period.

. [ x]
g:g\ Module Properties -
r General Information Network Settings Y Mode of Operation Y . Card Enrollment\( Time Zone Y E-mail Settings]
Display Mame: |A22K [2-Doar Controller] Onti
ptions
Product Code: A22KM Detection Delay (seconds): =

Serial Number:

-FO
Default USB Reader Format:

Firmware Version:

+ Advanced Options

Save Cancel

+ Detection Delay (seconds): Change the detection delay if required. The default setting is 300
seconds (5 minutes).

¢ Default USB Reader Format: Change the reader format if required. The default setting is 26-bit.
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TIME ZONE (CONTROLLER ONLY)

Time zone configuration is used to tell the controller when to change its time for daylight saving. The time itself
is automatically set whenever a PC connects; the module uses the PC’s time and date.

£ Moduie Properties e

General Information [ Wetwork Settings | Mode of Operation | Card Envoliment | Tine Zone | E-mail Settings |
Desplay Name: AZ2W [2.Dear Contraller] - Gumetal Infotmath == TS
Praduct Code: L e
Whodiule Time: 202L-05-06 1500 [ Refresh b
Serial Mumnben &

[T Time Zone ( (UTC-05:00 Bogeta. Lima, Cheti, Ris Brance, Chetumal, Eastern Time IUE&'-.'.IH')

-

Start o '-:Sund.l:.' i | I
Begirming:| 2024-03-08 02:00

-
Endam | Slll.'ldnl:.'

Beginrunge| 2004+11-01 0200
Crffzet| 0100

~ESHTP (Simple Nretwork Time Protocol)

=) Enabie date and time synchraniatan with SHTE Gerer }
ENTP Sarver LRI
(v Advanced Options
) ()

General Information

e Time Zone: Select the time zone reference based on the UTC time and offset.

Daylight Saving Time

The following fields determine the start and end times of the daylight saving period.

Starts on the first: Select either <Fixed Date> or a “day of the week” the daylight saving period starts.
e <Fixed Date> is used when the daylight saving period starts the same date every year.

e Sunday to Saturday is used when the daylight saving period starts the same day of the week
every year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

¢ This date will be used to determine what will be the next date on the day selected in the “Start on
the first” field. For example if the daylight saving starts the first Sunday of April at 2 o’clock in the
morning, enter 2011/04/01 02:00. If the daylight saving starts the second Sunday of April at 2
o’clock in the morning, enter 2011/04/08 02:00.

Ends on the first: Select either a <Fixed Date> or a day of the week the daylight saving period ends.
e <Fixed Date> is used when the daylight saving period ends the same date every year.

¢ Sunday to Saturday is used when the daylight saving period ends the same day of the week every
year.

Following: Enter the date and time using the “yyyy:mm:dd hh:mm” format or click the icon on the right side
of the field to select the following date and time.

e This date will be used to determine what will be the next date on the day selected in the “Ends on
the first” field. For example if the daylight saving ends the first Sunday of November at 2 o’clock in
the morning, enter 2011/11/01 02:00. If the daylight saving ends the second Sunday of November
at 2 o’clock in the morning, enter 2011/11/08 02:00.

Offset: Select the daylight offset time in hour and minute (hh:mm).
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TIME ZONE (CONTINUED)

£ Moduie Properties
General Information [~ Metwork Settings | Moe of Operation | Card Enroliment | Thne Zane | E-mail Settings |

Display Name: | A22K [2-Dear Controller]

General Inlormation
Praduct Code: 2472%
odule Time: 2024-05-08 1500 Fagtreth
Serial Musmnben 4400 Rl (::
[T % Time Zone: l: {UTC-05:000 Eogota, Limg, Chuitp, Rio BEranco, Chetumal, Eastern Time ﬂJ'E_-.’:{m')
r Daylighn Saving Time
Slaet om {Elndql ']
Beginming:| 2024-05-08 0200 u
Bnd o {iund.l;.- '}
Beginnngs| 2024-11-01 0200 |
~EHTP (Simple Network Time Protocol)
(= Enabils date and time fynchranastion with SHTD Servar
ENTP Server LIRL
.‘ Bk lw

SNTP (Simple Network Time Protocol)

¢ Enable date and time synchronization with SNTP Server: When selected, The SNTP server
take in charge the ATRIUM site date and time. An Internet connection is required for this feature to
work.

e SNTP Server URL: Type the URL address of your SNTP server. It is recommended to select a SNTP
server in your region/country where the ATRIUM system installation is located.
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EMAIL SETTING (CONTROLLER ONLY)

Email setting configuration is used to tell the controller from which email will be send email notification.

See page 106 to configure email notification.

g:g\ Module Properties

r General Information Network Settings Y Mode of Operation Y Card EnrollmentY Time Zone Y ¢ E-mail Settings
Display Mame: |A22K [2-Doaor Controller]

Product Code:

Server Information

AZZKM Use this email address:

Serial Number: 02-F0 SMTP Server:

Firmware Version: |2

O  Default SMTP Port

SMTP Part: | 25

r User Login
User:

Password:

r Encrypted Connection

Encryption Method: :)

Test E-mail Settings: Start

Reset all E-mail Settings:

r'+ Advanced Options

Save Cancel

Server Information
¢ Use this email address: Enter the sender email
e SMTP server: Enter sender email SMTP server

o Default SMTP Port: The default SMTP port is 25 and works for most servers. Do not select when
you enable encryption. Manually enter the SMTP port, see "SMTP port” below.

e SMTP Port: Uncheck “Use Default SMTP port” to enter manually a specific port number. When you
enable encryption, in general, the required SMTP port will be 465 with SSL encryption and 587 with
TLS encryption. Check with your email service provider to find out what type of encryption they use
and on which port.

User Login
e User: Enter user login ID

e Password: Enter user login password. If your usual password doesn’t work, your email service may
require a new password and 2-step verification, check with your email service provider for details.

Encrypted Connection
¢ Encryption Method: SSL/TLS or STARTTLS

Check if sender email use SSL/TLS or STARTTLS
GMAIL SSL certificate is pre-loaded. (GMAIL default SSL port is 465 and TLS port is 587).

Test

¢ Test E-mail Settings: Click on “Start” to validate if the e-mail server information has been saved
correctly.

* Reset all E-mail Settings: Click “"Reset” to erase all e-mail server informations.
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ADVANCED OPTIONS
Monitoring

Displays the monitored system'’s voltage and current values.

= Adwvanoed Dptions
¥l wt\gT_ Primary P\GIIH'T [hﬂeryT ln'begﬂﬁuﬂT li-ume-]
{ Eriresh )
Smart Supply Outpat Battery
Velage (VE 11960 Charging:
Vehtage (Vi 0,000
Curment (&) 07 Current {Ak 0.0CC

Primary Power
Velage [V 24 ]

—_—
| _Sawve ) | Cancel ]

e Refresh button: Refreshes the voltage and current values.
e Smart Supply Output (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to devices.

- Current (A): Indicates the current used by the connected devices.
e Battery (Controller and Expander only)

- Charging: Indicates, when the Charging check box is selected, that the battery is
currently charging.

- Voltage (V): Indicates the actual battery charging voltage.
- Current (A): Indicates the actual charging current supplied to the battery
e Primary Power (Controller and Expander only)

- Voltage (V): Indicates the voltage supplied to the module.

Primary Power

— Atvanced Options
Monitoring |« Primarg Pewer | Battery | dntegeation | Licemse |
Optiond
Fo Celay mi: | =
Biszore Delay (mk o=

G =)

e Fail Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power failure event message.

e Restore Delay (minutes): Value between 0 and 65534 minutes that represents the amount of time
before sending power restore event message.
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Battery
- Advanced Options
r MonitoringT Primary PowerY, Battery\( Integratl'onT Licensew
Options
{ Current: ( 250 mA = l
e Options
- Current: Select the maximum current that will be used to charge the battery; 250mA (Default),
320mA, 500mA or 1A.
Integration
" Aubeancd Optinens
i Menl‘bnrhgT Primary Power T hﬂmrhdm | Licente \|
Optiams -
Irtruian (Alarm) Integration ( Mos Uned - b
GOFH [Delete everts after 80 din} [
Undack if Armed [
Dot Show Arming Starus [
Clobad Socess bevel ES
Master Controller i@
I'_‘ Save J ::I Cancel l‘]
e Options

- Intrusion (Alarm) Integration: When selected, activates the intrusion integration feature.

- GDPR (Delete events after 90 days): When selected, the module will only keep record of the
past 90 days.

- Unlock if Armed: When selected, the doors within the armed area can be unlocked if the user
has permission (can arm/disarm).

- Don’t Show Arming Status: When selected, the LED status of the readers within the armed
area will return to normal, as to not indicate the armed status.

- Global Access Level: The A22K uses Global Access Level system which improves the
synchronization speed of the ATRIUM system. This option will be disabled automatically if the
A22K controller is connected to an ATRIUM system that has an A22 as the master controller.

- Master Controller: When selected, activates the controller to be “Master” controller. The
“Master” controller will manage the data (doors, users, schedules, etc.) among all
sub-controllers and expansion modules.
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License

(— Advanced Options
r, MonitoringY Primary PowerY Batleer Integration Y, Licensew

r Licenses
I;Add} ( Properties ) I: Delete ) ( Load License from Card ) ( Export ) ( Impaort ) ( 1d )
Active | Display Name 1D | Type Available

B2 | Atrium Floor Plan Manager | 1 | AFPLAN - Floor Plan Manager
B2 | Atrium KRYPTO Mobile-PASS | 10| AMC25 - KRYPTO Mobile-PASS (25) | 237

—

- Add: Click the "Add” button then copy/paste the provided license code in the field.
- Properties: Displays the code details of the license.
- Delete: It will delete the selected license file.

- Load License from Card: Click on the “Load license from card” button to add a license from
a card. Select the KRYPTO reader where you will scan your license card. Present and hold the
card close to the reader until it chirps and flashes green.

- Export: Future use

- Import: Future use

DELETING A MODULE

To delete a module, select the module from the list and click on the Delete button. Deleting a controller
automatically deletes the controller itself as well as all attached expander modules. However, the distributed
entities (users, cards, schedules, etc.) are not deleted. A dialogue box will appear requesting confirmation.

£ Atraam « COW1 Dwing m] »

o Dlaskbcand Harzhware fisbeanced Canfpepton big crmaeti

ocks Relays  Bets |

b
. ==
_I i Wm 1
|}
l: Propemes |F 3 _:I [-Lk:umd Formware ], ':!t.s.'\e'n Status ] { Feader Dupgrois ]. @ E;L,a-cm ] ] E Synchionoe I_} I::Remerj "'\ Fectiory Defwals ] ].
1 Raparst an {7 comnpen it § [ et stanen ) * P
. HAx} 1D Conbenlier) Module
a4 Caandstiss Drapactias Dnline ATPO-055H Dl Mame: AZ2 [2-Dior Cantrolber)
AZNC {3 Do Contrmber) (A4-00-02-50) MASTER Online | Prockst Code: Aia
| 422 -Dlows Coniabor] (A3-20-05-6K),_ Online inputs Serial Number: A2-20-05-10
[ Chatinrt WAL Address: 00 ECCOR05£8
|| Rzaden IP Address 192160160
H Duort P Verimn: 2400340
| remy POE Vanpan: 44000040
Il Door Lesia
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REPLACE

Replaces a defective and offline module that has been physically replaced. Only available for offline modules.
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To replace a controller:

1. Make sure that the NEW controller is connected.

2. Select the controller that is defective from the list,
“OFF LINE” and click on the "Replace” button.

3. The controller “"Module Replacement” window will open,
click on “Auto-Detect” to find new controller.

4. Select the new controller from the list and click OK.

5. The "Module Replacement” window will appear again,
then enter “"Module Connection Key” password.
The default connection key password is “admin”.
Click OK.

6. The new controller will synchronize automatically

g& Module Replacement e
( Auto - Detect )
~Opti

Display Namel |

Serial Number:

URL Address: |

Software Port: | 1000C =

Module Connection Key:

Cance

L, Bedeer Comtralier

To replace an expander module:

=y
L

W00% DT 1 ROTD LT

1. Make sure that the NEW expander is connected. A Modute Replacement

The controller will detected automatically.

2. Select the defective expander ("OFF LINE")
from the list and click on the "Replace” button.

J &

Module: (

3. The expander “Module Replacement” window will open.

4. Select the new expander from the drop down list and click OK.

5. The new expander will synchronize automatically

The configuration from the old module will be transferred to the new module, including the non distributed

entities (inputs, outputs, areas, tamper switches, etc.).
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UPLOAD FIRMWARE

Upgrades the selected controller or expander module with a new firmware.

" System Do |
Corsperves ) (ooite ) (verivee )| Uriows mmsce J|(Copsem Sas ) ( bencr Dosrosie ) (ot ) {(tocwe | ) Cormervonve | ) bevost § (ocioy Bemas | =)
g Module
g AN Coliapcs Al Refrech Sushes. = Fize
C ) ETTE L A e iy | e
4 Connecbon Prepebes Oeline A2e2{1-05-18 Display Mame: 222 [2-Door Contrafer]
. hETES Fentz Preduer Code A22

Iguts Sarial Mumber: 4220058
Duipiss ML Addres 0 ECCIZI5ES
Ransers P Addveis 1521631 658
Dears sy Veriinn: 4400340
dreat PCE Viergiar: LAGIDRA0

e Select one of the controller or expander module and click on Upload Firmware.

o Fumware Update

< Hrmvsane
I

k Directony Path:

CAliserigpan Deturmentridlram Frmmwares B

@. O et Dooor e (8 Redresh Soasus “ }

|

| AZZK [2-Dosr Controlier] | AA-DO-02-F0 . Master Controller | A2IKM 2.00,0548 zooosss | [ *E |
| K2 JATRIUM RS4BS Reader] | B2-00-02-F5 .‘ Reader 2 2000425 Mok required % I
KIAT FATRNI BCARS fassdar) BI_O0 AN '- Raxdas KT 200 A D Bt s crnd w |

e Save the new firmware file in the directory path folder or browse to locate where you saved it.
¢ Click on "Upload All”, once upload done, click “"Install All” to start updating all modules automatically.

e To update a module individually, select a “Version to Install” and click on Update.
When updating modules manually it is recommended to first update the expander(s), then sub-
controller(s) and finally the master controller.

SYSTEM STATUS

Gives you an overview of all modules status. Such as; Is the module online or not, their input power supply, the
battery voltage with charging current, the voltage outputs with their current consumption and tamper alarm.

T —— _
(Cproperses ) (peese J (verince ) ( poos Fommare Jf (s u T | ) | B ) Cresess ) Craciny oms )
(tsporc a8 ) ( Coitapee i) { Fatresh Sianss J (7o

# Connection Prepestics Owline:
322K 2 e Coovar D002 L. MASTER O
3 = A A

Chipslay Mame: 437 [ Boe Conrafle]
Product Code A22
Seral Mumber A2-20-05 8

A hitgigems « COV1 Dy - o X
| e | Dakboans | Raruare | ddvanced Config A

= A ¥ IE.‘ @ B

Syriem Oreeroiew  Inputs Cwriputs Locks Releps  Bels  famper Saiich  Readern
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READER DIAGNOSTIC

Gives you an overview of all readers information’s. Such as; reader serial number, Is the reader online or not,
reader is connected to which module (parent), connected to which module port, connected on which side of the
door, is it associate to cab and it is “"Assigned” or not.

‘ o R L z . . - = : =
{ Eroperbes ) ([ Detese ) [ tepiace ) [ Upicad frmwace ) [ System Saatus )II[ Hesger Dasgrasic ﬂ{ tocae | =) S [} C fetoan § { Factmry Besauns [ .5
Module

{ Doparcidl § ([ Coltapse all ) { Rafrech Stans J (7o

# Conmection Propeties Owline A2 20-0%E8 R A2 (oo Controfier

ALK (2Dt Comtrater! (440002501, MASTER Onling A m:::mﬁ e

Aid [ =iber] | gt i L_“me, Senal Muymbert A2-20-05E8
al Atrams « COV1 Dericy 3 o ®
i | Owpbowrd | Frduare | ddinced Contrgantion &

¢ (8 ¢ A= @ K

i
System Uuerview inpuis Outputs  Locks Relays Bels  Tamper Saviich Readen
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Reades 01 AA-00-02-F0 AZEK [£-Door Controfler]- AA-00-02-10

Reacirs 02 an00-2p0 | M | A22K 12 Dour Cantrolles]-AA-D0.02-0

| K [ATRAUM FS465 Reader] | B2-00-00-08 _!‘ Porte du Prisident: Porte K2

PRINT

Gives you a hardware report of all modules installed on a site. Information’s such as; module serial number,
MAC address, IP address, etc. It will also give many informations about the computer operating system (0OS)
where ATRIUM software is installed.

T System Drerview
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LOCATE
Allows to find a module when the serial number of the module has been removed or is not legible.

& Azrium - (DY Dema = o B
| il | ‘Deshbgard’ | Hardware | Advanced Configumtion  Accounts

C BIThiEg Q K

[| St Cowrrriew gty Cutputs Locks Feln Selh Tamper Sentch Roadens
| Hanbware
o Sywters Overview
l:ﬁn;:ﬂnl{n’rlﬂrji'f'..':][Uph-dﬁmlt}{_grﬂiﬂnmjf_ﬂrldﬁl}‘ |u_]1 Piriy L(Im-lr [:_j{_s'h:m}r I_.} [H:w]_{_#uurbt[-m‘ I__}
( tupand i ) ( Cotanz 0 ) Madule o)
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| L]
#22 [2:Door Contrptier] (A2 20-05-E6), Ondime o S iih
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ks 1P &ddrens: 152166163
e Formaurs Wardnn: 110 G

To locate a module:
1.Select the module to locate.
2.Click on the Locate button.

3.0pen the door of each module’s metal box, the corresponding module’s GLOBAL -STAT LED will be
flashing rapidly. Refer to the module instruction manual for more information.

4.Click on Stop Localization to exit the locate mode.

SYNCHRONIZE

Synchronize the selected controller or expander module.

£ fitenmy « COV1 Dwmg o x
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[l'mn-er'm } [ Geleze 1{: Repiace } [Uﬂ-ﬂl hrm-m':] I:!:rm'n mﬂ{ mﬂrm«m} [ Prnt {m« I : [hj"wmuﬂu:e B f__t:wli:imwﬂ:'m ]:}
Maodule T o
Exzand Al Coliapse AL Fefresh & 3 hign

LT L =5 € K22 [-Dsr Comtroierl | Miodule oo
4 Cannection Froperties: Online AA-00-02-10 Biaplay Name:j |, Complats Ratad )
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¢ Synchronize: Forces the system to synchronize the ATRIUM Controller database with the ATRIUM
software database.

e Complete Reload: Forces the ATRIUM Controller database to overwrite the ATRIUM software
database
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REBOOT
Shuts down and restarts the selected controller or expander module.
! N [ e e— Conty A
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(Copans 2 ) ( cotapse 28 )} (_Rekah Suns ) (© i

427 [2-Diie Conteptian Madule
[t e patiey o AE-05-80 Divply Hamer 22 1D Cntriball
~ Challea Events Prochoct Code: A22
Inguts Sesisl Number A2-20-0%-F8
Dukpits

WAL Address: 001 ECCO2 0548

e Select the controller or expander module to be rebooted.
e Click on Reboot.

e Click Yes to confirm.

RESTORE FACTORY DEFAULTS

A “Factory Defaults” will erase all data but will keep the network settings in place to easily reconnect
afterwards.
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Reset to factory defaults? All data will be lost.
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LOCKS

Typically, the locks are used to control the door lock devices such as door strike and electromagnetic devices.

Each controller includes two door locks and supports up to four 2-Door Expansion Modules which provide an
additional 2 door locks each. Therefore, each controller can monitor the state of up to 10 door locks.

|{ Locks
( Properties ) (D Show Status) ( ) ( Show All v) Refresh Status b

Display Name ID | Madule Serial # Status | Rewversed Logic
Back 1 | AA-00-02-FO |_:ﬂ! O
Paul Office 2 | AA-00-02-FO E! O
SCHDOORLOCK 01| 1 | AA-00-03-0F E! O
Front Entrance 1 | AA-00-30-8B Eg O
K1 2 | AA-00-30-3B Eg O

MODIFYING A DOOR LOCK

From the Hardware tab, click on the Locks icon, select a lock from the list and click on the Properties button.

. - |
égi Door Lock Properties B
r General Information Notes
Display Name: |Door Lock 01 Notes
@ Enabled D
(D Reversed Logic )
~Voltage Lock Properties
Entity: (Vlock 01 (A2-20-1F-77) D!
~Relay Properties
Entity: (Relay 01 (A2-20-1F-77) -)
(-I- Advanced Options w

General Information

e Display Name: Identifies the door lock throughout the ATRIUM software. We recommend using a
name that is representative of the door lock output.

e Enabled: When selected, activates the usage of this door lock.

* Reversed Logic: When selected, reverses the logic from either normally closed (N.C.) to normally
open (N.O.) or vice-versa. Refer to Jumper Settings from the module instruction manual for more
information on N.C. and N.O.

¢ Voltage Lock Properties: The voltage lock entity is set by default
* Relay Properties: By default the relay associated with the voltage lock is selected.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.
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Advanced Options
(= Advanced Options il
I Monitoring
| .r.'w‘,l"!'u"." -J
Viodtage (VE
Current (Ak
Monitoring

* Refresh button: Refreshes the voltage and current values.
- Voltage (V): Indicates the voltage supplied to the door lock device.

- Current (A): Indicates the current used by the connected lock device.

SHOW STATUS CHECK BOX

When enabled, displays the status of the door locks for a period of 5 minutes.

|f Locks
( Properties ) (._'_J Show Status ) ( ) ( Show All v) Refresh Status i
Display Name ID' | Module Serial # Status | Reversed Logic
Back 1 | AA-00-02-FO B O
Paul Office 2 | AA-00-02-FO B‘ O
SCH DOOR LOCK 01| 1 | AA-D0-03-0F B O
Front Entrance 1 | AA-00-30-28 B O
K1 2 | AA-00-30-8B B O
5 | 1/5
= Legend
T_‘ Unlocked L’A Trouble
B Locked 7 Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
|:]_ Unlocked Indicates that the door lock is not activated.
|_] Locked Indicates that the door lock is activated.
fﬁ:‘ Trouble Indicates that the state of the door lock supply is short circuited or overloaded.
2 Unknown Indicates that either the module is not synchronized or the module has an older
: firmware version that is not compatible with the ATRIUM application.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.
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BELLS (AC22 ONLY)

The ATRIUM AC22 controller (first generation of controller) provides one bell output that can be used to
drive one or several bells connected in parallel. Refer to the 2-Door Controller instruction manual for more
information.

From the Hardware tab, click on the Bells icon.

( Properties ) (ﬁu:tl'vate ) ( Reset )

Active | Display Mame | ID | Module Serial # | Status | Cutoff Delay

= Legend
() off A Trouble
'::':' On Y Unknown
Legend
ICON ‘ NAME ‘ DESCRIPTION
[ off Indicates that the bell is not activated.
f. On Indicates that the bell is activated.
Indicates that the state of the bell is either missing (absent), short circuited
ﬁ Trouble
or overloaded
2 Unknown Indicates that either the module is not synchronized or the module has an
older firmware version that is not compatible with the ATRIUM application.
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MODIFYING THE BELL

From the Hardware tab, click on the Bells icon, select the bell from the list and click on the Properties
button.

£ Bell Properties )
~General Information ’m
Display Mame: Bell 01 Notes
Li[:l Active j
Cutoff Delay (minutes):
|fv Advanced Options ]
lf Save lf Cancel )

General Information

* Display Name: Identifies the bell/siren throughout the ATRIUM software. We recommend using a
name that is representative of the bell/siren.

 Enabled: When selected, activates the usage of the bell/siren.

e Cutoff Delay (minutes): Type a value between 0 and 1000 minutes (Default: 4 minutes) that
represents the amount of time the controller will maintain the bell active.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Advanced Options - Monitoring

Displays the monitored bell’s voltage and current values.

[~ Advanced Options

Monitoring

Refresh )

Voltage (V): | 12590

Current (A): | 3.007

( Save [ Cancel

Refresh button: Refreshes the voltage and current values.
e Voltage (V): Indicates the voltage supplied to the bell/siren device(s).
e Current (A): Indicates the current used by the connected bell/siren device(s).
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Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

RESET

Cancel the override bell control, returning the bell to its current scheduled or event state.

ACTIVATE

Manually activates the bell overriding the activation delay.
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TAMPER SWITCH

Tamper switch detects when the cabinet door is opened or when the cabinet is removed from the wall.
Each controller and expander may have 2 tamper switches per cabinet, a wall and a door tamper switch.

However, even when both are installed, only one tamper instance is monitored by the ATRIUM software per
module box since they are connected in series.

From the Hardware tab, click on the Tamper Switch icon.

r Tamper Switch

(Properties ) ( ) ( Refresh Status )

Display Mame | ID | Module Serial # Display Mame Alarm
Tamper 1 [ AA-00-02-FO A2ZK [2-Door Controller]

Tamper 1 | AA-00-03-0F ADH10K [10-Door Handle Ctrl]

Tamper 1 | AA-00-30-8B A22K [2-Door Controller]

MODIFYING THE TAMPER SWITCH

From the Hardware tab, click on the Tamper Switch icon, select the tamper switch from the list and click on
the Properties button.

i

.’:E-\“. Tamper Switch Properties AA-00-30-8B: A22K [2-Door Controller]

~ General Information i Motes

Display Mame: | Tarnper Notes

Enabled )

Al

TN T
m

Alarm Enabled )

( Cancel

General Information

+ Display Name: Identifies the tamper switch throughout the ATRIUM software. We recommend
using a name that is representative of the tamper switch.

e Enabled: When selected, operates normally but does not generate an alarm and restore
automatically.

e Alarm Enabled: When selected, operates normally and will generate an alarm and must be
manually restore. CDVI KRYPTO readers will delete the encryption keys.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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READERS

Readers such as keypad and proximity readers are used to request access to an area via a door.

Each controller includes two readers and supports up to four 2-Door Expansion Modules which provide two

readers each. Therefore, each controller can monitor the state of up to 10 readers.

From the Hardware tab, click on the Readers icon.

[0 Resdres | DIF Switches |

{_peopemes (7o =TT -ii Rfrach Statue i

Rasdar 01 1| A -D0-032-FD Rasder 01 Rad Lighs | Reader I Geean Light | Reader O Buzzer | COV (Rad, Grass & Blus)
Foeacter 02 1 | AA00-00-F0 Foaacder (F Red Light | Reader 03 Green Light | Reader 02 Buzzer | COV (Red. Green & Rlue)
SCH READER 011 | AA-00-03-0¢ L0V (Ried, Greem & Bl
Beader 01 1| AA-00-20-E8 Reader 01 Red Ligit | Beader 01 Green Light | Reader 01 Burzer | COVI (Red, Grees & Bue)
Reacer 02 2 | Ah-00-30-58 Reader 02 Red Light | Reader 02 Green Light | Reader 0 Burzer | COVI (Red, Green & Bue)
PReacer 11 1| AA-00-53-51 Peader 01 Red Light | Reacer 01 Jreen Light | Reader O Buzzer | COAV (Red, Green & Bue)
Rasdar 02 3 | AA-00-53-51 Faadar 07 Rad Light | Reader 02 Goesn Light | Reader 02 Busser | COV (Red, Graen & Bhus)
el Office 1 |B1-00-53-34 AZTK [3-Door Controllen-A4-00-02-F0 | K1 Reader Port 2 Rosser Red Light | Reader Grewn Light | Readler Buzper | COVI (Rd. Green & Bhuel
Front Brance (1| B2-00-00-39 ALK [2:Door Controlier) A% 00-30-85 | K2 Reader Port 1 (Exit) Resdes Aed Light | Rewder Green Light | Readler Suzper | COWI (Bed. Green & Bluel
Front Evtrarce (1 | B2.00-03-5€ AZ2K [2:Dowr ControlierkA%-00-30-62 | K2 Reader Part 1 Reader Aed Lght | Reader Green Lght | Reader Buzper | COVI (Redl, Green & Blue]
Eack 1| Ba-00-08-E8 AXIK [2:Door Comtrolier A8 -00-00-H) | 4 Reader Part 1 Reader Red Light | Reader Green Light | Reader Buzzer | COVI (Red, Grees & Blue)
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MODIFYING A READER

From the Hardware tab, click on the Readers icon, select a reader from the list and click on the Properties
button.

£ Reader Properties B2-00-02-F6: K2 [ATRIUM R5485 Reader] L
~General Information " Notes
Display Mame: |Entrance #1 “Notes
(= Enabled )
LED color mode: IiCD‘t."I (Red, Green & Blue) ')
Red LED Output: ( Reader Red Light (82-00-02-F6-1) D
Green LED Output: ( Reader Green Light (82-00-02-F62)  ~ )
Buzzer Output: l: Reader Buzzer (B2-00-02-F6-3) "')
Disable Keypad Code (26-bit): (O Enabled )

( Cancel

General Information

+ Display Name: Identifies the reader throughout the ATRIUM software. We recommend using a
name that is representative of the reader.

e Active: When selected, activates the usage of this reader.

¢ LED color mode: Identifies if the reader has a 2 or 3-color LED. Choices are Generic (Red &
Green), CDVI (Red, Green & Blue) and Digital-F (Feedback).

¢ Red LED Output: If there is a red LED associated to the door reader, select the red LED’s output
name, otherwise, leave it unassigned.

e Green LED Output: If there is a green LED associated to the door reader, select the green LED’s
output name, otherwise, leave it unassigned.

e Buzzer Output: If there is a buzzer associated to the door reader, select buzzer’s output name,
otherwise, leave it unassigned.

+ Disable Keypas Code (26-bit): When enabled, it will bypass the keypad family codes (0 and
255). This is commonly used for cameras that have a 26-bit Wiegand output with SHA-1 generator
for license plate recognition.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button
Use the save button to save changes.

Cancel Button
Use the cancel button to ignore changes.
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MACROS

Macros are used to cause an action on a device when triggering on an event. The macro instructs a device to
perform a specific action like Activate Relay, Lock Door (Latched), etc.
The ATRIUM application allows the creation of a macro by selecting the trigger event and the resulting

command. Up to 100 macros can be created.

All macros of the ATRIUM access control system are saved on the 2-Door Controller module.

From the Advanced Configuration tab, click on the Macros icon.
Select the Macros tab and click on the Add button.

fitengmi « COW Dy

A
| e | Dabibcant H#duwmm

\ d I E
Mooy | E-biails Cameras DESFore Beaders Sobal Settings
Progeiming LIMEARS DFite Configuistion | ol Sattings Configurtion

- e - R = ~
R T Luunlm-T Timers | Cammand Groups |

W | Decrement |7 |af-pozro | [
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ADDING A MACRO

5& Macro Properties

r General Information

;

i - MNotes
Display Name: || |
~Notes
@ Enabled D
Schedule:K - | )
r Trigger Event
Type: (Outputs ,)
Event: ( Output Deactivated ~)
Event Detail: ( )
Entity:E - | )
User:( | )
r Outcome
Type: (Outputs v]
Command: (Deactivate Output v]
Entity:K - | }

Save Cancel

General Information

Display Name: Identifies the macro throughout the ATRIUM software. We recommend using a
name that is representative of the macro.

Enabled: When selected, activates the usage of this macro.

Schedule: Select the schedule which will define when the macro can be used.

Trigger Event (see “Trigger Event”, page 98 for details on “Trigger Event’’)

Outcome

Type: Select the type of device/action with which the macro will be triggered.
Event: Select by which event the selected type will trigger the macro. Empty means any event.

Event Detail: Select by which event detail the selected event will trigger the macro. Empty means
any event detail.

Entity: Select by which entity of the selected type the macro will be triggered. Empty means any
entity.

User: Specify by which “User” the macro will be triggered. The “User” list is only available when
the type “Area” and one of his event is selected (Access to area granted, access to area denied,
user entered area and user exited area).

(see page 99 for details on “'"Outcome’’)
Type: Select the type of device with which the macro will do a resulting command.
Command: Selecte which command the selected type will do.

Entity: Select the entity of the the selected type with which the macro will do a resulting command.
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TRIGGER EVENT

Select the device type, the event and the entity that will be used as the trigger event. The entities are listed
with the format “"Module Serial #: Display Name”.

Type ‘ Event

Access Granted, Access Denied, Area accessed, Area Alarm Restored, Area Armed, Area

Areas Arming Request Sent, Area Disarmed, Area Disarming Request Sent, Area exited, Area
Intrusion
Batteries Added, Battery Absent, Battery Absent Restored, Deleted, Edited, Low Battery, Low Battery

Restored

Deleted, Edited, Enrollment mode started via input alarm, Enrollment mode started via
Card Enrollment Programming Card, Enrollment mode started via controller button, Enrollment mode stopped,
Enrollment mode stopped via Programming Card, Enrollment mode timeout

Added, Deleted, Door Alarm/Ajar, Door Alarm/Ajar restored, Door Bypassed by Emergency
Input, Door Closed, Door Disabled, Door Enabled, Door Forced, Door Forced Restored, Door
Lock, Door Locked, Door Open, Door Power Restored, Door Power Trouble, Door Pre-Alarm,
Door Pre-Alarm Restored, Door Relocked (First Access/First Man in Cancelled), Door Restored

Doors by Emergency Input, Door Trouble (Contact), Door Trouble (Lock), Door Trouble Restored
(Contact), Door Trouble Restored Lock, Door Unlocked, Door Unlocked by “First Access/First
Man In”, Door Unlocked by Operator, Edited, Lockdown access granted, Lockdown started,
Lockdown stopped, PIN missing, User Entered using Door, User Exited using Door

Firmware Added, Deleted, Edited, Firmware Update Completed, Firmware Update Started, Firmware
Validation Completed, Web Page Update Started

Holidays Added, Deleted, Edited, Holiday ended, Holiday started

Inputs Added, Deleted, Edited, Input Closed, Input Opened

Lockdown Added, Deleted, Edited, Lockdown started, Lockdown stopped

Added, Deleted, Door Lock Activated, Door Lock Bypassed by Emergency Input, Door Locked
Locks Deactivated, Door lock power restored, Door Lock Power Trouble, Door Lock Restored by
Emergency Input, Edited

Added, ATRIUM PC Service Logged In, ATRIUM SDK Logged In, Deleted, Edited, User Locked

Login Out-Permitted login attempts exceeded, User login-ATRIUM software, User login-ATRIUM web
page

Macro Counters Added, Deleted, Edited,

Macro Timers Added, Deleted, Edited, Macro Timer has been reloaded

Modules Added, Deleted, Edited, Expander replaced, Module replaced

Outputs Added, Deleted, Edited, Output Activated, Output deactivated

Added, Deleted, Edited, Primary Power Failure, Primary Power Failure Restored, Primary Power

Primary Power Trouble, Primary Power Trouble Restored

Readers Added, Card Read, Deleted, Edited
Relays Added, Deleted, Edited, Relay Activated, Relay deactivated, Relay pulse mode activated
Schedules Added, Deleted, Edited, Schedule ended, Schedule started

Smart Supply Added, Deleted, Edited, Smart Supply Trouble, Smart Supply Trouble Restored

Outputs

Sub-Controllers Module Missing, Module Reconnected

Tamper Switch Added, Deleted, Edited, Tamper Restored, Tamper Trouble

User Added, Deleted, Edited, User counter has been decremented, User counter has been set, User

counter has reached zero
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OUTCOME

Select the device type and the command then select the entity on which the command will be applied. The
entities are listed with the format “Module Serial #: Display Name”.

Type ‘ Command

Areas Arm, Disarm
Doors Disable_access (reader), Enable access (reader), Grant Access, Lock Door (permanent), Reset
Door, Timed Unlock, Unlock Door (Latched)
Inputs Bypass, Unbypass
Lockdown Start, Stop
Outputs Activate Output, Deactivate Output, Timed Activation
Relays Activate Relay, Deactivate Relay, Timed Activation
Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO

Select a macro from the list and click on the Properties button. See "Adding a Macro” on page 96 for more
information.

DELETING A MACRO

Select the macro from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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ADVANCED MACROS

Atrium now offers Advanced Macros, with these, you can program functions to be performed on any event in
real time.

The event must be generated on the module itself (locally). If the event is from another controller, you must
program the Macro for that controller. Each controller can manage 100 macros. The resulting command can be
executed/run on the same or any other controller.

MACRO COUNTER

Generic, power and flexible counters allow you to tally and manage occupancy in real time.

Examples for a macro counter application include parking lot management and user group management
(limiting the number of people in a fitness center or on a production floor).

From the Advanced Configuration tab, click on the Macros icon. Select the Counters tab and click on the
Add button.

A At « C0 Dhesna (m] kS

ADDING A MACRO COUNTER

i

g& Macro Counter Properties

rGeneral Information T
Display Name:| | ;ﬁl Notes
(& Enabled il ==
Module: & '
 Options
(D Auto Reload on Boot Up )
(D Auto Reload on Zero value )
(D Auto Reset on Count Maximum value )
(D Allow Qverflow on Count Maximum value )
Counter Maximum Value: ns

Save Cancel
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General Information

o Display Name: Identifies the macro counter throughout the ATRIUM software. We recommend
using a name that is representative of the macro counter.

e Enabled: When selected, activates the usage of this macro counter.

e Module: Select which module the macro counter will be saved on.

Options

e Auto Reload on Boot Up: When selected, the counter will reset to the Max value after the board is
rebooted (due to power failure or service).

o Auto Reload on Zero Value: When selected, the counter will reload to the maximum value once
the count reaches zero.

¢ Auto Reset on Count Maximum value: When selected, the counter will reset to zero when the
count reaches maximum value.

o Auto Overflow on Count Maximum value: When selected, this allows to count to exceed the
maximum value.

e Counter Maximum Value: Set the counter’'s maximum value.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO COUNTER

Select a macro counter from the list and click on the Properties button. See "Adding a Macro Counter” on page
96 for more information.

DELETING A MACRO COUNTER

Select the macro counter from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO TIMER

Macro Timers add the flexibility of timed actions to a macro.

button.
A Atraam « COW1 Dwing m]
| @ | Daskbeand fsbanend Configraation || Alcosty
(=1 - ke >
Macrm | E-Maik Cameras Litslie Readens Gcbal Settings
Il Progemming | MIFASE DfSFim Confgantion | Matal Setting, Confgurtion

From the Advanced Configuration tab, click on the Macros icon. Select the Timers tab and click on the Add

Macres || Counters [ Tamers||  Command Groups |

I re D¢ )

ADDING A MACRO TIMER

102

.{A\\ Macro Timer Properties

r General Information

Display Name: || |
& Enzbled )
Module: [ ~].0

~Options
© Auto Reload on Bost Up )l
© Periodic )

- HNotes

r Motes

bays 05
Timed (HH:MM:SS):

Save

Cancel
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General Information

o Display Name: Identifies the macro timer throughout the ATRIUM software. We recommend using
a name that is representative of the macro timer.

 Enabled: When selected, activates the usage of this macro timer.

e Module: Select which module the macro timer will be saved on.

Options
e Auto Reload on Boot Up: When selected, the timer will restart after a system reboot.
e Periodic: When selected, the timer will repeat.
¢ Days: Set the amount of days the action will be performed.

e Timed (HH:MM:SS): Set the amount of time (hours:minutes:seconds) the action will be
performed. Which will be added to the day if applicable.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A MACRO TIMER

Select a macro timer from the list and click on the Properties button. See “"Adding a Macro Timer” on page
102 for more information.

DELETING A MACRO TIMER

Select the macro timer from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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MACRO COMMAND GROUP

Macro Command Groups permit the creation of multiple doors, inputs,relays, outputs and areas.

Grouped objects are managed in Macro Commands. (see Macro Commands page 96)

From the Advanced Configuration tab, click on the Macros icon. Select the Command Groups tab and click

on the Add button.

F A Aterm « COVI Dy o ®
| 9 | Dashbcand Harshware fsboangnd Configration ‘
b kel s

[|Mecros | E-biaik  Cameras DEsf e Readers (Sobal Sethings

Ficgrarring KAIFARE [ ifire Configuration | Mol Settingy Genfiguration

Wacros | Counters || Tamens [ 5 Command Geoupe |
ADDING A COMMAND GROUP
. |

& Macro Command Group Properties

r General Information
Display Name: || |

@ Enabled D

Module; ( b |)
Type: (_Outputs - l

- Command Group

Entity: (_Select ltem - D

Save Cancel

General Information

¢ Display Name: Identifies the command group throughout the ATRIUM software. We recommend

using a name that is representative of the macro command group.
¢ Enabled: When selected, activates the usage of this macro command group.

e Module: Select which module the macro command group will be saved on.
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Command Group
o Type: Select the type of device/action with which the command group will be triggered.

e Entity: Select by which entity of the selected type the command group will be triggered.

Notes Tab

Use the Notes text field to record any additional notes that may be required. We recommend that you
keep a log of what settings were changed and when they were changed.

Save Button

Use the save button to save changes.

Cancel Button

Use the cancel button to ignore changes.

MODIFYING A COMMAND GROUP

Select a command group from the list and click on the Properties button. See “Adding a Command Group” on
page 103 for more information.

DELETING A COMMAND GROUP

Select the comannd group from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.
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EMAIL NOTIFICATIONS

Email notifications are used to notify the recipient of this e-mail on the status of the system. You can choose
which schedule, the type of entity and any specific event you wish to receive email notification. You must
configure the email setting, see page 78, for the email notification option to work correctly.

You must add the email notification on the module to which the entity type selected was connected.

From the Advanced Configuration tab, click on the Emails icon.

F Agnum « OO Dwersy ] -
£ | Dakbead Harthaare febvarnd Conligusalion
|| Mimcros| E-Mails |Corneras Lot Fire: Readery Gioihal Settings
 Eraghemmng KAFARE T5Tire Caehquration | Glahal Seage Confqursban
[ o E-Malls |
= z
F,:-... Y[ Ceieie T Tewt Bl E-rust vt QL Networt Seisegs B Y
R [ ) e [ ) e

ADDING AN EMAIL NOTIFICATION
Click on the Add button. The following window will pop up.

g& Email Properties | X |
r General Information  E-mail Information
Display Name:l | To |
@ Enabled ) Ce
Schedule:K ~|.] Bec
Subject
 Trigger Event Message
Type: (: Cutputs v]
Event: ( Output Deactivated v]
Event Detail: f: )
Entity:K - I ]
User ( I )
o
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General Information
+ Display Name: Identifies the email notification display name
 Enabled: When selected, activates the email notification.

e Schedule: Select the schedule which will define when the email will be send.

Trigger Event

Type: Select by which type of device/action email function will be activated.

Event: Select on which specific event email function will be activated.

Event Detail: Select on which specific event detail email function will be activated.

Entity: Select by which entity of the selected type email function will be activated.

¢ User: Specify by which “User” the email will be triggered. The “User” list is only available when the
type “Areas” and one of his event is selected (Access to area granted, access to area denied, user
entered area and user exited area).

E-mail Information
¢ To: Enter email receiver
e Cc: Enter carbon copy email receiver.

¢ Bcc: Enter blind carbon copy email receiver. (other email receiver won't see is email address)

Subject: Enter email subject.

Message: Enter any relative message of sending email.

MODIFYING AN EMAIL NOTIFICATION

Select an email notification from the list and click on the Properties button.

DELETING AN EMAIL NOTIFICATION

Select the email notification from the list and click on the Delete button. A dialogue box will appear requesting
confirmation.

TESTING AN EMAIL NOTIFICATION

Select the email notification from the list and click on the Test button. An email will be sent to the specified
address in the notification email.
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CAMERAS

See who is at the door and what is happening within ATRIUM’s web page. Up to ten IP cameras can be

associated to a controller and expanders. Configuring the camera is done via ATRIUM's software or web page.

Supported IP cameras:
e AXIS P3304
¢ Vivotek FD8162

Supported formats:
e MIJPEG

From the Advanced Configuration tab, click on the Cameras icon. Then, click on the Add button.

A maximum of 10 cameras may be assigned per controller.

A A = C0YY Digrrog

R S T | [
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ADDING A CAMERA

.ﬁ‘ Camera Properties =
~Berweral Infamation [ LiveFeed |  Motes |
Display Name:
(& Enabled )
- Configuration
(: Find Camera )

f:_ Vivotek Camera _]

Camera Configuration Url; I__-}
Host URL:
Host Port: 80 =
Host User Mame:

Host Password:
Live Feed URL: |__-‘_}
Video User Name:
Viden Password:
FTR URL:
FTP Port: 21 =
FTP User Name:

FTP Password:

Stant Recording Command: | fogi-binfadmin/setvogitvid=1

-
End Recording Command: | fogi-binfadmin/setviogitvid=0 (" ] (= ] \ ‘1} l ___‘

I:_':] Advanced Configuration _}

Save -.'I- Cancel t

General Information

e Display Name: Enter the camera display name. This name will appear in the list of cameras
added to the system.

e Enabled: When selected, activates the camera.

Configuration

Before configuring camera, refer to the camera’s manual, web page or network administrator to
obtain camera IP address and port setting. Vivotek model FD8162 has been pre-configured in ATRIUM
software. Other VIVOTEK models may also work.

¢ Find Camera: Click the Refresh button to find the camera(s) on the network. Once selected fill
out the fields accordingly.

When you fill out the field “Video User Name” and “Video Password”, this will automate the login
process when viewing the camera in ATRIUM’s web page. If this information is omitted, the camera
will request the username and password every time you view it.
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¢ Vivotek Camera:

When choosing “Vivotek”: The "VIVOTEK Properties” window will appear asking to fill out
general settings and set desired parameters:

FHedn LRL:
Host User Name:;
Host Passwond:
Host Port; a0 -:-
FTR UHL
FTP Port: N
FTP User Name:
FTP Pastword
Starl Recording Command: | fcgi-bin/sdmin/sitvi.cgitvid=1
Erd Becordmg Command: | fegi-infsdmmysetw.cgifnl=0

Date & Time

Firrvvare Viersion

Cuery Information Host Mams

Maodel Name

Serial Number

BAanaal tricgger 1 save video clip from video stream 1 an

( Sel Video Clip Fvénd Pararmetens <0 eard

{ stan visteo Clip Recording :} "L Step Vigeo Clip Recording _] ":_ Show Video Clips _:l

@)

Advanced Configuration

(El Advanced Configuration )

Advanced Configuration
Type: ( ']

Resolution Ratio: ( ']

Size Ratior  Width: Height:

Sound: (£ Enabled

e Type: Select one of the stream types.

¢ Resolution Ratio: Select one of the resolution ratio.

Size Ratio: Manually enter the width and height of the screen.

Sound: If the camera has a microphone, enable the Sound selection.

The “Type”, “Resolution Ratio”, and “Size Ratio” fields may be used if the Stream profile selected
needs to be fine tuned. This is usually not required. It is easier to select an alternative Stream profile
to obtain the best results.

Live Feed Tab: The live feed of the camera can be viewed in the Live Feed Tab.

Notes Tab: Use the Notes text field to record any additional notes that may be required. We recommend that
you keep a log of what settings were changed and when they were changed.
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ASSOCIATE THE CAMERA TO A DOOR

From the Dashboard tab, click on the Doors icon, select/highlight a door in the list and click the Properties
button.

N Autriam - Manush —~ o =
Al Diathbaard || Hardwars  Advanced Corfiguration Accounts

26D EFH S B E&-’.“Di: A © 5| &

Users Coards || Hobdiyi Schedules Aregy  Access Levels Access Level Geaips Releys Poputs Oifdputs | Cabs Floors Fioor Leweh | Confsgaration || Evenls. REpodts Enghish
-_f.-l&_ L ActessConsgurabon ! Loiral | Lats | lodhhowm | Monding | |Languages

.- .u-m-rF-J'T-.anrm 1 - £} | Docrlockit | Decr 01 Conmect o o

& | azcooirrr poornz |2 [ azzowry = B | oo oo | Do 02 Coniect Reecier 02 O O
| & |ar-mirpeoooro |1 | Azaoepe ] = £ | Dooe 01 Lock | Door o1 Comact Reader 01 O O
| & | a2-20F-DEDoor02 | 27 | AZ-20-15-DE ) = f1 | Doce02 Lotk | Door 02 Cormect Resder 02 o o

In Advanced view, associate the camera to the door by selecting it in the Camera field.

You can assign 2 cameras to one door. Simply assign a camera to both sides (Side A - Side B) of the
door. A maximum of 10 cameras may be assigned per controller.

Door Properties -
—— s =
Disphay Mame: [63-20-1F-77: Doot D1 [ e T L Feen
e - Side A e | Side B
& Enabled 3 g | Arex

) (A2-300F-77 Area Dooc 0= [ ) (72201717 heea Docr 0= [ )
Uniock Schedube: [ Schedule Never vI_I ey

(=] Uniocks on First Access/Fist Mantn {-mmfr:fm [FET

Options '

O Rrkocks On Door Open )

& Relocks On Door Close = ( 1) E ((Door 01 Rex (322017 | )

o Can B Left Open J

(o Dauble Sepe J — e
{Mwmw-zu-lr-?n- = hll

& Lotkdawn Enabled B mside Fush Huthare

Update User Location Gn_. C il '

E- Door Open ; ‘: Lock R

e =l
Urhack Tirme [econds) s_i.-.' Camasa (’ =
Extended Unlock {secords) 1% =
=] v.'amfu t-wmi. ' % L':rn-m Ewmr
=1 B1A Pyl Do

Cipen Too Long Pre-Alarm frecondsr | 45 7 T AT Ever] Debeched
Open Toolong Aam econast | 8 | (@ Dcrement Counter |@ Decrement Counter J
BAceess Made r Unlock Options irm'.'"
{ Norma =i @ em  [O _ and PIN 3 I # ou |O . and PN 3
Patd Sehedul: (Schodude Newer v | ) PIN Sehedute { Schedule Never = |}
& Keypad code )| | @ Keypad code )
@© P [&_ even 11 oot Open ) (& X |O _ewaiDooropen )
R Schedule: { Schedule Never = | 3 I REX Schedule: [ Scheoule Always = | )
(=] intnriack On This Side 3 o interiack Cn This Side )
(=] Tuer Wan R fchaperone] o | {o T Mans Rude (chaperare) 3
I et LIRS AT e
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DESFIRE APPLICATION ID AND READERS

DESFIRE APPLICATION ID

ATRIUM’s KRYPTO system automatically generates a unique DesFire Application ID (AID) and associated key
sets. This site-specific AID is identified as "AID ATRIUM KRYPTO” in the system. This unique, site-specific
ATRIUM KRYPTO AID is automatically uploaded to the KRYPTO readers by the A22K KRYPTO controller. No
programming app or external intervention at the readers by the service technician is required. Optionally, the
ATRIUM KRYPTO system operator can create a “custom” AID if preferred. Simply click the "ADD” button to
create a custom AID. Whether you choose the automatically generated ATRIUM KRYTPO AID or create a custom
AID, it is strongly recommended to create a Configuration Card containing your system’s AID for disaster
recovery purposes. The Configuration Card is required to initialize the reader with your AID upon original
implementation of the system (for a custom AID) , after a power failure, reader tamper alarm or when replacing
system controller hardware (ATRIUM KRYPTO or custom AID). Store this Configuration Card in a secure place
for future retrieval as necessary.

From the Advanced Configuration tab, click on the DESFire Readers icon. Double click on the default AID to
modify or click on the Add button, to add a new one.

| Atrium - CDVI

5& | Dashboard Hardware I Advanced Configuration | Accounts

O 0 Ed g

Macros E-Els Cameras DESFire Readers Global Settings

| Programming || MIFARE DESFire Configuration ”GIDbaI Settings Conﬁguration|

. DESFire Application D | DESFire Readers |

(Add ) ( Properties ) ( Delete ) ( Load AID from Configuration Card }

Enabled | Display Name 1D | Module Serial #
£4 | AID ATRIUM KRYPTO AL-00-02-FO

- Add: Manually add/create your custom DESFire Application ID (AID).
- Properties: Displays all the relevant key set information of the selected AID.
- Delete: Removes the selected AID from the system.

- Load AID from Configuration Card: Select the most conveniently located KRYTPO reader to
scan your Configuration Card containing your custom AID.

. ]
é‘-. Reader:
- Mlanduibey r Rrstdnry
e \ ¢ -.
) L .lI
4 Syilem e
4 B22K [2-Doer Contrallerd (A-00-02-F0) Entrance =1 [K2-B20002FE Raader Part 1] Onling
d PBesders 2 [RE-485) Iy Office [K3-B1000017 Reader Port 1) Onfine
K3 [ATRRM R5EES Readed] (82-00-02-F6) Enirance #2 [E18T-810075E 7 Reader Port 2] Onles
K1 [ATRRMA RSEES Readed (B 1-00=02-TT) Praductsn [K1-81000077 Resder Port 3] Onbre

4 Sub-Modules
d- A2EE [2-Door Controller] [RA-00-30-25)
Espandert 0 (25445)
4 Fasders 2 [RS-4B5)
KEVET |ATRIUM R34ES Header] (B1-00-23-EF)
K3 [ATRILM R5EES Keypaad Readed] (22-00-00-17,

1 ]

Selecied lem: Enlrarge B2 [K1BT-BH025ET Resder Part I] Onles

:ij : Cancel )
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" | X ]
."ﬁ\\ DESFire Application ID Properties AA-00-02-F0: A22K [2-Door Controller]
- - g - . g
Application Key Set (,AI(S]‘] Master Application ID - Tag Lock\ Notes\l
-General Information
Display Mame: | AID ATRIUM KRYPTO
o Enabled )
 Application Key Set (AKS)
Mewest Application Key Set (Application Key Set - A ') Application |D 0002F0
(L_J FID Encrypted )
~Application Key Set - A ~Application Key Set - B
ba Active Key ) (D Active Key )
. o] T - L=
AKS Version - AKS Version 2 =
Diversified Keys Diversified Keys
(EJ Enabled ) (EJ Enabled )
AKS System ID |AADOD2FO00TE AKS System ID | AADODZFO00TE
Application Key Master Application Key Master
Passwardy [t Passuyargs | =
Confirm Password: | Frrm o o ST T SR p——————v e
Application Key Write Application Key Write
Passward: | etk s Y preww——
Confirm Password: | T
Application Key Read
Passward: | etk
Confirm Password: | T o
(" Save I,/ Cancel )

General Information
* Display Name: Identifies the application ID (AID) display name
e Enabled: When selected, activates the application ID (AID).

Application Ket Set (AKS)

* Newest Application Key Set: Each DESFire application has two key sets, A and B. This is in order
to allow a smooth transition from existing key sets to new ones. By default the “"Application Key
Set - A” is active.

e Application ID (AID): This identifies the application (AID) installed and used by the system. Must
be a 6-digit hexadecimal between 0-F (3 bytes).

¢ FID Encrypted (File IDentification): When activated, adds an extra layer of secure
communication between reader and tag for File read/write manipulation. A 32-bit CRC (Cyclic
Redundancy Check) is calculated over the stream and attached to the transmitted data. The stream
is then encrypted with AES128 cryptogram.
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Application Ket Set - AorB

Active Key: When selected, activates the application key set.

AKS Version: Tracks key set version changes. Application key sets A and B must be different
otherwise the key set transition from A to B will not be possible. Must be a decimal number from 1
to 255.

Diversified keys: Diversified keys enhance security even further. Activating this option ensures a
unique key set is assigned to each individual DESFire EV2 TAG on site. This is accomplished using
the tag’s unique number (CSN) and other encryption factors. If de-activated, a single, secure and
unique site-generated key set is assigned to all the DESFire EV2 tags used on site.

AKS System ID: Used with Diversified keys. This is the seed value used in the key diversification
process. Must be a 12-digit hexadecimal humber containing letters A to F and numbers 0 to 9 (6
bytes).

Application Key Master: The application key “"Master” manages file creation and deletion. You
need to authenticate with this key to be able to create and delete files inside the application on the
DESFire credential. Must be a 32-digit hexadecimal number containing letters A to F and numbers 0
to 9 (16 bytes).

Application Key Write: The application key “Write” manages file writing. You need to authenticate
with this key to be able write to the files inside the application on the DESFire credential. Must be a
32-digit hexadecimal number containing letters A to F and numbers 0 to 9 (16 bytes).

Application Key Read: The application key "Read” manages the file read. You need to
authenticate with this key to read from the files inside the application on the DESFire credential.
Must be a 32-digit hexadecimal number containing letters A to F and numbers 0 to 9 (16 bytes).

3 Cx N
.’ﬂé‘x DESFire Application ID Properties AA-00-02-F0: A22K [2-Door Controller] -
|/ Application Key Set [AKS)T’ Master Application ID - Tag LockY. Notesw

~ Master Application ID - Tag Lock
Newest Application Key Set (Application Key Set - A ')
~ Application Key Set - A Application Key Set - B
G Active Key ) @ Active Key )

AKS Version =

Application Key Master

o | AREERRRAAA AR AR R AR R AR
Password:

AKS Version 2 =

Application Key Master

o T P ——— AP
Confirm Passwaord: Co

; Save ; Cancel

Master Application ID - Tag Lock
¢ Master Application ID - Tag Lock: This key is the master key of the PICC (Proximity Integrated

Circuit Chip). By default, CDVI DESFire EV2 credentials use the default NXP mifare DESFire master
keys which are all 0 (32 digits). This allows the CDVI site application (AID) to be installed on
CDVI's DESFire EV2 card. The CDVI's DESFire EV2 credential will allow the installation and deletion
of other applications on the credential. You can prevent other application providers from using
CDVI DESFire credential by changing the default master key. The card will then be locked for other
application providers. Only the owner of the “Tag Lock” will be able to add or remove applications
on the DESFire credential. Must be a 32-digit hexadecimal number containing letters A to F and
numbers 0 to 9 (16 bytes).

cdvigroup.com



EN ATRIUM SOFTWARE @CD\"

Version 7.2 Security to Access

DESFIRE READERS

The DESFire reader tab is the place to change the operating mode of a KRYPTO card reader. You can also
convert any of the KRYPTO card readers as a programmer. The DESFire card programmer is a card management
tool used to; enroll a card, enroll a card with a custom number, read a card number, format a card, create a
DESFire configuration card or create an OSDP installation card.

| Atrium - CDVI
_.':?‘_\ | Dashboard Hardware | Advanced Configuration | Accounts
f RS W (e |
OF b ™R ¢ L
Macros E-Mails Cameras DESFire Readers Global Settings
| Programming || MIFARE DESFire Configuration || Global Settings Configuration |
( DESFire Application 1D | DESFire Readers

( Properties ) (Change Reader Mode ) ( ) ( Show All v)

(selectal ) ( Unselect Al )

Enabled | Display Name | ID | Module Serial # | Parent Port Reader Mode Tamper Alarm
Y] Production 1 | B1-00-02-77 A22K [2-Door Controller]-AA-00-02-F0 | K1 Reader Port 2 Force Auto Program AID
| Entrance #2 1 | B1-00-25-E7 A2ZK [2-Door Controller]-AA-00-30-88 | K1BT Reader Port 2 | Force Auto Program AID
| Entrance #1 1 | B2-00-02-F& A2ZK [2-Door Controller]-AA-00-02-F0 | K2 Reader Port 1 Force Auto Program AID
kA My Office 1 | B3-00-00-17 A2ZK [2-Door Controller]-AA-00-30-8B | K3 Reader Port 1 Force Auto Program AID

Properties: Opens the properties menu of the selected DESFire reader. The selected reader will be
used for the following operations/commands:

e Create a New Card (recommended): Will generate a card number and register it in the card with
the programmer’s selected DESFire application. The card can be read by KRYPTO readers having the
same DESFire application and added, as usual, by the administrator into the ATRIUM system.

¢ Create a New Card with a Custom Number: You will be able to add a custom number and
register it in the card with the DESFire application selected from the programmer. The card can
be read by KRYPTO readers having the same DESFire application and added, as usual, by the
administrator into the ATRIUM system.

e Read Card Number: Reads and displays the card number that is written on the card.

e Format Card: Deletes all DESFire applications installed on the DESFire card except for the CDVI
“Master” application.

* Create DESFire Configuration Card: Saves the key sets and settings of the selected DESFire
application to a card. This in case of major forces like; building bruning down, irreversible vandalism
of the ATRIUM system, etc. You will be able to reinstall the same DESFire application in a new
ATRIUM system and users will be able to keep the same cards.

¢ Create OSDP Setup Card: Creates an OSDP setup card. This same card can be used for all OSDP
installations.
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g& DESFire Card Programmer B2-00-02-Fé: K2 [ATRIUM R5485 Reader]

DESFire EV2 Card Programmer

DESFire Application |D (Active) KAID ATRIUNM KRYPTO "j
Program Command_{_reate o blaw-CardL x|
—Erzazeaen-Card-frecerrmandadim)

Create a Mew Card (recommended) Execute J

Create a New Card with a Custom Number|

Read Card Mumber

Format Card
Create DESFire Configuration Card
Create OSDP Setup Card

Select from which “"DESFire Application ID"” the programmer will execute command. Choose a
“Command” from the drop down list, click "Execute”.

The selected KRYPTO card reader will start flashing green and red. A constant 2 second green LED
confirms success, a constant 2 second red LED confirms failure. The reader times out after 30 sec.
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Change Reader Mode: KRYPTO reader operating modes:

You can change the operating mode of one KRYPTO reader at a time or several KRYPTO readers at the
same time. Use “Select All” and “Unselect All” button.

a;.éx“x DESFire Card Programmer

Reader Configuration
Reader Mode |:' -

Force Auto Program AID
Reader Only
Update Application Key Sets

Force Auto-Program AID (Default Mode): This is the default mode for all KRYPTO readers and
allows you to install the active DESFire application of a site on any DESFire EV2 credentials from
CDVI. The DESFire Application will automatically be transferred to the CDVI DESFire EV2 credential
once presented to the KRYPTO card reader. CDVI's DESFire EV2 credential can be added to the
ATRIUM system as usual thereafter. It will also allow the update of the key set (A or B) of the active
DESFire Application in the ATRIUM system.

The “Master” controller of each ATRIUM installation generates a unique DESFire application and its
key set per site.

Update Application Key Sets: This mode is used to update the key set (A or B) of the active
DESFire Application in the ATRIUM system. While in this mode no other DESFire applications can be
installed on the credential. The DESFire application key set will automatically be updated once the
DESFire credential is presented to the reader (A to B or B to A).

Reader Only: This mode allows the reading of cards with the DESFire application installed and active
in the ATRIUM KRYPTO system. While in this mode no other DESFire applications can be installed and
no key set updates can be made on the credentials. The DESFire application can be installed on each

new card using the “"DESFire EV2 Card Programmer” of the ATRIUM system. See chapter 5, "DESFire

Card Programmer” to know how to manually program a DESFire card.
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GLOBAL SETTINGS

Global configurations will be applied on the entire ATRIUM system site. Here are some applications:

GDPR Configuration (General Data Protection Regulation)

In many countries, companies must ensure they’re in compliance with General Data Protection Regulation
(GDPR). Controllers and processors of personal data must put in place appropriate technical and organizational
measures to implement the data protection principles.

Click on "Save” after each change.

i | Atrium - CCVI Dema

5& | Dashboard Hardware [ Advanced Configuration | Accounts

-~

L 0 B g

f'v"IaIC'-;:us E-Mails Cameras DESFire Readers Global Settings

| Programming || MIFARE DESFire Configuration ||GI|::-I::-aI Settings Configuration

[ Global Settings |

Site Mame: Paul Demo

]/ User CodeY Save Event ﬂptiunY User Custom Field Namesw
GDPR Configuration
m] GDPR Enabled ]

. =]
Grace Period Days m-

(" save ) ( Cancel )

o Site Name: Enter the name of the site that will be displayed in the ATRIUM BT application.
e GDPR Enabled: When selected, activates the CNIL (GDPR) feature.

¢ Grace Period Days: Will keep personal data for the period chosen, by default, 90 days. After this
period has elapsed, no personal events will be displayed or stored.
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User Code

By default the keypad code length is 5-digits (between 00001 and 99999). It can be changed ONLY if you have
the "Installer” User rights. The code length can be changed from 5 to 8 digits or variable (between 1 and 8
digits). In variable digits mode you must type “#” or “"B” on CDVI keypad after the sequence in order to activate

the command.

Click on "Save” after each change.

Atrium - CCVI Dema

A |
{:;\_\, Dashboard Harclware [ Advanced Configuration l Accounts

0 e i =

Macros E-Mails Cameras DESFire Readers Global Settings

| Prograrnming || MIFARE DESFire Configuration | Global Settings Configuration|

[ Global Settings |

Site Name: |Paul Demo

GDPR [\ User Code | Save Event ﬂptiunY User Custom Field Namesj

User Code Configuration
{User Code Length (5 Digits v‘]
{5 Digits i
6 Digits
7 Digits
& Digits
Variable Digits
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Save Event Option

Access granted will generate up to 4 events per access granted (Access Granted, Area Accessed, Door Unlocked
and Door Locked). In some cases, it is not critical to record all of these events in the ATRIUM system. You could
save buffer space by unchecking events that you no longer want to save in the ATRIUM system.

This option is ONLY available if you have "“Installer” user rights.

Click on “"Save” after each change.

Atrium - COVI Demo

A |
S, Dashboard Hardware [ Advanced Configuration | Accounts

O 0 & iy i

Ma.r-;:us E-Mails Cameras DESFire Readers Global Settings

| Programming || MIFARE DESFire Configuration | Global Settings Configuration)

[ Global Settings |

Site Name: | Paul Demo

[ GDPR|  UserCode |~ SaveEventOption |  User Custom Field Names |

(& "Area accessed” Event )
(z "Door Locked" Event )
(Ba "Door Unlocked” Event )
(o "Floor Selection” Event )
(o "Floor Selection Activated” Event )

(" save ) ( cancel )
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User Custom Field Names

You can name 8 custom user fields (6 alphanumeric fields and 2 date fields). These custom user fields will be
available to all users and can be used for passport number, employee number, birthday or anything else as

needed for your users.

Click on "Save” after each change.

g& Dashboard Harclware [ Advanced Configuration l Accounts

& | Atrium - CCVI Demso

Fyts

O [ ™ B Y

Macros E-Mails Cameras DESFire Readers Global Settings

‘ Prograrnming MIFARE DESFire Configuration | |Global Settings Configuration

[ Global Settings |

Site Name: Paul Demo

[ GDPR|  UserCode|  SaveEventOption | User Custom Field Names |

The maximum length for a field title is 31 characters.
There are 2 fields for date and 6 custom fields.

The maximum number of characters for each custom field is indicated between the brackets ().

Custom Field 1 |Employee 1D | (31 ch. max)
Custom Field 2 |Passport (31 ch. max)
Custom Field 3 |CreditCard (31 ch. max)
Custom Field 4 (31 ch. max)
Custom Field 5 (31 ch. max)
Custom Field & (31 ch. max)

Date 1 |Birthday (37 ch. max)

Date 2 (37 ch. max)

(save ) ( Cancel )
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INTRUSION (ALARM) INTEGRATION

Arm/disarm an intrusion detection system (burglar alarm) with a card The intrusion detection system must
support key switch arming.

These are the options and advantages when you implement this feature:

e Select which cards have this capability.
0 Some cards may have the capability to arm and disarm.
0 Some cards may only arm.
0 Some cards may only disarm.
e Present the card to the reader 2 consecutive times (double-swipe) to arm.
e Present the card once (single-swipe) to disarm.
e View the armed or disarmed status in real time within the ATRIUM software or web page.
e Arm or disarm the intrusion (alarm) system from your smart phone, tablet or any web-enabled devise.
e Use a simple mouse click to arm or disarm in the ATRIUM software.
e Monitor the alarm condition of the intrusion (alarm) system when it is armed.

e Let ATRIUM send an email when an intrusion (alarm) is detected.

ENABLING INTRUSION (ALARM) INTEGRATION

From the Hardware tab, click on the System Overview icon.
Select the Master controller from the list and click on the Properties button.

A At « C0 Dhesna (m]

o Plashband Advanord Canfguration Acounti

C BIiiee @ B
Sem Overdew Jnputs Capuis Lecks Reler Dells  Temper Swiich Readen
Fariresne
. Syviem Dhmiview |
]
N Coroparsas | (owiens 3 (o) (ptond rummsee ) (Syetem stamn ) ( nnsor Dngrone ) (oot ) (_tocate | ) ( Symehwosiz | =) ( Revoct ) (ractory votaons | )
| =
I Eparci 4l Y1 Cobapse 28 J 1 Reheshsunss J 1 ) Mhodule
= AN f2-Datr Cornralier] Module
A Connecter Presertes Online ANA0002-F0 .
Dhsplay Barme AZTH [2-Dae Contreile|
5| AZ2K [2-Door Controfer] (AA-00-02-1T, MASTIR Gnli e e
I_H%m:, — .. I Sean for Hesders l Froduct Code: A22KM
A23 [F-Daen Conttaber] (83200568 Ginline e Sesial Wurer. AA-00-03-F0
WAL Addrese 001 LECATAZFG
It
_:': j:l P &ddresge 192165063
Chutp
Rmacers Firmware Yersion: 1, VLA
Diaars P Mergepre 100340
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Dt Lisgles
Vahage Leck
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From the Module Properties window, expand the Advanced Options tab.
Select the Integration tab and check/enable Intrusion (Alarm) Integration. Click the Save button

. | X |
g:g\ Module Properties -
r General Informatian Network Seﬂinng Mode of Operation Y Card EnrollmentT Time Zone T E-mail Settingsw
Display Name: |A22K [2-Door Controller] ~Options ~Module Connection Key:
Product Cade: |A22KM (E Uses DHCP ) Password:
Serial Number: A F :
- o MAC Addrass: 00:1 Confirm Password:
Firmware Version: 2
IP Address: 192.16 e
Gateway: @ Uses HTTPS
Subnet Mask:
: @ Redirect HTTP to HTTPS )
DNS IP Address:
e (o Redirect SDK HTTP to SDK HTTPS )
Web Port: EE Web Port:| 443 |

- Advanced Options |

r MonitoringT Primary PowerY Battery | © Integration I Licensew

Options

Intrusion (Alarm) Integration

Keyswitch Arming™

CNIL (Delete events after 90 days)
Unlock if Armed ) [ Keyswitch,
Don't Show Arming Status

Global Access Level &
b4

Master Controller

ol
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You can arm an alarm system by double-swiping the card to the reader. You must enable the “"Double Swipe”
option for each door to which you want to apply this option.

From the Door Properties window (display basic view by default), click the Advanced button.

Check/enable Double Swipe then click the Save button. Repeat for each door you want to activate “"Double
Swipe” arming.

Al Dosr Broperties AA-00-83.F8: AZIK [2-Door Controbler] TR |
[ {7 Contigeation |__Evewts | Hoter |
C Side & bariis Side B
(Copptmernih } (B Gl b [ A Area:
s g 5 e { ot e tha-00-03-90-1 1=
Uiz Schadater [ chedle bver == s
boent]  Conturispes
I e e L | ¥ Cucsemeanir])
-l:III giocty On Door Open J (m =12 ! {:;mmw =1=)
& -
Rapdat: Reader:
C——] : =
(W DebeSeme
] bischdomn Enskied
(o Time-Dalaged Uninak J
= Update Loy Lovation On s
I Accesn Gennted ] . Lok
@ oo Dpen b [
- Tirmiseg - Camema ([ =) Camera (] 1)
Uk Tomefpotonak | 3 | Comenslmmn @ @l e
T i : |, % Wa L A LU N @ WO LD Y weberied (3
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SETTING AREA

Any readers associated to an area, can be used to arm and disarm the intrusion alarm system.

From the Dashboard tab, click on the Areas icon.
Select an area from the list and click on the Properties button.

ry AP - MR O =
. | Dashicand Hardaare Acwarvoed Confquiasion ALDCUNEs

24D Bl s 8 NEHTH=E 3T 8 O &

Users Cords | Hobdays Schedule) Aress Jiocess Levels Acoess Level Groups | Ooone Bslays puts Cutputs | Calbe Fioors Fioor Levels || Confiquration || Everts Beports | English
_Cracennats Aeesice Ceehgui nain Comial Ciihs [EETa Mangonsg | Laigusgem
[ Aeeas)

G| oo ) @ i) Ce ) o I

AZ-20-15- 1T Area Door 01 | 1 | A2 200877 i ti
AL 11T Aea Dot 02 | 2 | A2 arTr | 01 i
AZ-20-1F-DF dma Deor 01 |1 Jaz-mni | O ¢}
A220F-DE Ares Doon 02 [ 2 |azanrne | O 5]
AL EO-I3-0E AreaDooe 01 | 1 | Anizams | 01 [ #]
AL-20-33-00 A Dace 02 [ 2 |A20230s | O 7]

From Area Properties window. Select Integration tab

5 Area Praperties AA.00.02.F0: A22K [2.Daar Controller] -
- encral Infarmation T imegration | Feents ] ot |
Dritpley Maee: | Breshustion Lo
(B ] G Frabied )
- Anbi Panoback Armed Status Input | =]_)
=] C )
Alares Siatug Input | ..
Sehechil: |, Schedule & - Yyshem Cowrad Chutput: | ]
(B Anb-Passback Delay [manutesk | L 15 Cutpart Typee {-—'-]
Tets | Soft Ant . Puketime[ 0 _
Riesed Sshaduls:
Lo kidermm
[(E Ensbied )
G
Integration

e Enabled: Check Active to activate this area to arm and disarm the intrusion (alarm) system.

e Armed Status Input: Select an ATRIUM input that will monitor the “armed” or “disarmed” status
of the intrusion (alarm) system. ATRIUM will send an arming request to the intrusion (alarm)
system only if the Arm Status Input state is in “disarmed” condition. The intrusion (alarm) system
must be configured to activate a programmable (pgm) output when it is armed. Connect an
external dry contact relay to the programmable (pgm) output and the selected ATRIUM input. Refer
to page 128 to view the connections.
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Integration (continued)

¢ Alarm Status Input: Select an ATRIUM input that will monitor the alarm status of the intrusion
(alarm) system. The intrusion (alarm) system must be configured to activate a programmable
(pgm) output when it detects an alarm condition. Connect an external dry contact relay to the
programmable (pgm) output and the selected ATRIUM input. RRefer to page 128 to view the
connections.

o System Control Output: Options include either the dry contact relays (RLY1/RLY2 on the
controller) or any of the reader outputs.

e If a reader output is selected, you must de-activate (leave the output field blank) its
default settings in the Reader Properties menu. See page 94 to view the reader output
configuration settings.

- | x ]
."é\ Reader Properties AA-00-02-F0: A22K [2-Door Controller] -
~General Information Notes

Display Name: Reader 0 _Notes
(= Enabled )
LED color modle: ( CDVI (Red, Green & Blue) ~)

Red LED Cutput: ( Reader 01 Red Light (AA-00-02-F0-1)  ~ )

Green LED Outputs (Reader 01 Green Light (AA-00-02-F0-2) ~ )

Buzzer Output:

,Iil._

Disable Keypad Code (26-bit): | Enabled J

l/ Save ) l/ Cancel )

e An external 12V relay must be connected to the selected reader output terminal. The
external relay is then connected to the key switch arming input.

e Output Type: Maintained or Momentary
e Maintained:
o The output will activate and remain activated when a valid double-swipe is detected.

o The output will de-activate when a valid swipe is detected.

e Momentary:

0 The output will activate for the amount of time defined in the Pulse Delay field and
de-activate when the time expires.

e Pulse Time: Amount of time, in seconds, the selected control output will activate.
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ENABLING A USER TO ARM/DISARM.

From the Dashboard tab, click on the Users icon.
Select a user from the list and click on the Properties button.

' itriam £ fwro
AZanaes (amgutan  anmm
= B = : 3
i % 8 @h (2 | & O &
freat Actein Liscn Dpeior Progiussneg Aghts | Dotes el inpost Outpuns || Cob Flewn. Foar Lo || Cosfiguntas || Bty Beparns - Emiish
dirria Lonbpuabon Lartrn Citn ki Wentorny | Langusge

£ St Uner Locwon o Leinowm | ) (] Show Lociteon Seatus 1 Prvt Liocaticn Repant

3 Csee Jo) (o seminn )

.u .1|| o o Exrehrpntid
= = r— i) L
omeeMes | O ]
[ f 0O ||Sivetvanint 5 ["s}'ﬂI-_"!_
I aceeis Lo Praguareming | 2 o] O smmeniss I
From User Properties window, select Advanced View.
A User Properties Ig]
- General Information |/ Home \I/ Custom Fields \|/ Events Y Email T Notes W
First Name: |USER r; Credentials Y Access Levels \|/ Floor Levels Y Work w

Last Mame: |INSTALLER

Language: ( English

Enabled

Value: 3 'z|,

Expiraticn: | None

,co:l

~ Double Swipe

(D Fleor Unlocked/Locked Override on Double Swipe )

User Type [~ Cards| PIN]  System Login |
@ (D p— ) [ Assign i [ Unassign ) [ Add i [ Properties )
(EI. Enabled ) = 043176923F6280 (CSN) | 42274181868676441 | 963024F973E559 | 043176923F6280 USE
(|:| Allow Extended Time ) =B 24h 3009737248859776 | 0AB1570OF95E6E0 [ 04491 DCA4CASE0 USE
(D Master Attribute - Card Enrollment Mode )
(l:l Overrides Anti-Passback )
(D Overrides Interlock )
(ﬁ Can Arm )
(B Can Disarm )
(O OvemidesTime-DelayedUnlock ) >
Activation:| 2014-08-04 00:00 Al 2
Expiration:| None

Check Can Arm to activate the selected user to arm the intrusion alarm system

Check Can Disarm to activate the selected user to disarm the intrusion alarm system.

Save your modifications.
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WIRING DIAGRAM

LOCK1  LOCK2
® : -5 s

12v ov 12V ov

24V DC INPUT Lock 1 | Lock 2
BATTERY | STATUS [sETTiNG [sETTING
MODULE TYPE

SYSTEM STATUS
®cbvi e

INPUTS/ ATRI UM
OUTPUTS A22

2-Door Web-Based IP Module BATTERY %
(12V DC) _

READERS INPUTS LOCKS e

DOOR 2 DOOR 1 DOOR 2

Green LED 1
Red LED 1
Green LED 2
Red LED 2

Door Contact 1
Door Contact 2
Tamper Switch
Lock output 1
N.C. Relay 1
Lock output 2
N.O. Relay 2

By default the on-board relays
follow the lock output.

Cancel that option before
using relays for alarm integration.

i External How to cancel the relay
IntrUSIOn Relay 1 follow mode option from
Panel the door lock output:
From the ATRIUM software select
PGM1 set to: S the “Hardware” tab,
Follow Arm Status 3|0 click on the “Locks” icon,
é [0)) External @ sglect a cjoor Iock_ansi’
PGM2 set to: 2Ok Relay 2 click the “Properties” button. _
Follow Alarm Status 2 Remove the relay (empty selection)
in “Relay Properties”
drop down menu then click “Save”
External relays are used
.& to isolate the ground
between the two panels
Z1 set to: § @
Key Switch Arming (0]
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ELEVATOR INTEGRATION

ATRIUM's elevator control integration allows you to manage up to 256 floors per account. The 256 floors can
be divided in different ways. For instance; 1 building of 256 floors, 4 buildings of 64 floors or 8 buildings of 32
floors each. It could also be 1 building with 8 elevator cabs of 32 floors each.

Let’s take the example of 4 buildings of 64 floors, each floor should be nhamed similar as following;

Building 1 - Floor 1
Building 2 - Floor 1
Building 3 - Floor 1
Building 4 - Floor 1

Building 1 - Floor 2
Building 2 - Floor 2
Building 3 - Floor 2
Building 4 - Floor 2

Building 1 - Floor 3
Building 2 - Floor 3
Building 3 - Floor 3
Building 4 - Floor 3

Building 1 - Floor 4
Building 2 - Floor 4
Building 3 - Floor 4
Building 4 - Floor 4

etc.

Once you have named each floor, the next step is to determine how many cabs would be used. Note that each
A22K EC can manage two cabs and two card readers (one per cab). Each A22K EC controller manages 128
floors (64 floors per cab). So if you have to manage 8 cabs, you would need four (4) A22K EC controllers.

Once the number of floors and the number of cabs to be managed has been determined, the floor buttons for
each cab needs to be configured. Each cab button should be associated with a CA-A480-A relay. Each the CA-
A480-A manages 16 relays. So let’s take the example of a 16-floor building with four (4) cabs, you will need
two (2) A22K EC controllers with two cab readers(2) CA-A480-A connected to each A22K EC controller.

Follow the next steps to know how to connect and configure the ATRIUM system elevator management solution.

To convert an A22K to A22K EC, simply change the controller’s operating mode. Follow the
instructions in the A22K manual on how to change the operating mode.

firmware version 3.00 or higher. A22 controller or older/legacy A22K firmware also support elevator

New elevator integration features require ATRIUM software version 7.0.1.268 or higher with A22K
‘ control but do not support new added features.
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CONNECTING AN A22 EC/A22K EC CONTROLLER TO A
CA-A480-A ELEVATOR/RELAY MODULE

The “daisy chain” wiring from an A22 EC/A22K EC to a CA-A480-A, to the next CA-A480-A (if used) is shown
below.

A22 EC / A22K EC CA-A480-A
Elevator Controller Elevator/Relay Module
\ Twisted pair
> 9 > (/\) O | Ax RS485 BUS
A+ © S O |B- Terminal
GND| @ ® |GND
12v| @ @ |TAMPER
\ @ |TAMPER
RS485 BUS
Terminal
To Next CA-A480-A
At Upto 8 per A22 EC / A22K EC
bee—p B-
» GND Furthest CA-A480-A can be connected up to

4000 ft (1220 M) from A22 EC / A22K EC

CONNECTING A CA-A480-A ELEVATOR/RELAY MODULE TO
AN ELEVATOR SYSTEM

Remove the connection between

the Elevator Cab Floor button

and the Elevator Control system's Floor
Button input terminal.

Elevator H In order for the Fail-Safe method to function correctly,
Control System the PWR OFF/ON DIP switch must be in the ON position.

\ EFIoor Button's "common" terminaIE : CAA480A Elevator Controller
Elevator Cab ® : H : :
H L] Of ADRESS 1 H
Floor Button 4 @l--.\. Fememmeeaaaa- T :-j ADRESS 2
H 'S inal wl [ADRESS 4
; Floor Button's input terminal : “HC [AbReecs
@ mE RLY COMMS
o RLY OFF/ON
Connect the Elevator Cab / H Loop terminal added ;‘E PWI\F/I{ gﬁ/:/Bcl)_ll\ElD :
Floor Button to the added loop ' by installer ' : 4:—
termipal fesssessecessecssscsccsssscesl meeeeeesesseseseesssssessssssseeesseeoes

The diagrams on p.125 to 128 shows the connection of the A22-EC/A22K-EC to a CA-A480-A and the cab
readers and floors that they manage. It also shows the jumper settings that can be used across all CA-A480-As,
the dipswitch settings for floor addressing and the DRM connection diagram. For more information on specific
settings, consult the CA-A480-A manual.
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CONNECTING AN A22K-EC ELEVATOR CONTROLLER TO A
BUILDING OF 8 FLOORS AND 2 CABINS.

READER CAB 1
(Relays on CA-A480-A)
Relay 1 = Floor 1
Relay 2 = Floor 2
Relay 3 = Floor 3
Relay 4 = Floor 4
Relay 5 = Floor 5
Relay 6 = Floor 6
Relay 7 = Floor 7
Relay 8 = Floor 8

READER CAB 2
(Relays on CA-A480-A)
Relay 9 = Floor 1
Relay 10 = Floor 2
Relay 11 = Floor 3
Relay 12 = Floor 4
Relay 13 = Floor 5
Relay 14 = Floor 6
Relay 15 = Floor 7
Relay 16 = Floor 8

READER A A READER
CAB 1 v v CAB2
CA-A480-A
Relay Module (16)
e
() T5—e JUMPER SETTINGS
— > - EOL= ON
BIAS A+ = High
BIAS B-= High

S ADRESS 1
ADRESS 2
ADRESS 4
ADRESS 8 |
RLY COMMS _}
RLY OFF/ON
PaR orion ]

RS-485
o A22K EC
LAN/WAN
Elevator Controller

ATRIUM

A22
Web Based IP Module
(2-Door / 2-Reader)
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HOW TO CONNECT THE ATRIUM SYSTEM TO AN
INTERCOM SYSTEM USING KRYPTO READERS

A22K EC A22K
Elevator Controller Hybrid 2-Door Co

[

) ° ©covi

‘‘‘‘‘

ssss

INTERCOM SYSTEM
with Wiegand output module

Intercom
REX

Wiegand

READER CAB 1 output

KRYPTO reader
set as ENTRY reader

READER CAB 2
KRYPTO reader
set as EXIT reader

Connect the Connect the intercom REX

intercom output to the controller
Wiegand output REX input that manages
Connect the two KRYPTO readers to the reader port. the main entry door.

e

in parallel on the same reader ports.

HOW TO CONNECT THE ATRIUM SYSTEM TO AN
INTERCOM SYSTEM USING STANDARD WIEGAND READERS

A22K EC A22K
Elevator Controller

INTERCOM SYSTEM
with Wiegand output module

@
Wiegand - Intercom
_RE_ADER CAB 1 REA_DER CAB 2 output | 0= REX
26-Bit Wiegand reader 26-Bit Wiegand reader o
Connect the or— Connect the intercom REX
intercom or— output to the controller
Wiegand output or— REX input that manages
The CAB 2 reader has to be connected to the reader port. or— the main entry door.
to another A22K-EC Elevator Controller. —
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Example of a 64-floor building with 2 cabs
(CA-A480-A DIP switch addressing)

.

JUMPER SETTINGS
EOL=  OFF
BIAS A+ = High
BIAS B-= High

CA-A480-A
Address: 2
EER)
i %ﬁn- PWR OFF/ON
L |
E ol |
JUMPER SETTINGS
EOL= OFF
BIAS A+ = High
BIAS B-= High

CA-A480-A
Address: 1

JUMPER SETTINGS

EOL= OFF
BIAS A+ = High
BIAS B-= High

CA-A480-A
Address: 0

PWR OFF/ON

JUMPER SETTINGS

EOL=  OFF

BIAS A+ = High

BIAS B-= High
CAB 1

Relay 1 = Floor 49
Relay 2 = Floor 50
Relay 3 = Floor 51
Relay 4 = Floor 52
Relay 5 = Floor 53
Relay 6 = Floor 54
Relay 7 = Floor 55
Relay 8 = Floor 56
Relay 9 = Floor 57
Relay 10 = Floor 58
Relay 11 = Floor 59
Relay 12 = Floor 60
Relay 13 = Floor 61
Relay 14 = Floor 62
Relay 15 = Floor 63
Relay 16 = Floor 64

Relay 1 = Floor 33
Relay 2 = Floor 34
Relay 3 = Floor 35
Relay 4 = Floor 36
Relay 5 = Floor 37
Relay 6 = Floor 38
Relay 7 = Floor 39
Relay 8 = Floor 40
Relay 9 = Floor 41
Relay 10 = Floor 42
Relay 11 = Floor 43
Relay 12 = Floor 44
Relay 13 = Floor 45
Relay 14 = Floor 46
Relay 15 = Floor 47
Relay 16 = Floor 48

Relay 1 = Floor 17
Relay 2 = Floor 18
Relay 3 = Floor 19
Relay 4 = Floor 20
Relay 5 = Floor 21
Relay 6 = Floor 22
Relay 7 = Floor 23
Relay 8 = Floor 24
Relay 9 = Floor 25
Relay 10 = Floor 26
Relay 11 = Floor 27
Relay 12 = Floor 28
Relay 13 = Floor 29
Relay 14 = Floor 30
Relay 15 = Floor 31
Relay 16 = Floor 32

Relay 1 = Floor 1
Relay 2 = Floor 2
Relay 3 = Floor 3
Relay 4 = Floor 4
Relay 5 = Floor 5
Relay 6 = Floor 6
Relay 7 = Floor 7
Relay 8 = Floor 8
Relay 9 = Floor 9
Relay 10 = Floor 10
Relay 11 = Floor 11
Relay 12 = Floor 12
Relay 13 = Floor 13
Relay 14 = Floor 14
Relay 15 = Floor 15
Relay 16 = Floor 16

A
v

Relay 1 = Floor 49
Relay 2 = Floor 50
Relay 3 = Floor 51
Relay 4 = Floor 52
Relay 5 = Floor 53
Relay 6 = Floor 54
Relay 7 = Floor 55
Relay 8 = Floor 56
Relay 9 = Floor 57
Relay 10 = Floor 58
Relay 11 = Floor 59
Relay 12 = Floor 60
Relay 13 = Floor 61
Relay 14 = Floor 62
Relay 15 = Floor 63
Relay 16 = Floor 64

Relay 1 = Floor 33
Relay 2 = Floor 34
Relay 3 = Floor 35
Relay 4 = Floor 36
Relay 5 = Floor 37
Relay 6 = Floor 38
Relay 7 = Floor 39
Relay 8 = Floor 40
Relay 9 = Floor 41
Relay 10 = Floor 42
Relay 11 = Floor 43
Relay 12 = Floor 44
Relay 13 = Floor 45
Relay 14 = Floor 46
Relay 15 = Floor 47
Relay 16 = Floor 48

Relay 1 = Floor 17
Relay 2 = Floor 18
Relay 3 = Floor 19
Relay 4 = Floor 20
Relay 5 = Floor 21
Relay 6 = Floor 22
Relay 7 = Floor 23
Relay 8 = Floor 24
Relay 9 = Floor 25
Relay 10 = Floor 26
Relay 11 = Floor 27
Relay 12 = Floor 28
Relay 13 = Floor 29
Relay 14 = Floor 30
Relay 15 = Floor 31
Relay 16 = Floor 32

Relay 1 = Floor 1
Relay 2 = Floor 2
Relay 3 = Floor 3
Relay 4 = Floor 4
Relay 5 = Floor 5
Relay 6 = Floor 6
Relay 7 = Floor 7
Relay 8 = Floor 8
Relay 9 = Floor 9
Relay 10 = Floor 10
Relay 11 = Floor 11
Relay 12 = Floor 12
Relay 13 = Floor 13
Relay 14 = Floor 14
Relay 15 = Floor 15
Relay 16 = Floor 16

RLY COMMS
RLY OFF/ON
DRM ENABLED
PWR OFF/ON

CA-A480-A
Address: 7

... SEE
JUMPER SETTINGS
EOL= ON T
BIAS A+ = High Last CA-A480-A
BIAS B-= High of the loop
CA-A480-A
Address: 6

PWR OFF/ON

JUMPER SETTINGS
EOL= OFF
BIAS A+ = High
BIAS B-= High

PWR OFF/ON

JUMPER SETTINGS
EOL= OFF
BIAS A+ = High
BIAS B-= High

PWR OFF/ON

JUMPER SETTINGS

EOL=  OFF

BIAS A+ = High

BIAS B-= High
CAB 2

CA-A480-A
Address: 5

CA-A4380-A
Address: 4
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RS485 WIRING DIAGRAM

An K EC can manage 128 floors, 64 floors per cab. A maximum of 8 CA-A480-A elevator/relay modules can be
connected to the RS-485 BUS of the A22K EC. The illustration below shows a configuration with 2 cabs of 64
floors each for a total of 128 floors per A22K EC. Add an A22K EC for additional floor management.

— LAN or WAN

IP connection:
Maximum 300 ft (92 m)

A22K EC RS485 port (orange

A22K EC connector).

Use twisted pair wiring for
RS485 connection
(1 pair for ground and 1 pair for A+ B-)

CA-A480-A CA-A480-A CA-A480-A CA-A480-A
Address: 0 Address: 1 Address: 2 Address: 3
Floors 1 to 16 Floors 17 to 32 Floors 33 to 48 Floors 49 to 64

CA-A480-A CA-A480-A CA-A480-A CA-A480-A
Address: 4 Address: 5 Address: 6 Address: 7
Floors 1 to 16 Floors 17 to 32 Floors 33 to 48 Floors 49 to 64
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USING THE CA-A482-P DESTINATION REPORTING MODULE (DRM)

The CA-A482-P Destination Reporting Module adds the ability to:

e Floor selection confirmation. Depending on your floor level, an access gives you permission to select one

floor among several.

e Toggle floor commands on double swipe of a card.

e Use the “Unlock on First Access” for floor public access option (Floor Properties).

e Provide extra floor unlock time for visitors (intercom).

Nylon SCF‘eWS/’?

(x4)
! 14-pin Flat
DRM < Cable
(CAA482P) g
: CAA480A
; Elevator Controller
Plastic o[ ADRESS T |
~EC]“[ADRESS 2 |
(x4) N al
vl [RLY COMMS
ol |RLY OFF/ON
~[ [DRM ENABLED
PWR OFF/ON
s -
[\ Before connecting the DRM to the CAA480A, DIP
eommnmmonanallnoeonsneoonol switches 7 (DRM ENABLED) and 8 (PWR OFF/ON)
(CA-A480-A elevator controller and CA-A482-P Destination Reporting Module)
................................................................... CA_A480_A
Elevator System Elevator Controller (partial view)
Cab

Floor Button

Floor Button's Positive Voltage f"l\-\

A+

e
|

N

CMm3
IN4
CM4
I
INS
CM5
IN6
CM6
IN7
CM7
IN8
CM8

NO1
NC1
COM2
NO2
NC2
COM3
NO3
NC3
COM4
NO4
NC4

Loop terminal added CA-A480-A)

by Installer

SSSSSSSSASSSSSSSS

Elevator (-) or
Floor Button's GND

VAN

[SESESESESESESESESESESESTISES] (S)SES]

The appropriate floor selection input will need to be wired to reflect this.
The above diagram shows it wired for a positive button control input.

. . GND IN1 CA-A482-P
+ ¢ | | Floor Button's input terminal weeR| O |9 | Destination
° @ |_ WP @ |ov2 | Reporting
com1 N3 | Module

(mounted on a

The elevator control system may provide a positive or negative button control voltage.

Repeat the connection for each
input (IN1/CM1 of the CA-A482-P
with NC1/COM1 of the CA-A480-A,
IN2/CM2 of the CA-A482-P with
NC2/COM2 of the CA-A480-A, etc.)
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FLOORS

Floors can be located within the same building or distributed between different buildings. The total number of
Floors in the account will be listed from 1 to a maximim of 256. If any Floors are located in other buildings,
you can rename the Floors to identify/find them easier (ex. Building A - Floor 1, Building B - Floor 1, etc.).

From the Dashboard tab, click on Floors, then Add to open the Floor Properties menu and add a new floor.

o Atrium - CE4 Deme - B =
) S . i = - . ; .
& - h 88 R=En O 3T |S - A @6 &2
Usert Cardy | Hobdes ¢ Programmung Rights || Doars Melys loputs Outpets || Caby Faon Floor Levels || Stard Lockdown Configurabién || Events Reporis | Englak
Crederdiaiz Contal ki [ re— Mammong Languages
" Hoan |
(s ) ( ) D €= 1P IR TP I
[Eriabied | Doy biame | 1D | Lovck Stats | Access Statua | Scheode | Liniork Ul this Date |
xT N

gfé\: Floor Properties

r General Information

© MNotes

Display hame:”

r Motes

(&

Enabled )

- Public Access

Schedule ( Schedule Never

b |

Unlock on First Access

(o
(O

First Access Grace Period )
Grace Time Period (MM) 5 [=

Save

Cancel

General Information
¢ Display Name: Enter a display name for the floor.
e Enabled: Enable (checked) or Disable (unchecked) the Floor.

Public Access

e Schedule: Select a schedule to specify when users will have free access.

¢ Unlock on First Access: The public access schedule will not begin until an access granted is

generated after the start of the chosen schedule.

¢ First Access Grace Period: This option is enable only if “Unlock on first Access” is checked/enable.
It will allow the schedule to open at starting time if a valid access have been done during the period

determined before the beginning of the schedule.

¢ Grace Time Period (MM): Enter grace time period in minutes, two digits.

¢ Notes (tab): Click anywhere inside the box to add notes.

Click Save to keep any changes.
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FLOOR COMMANDS

There are commands you can apply to one or more floor selections at once. You will be able to:

e Timed Unlock: The command will unlock the selected floor(s) manually without passing the card.
It will unlock the cab buttons that have this floor programmed. A window will open to enter a time in
day, hour, minute and second. This command will override any other pre-programmed command.

¢ Unlock Override: Select to unlock the selected floor(s) permanently. This command will override any
other pre-programmed command. Click "Normal” command to put back the floor to its
pre-programmed state.

e Lock Override: Select to lock the selected floor(s) permanently. This command will override any
other pre-programmed command. Click "Normal” command to put back the floor to its
pre-programmed state.

o Normal: Select to return the selected floor(s) to the normal pre-programmed system state.

e Disable: Select the “"Disable” command to manually revokes the access for the selected floor(s) but
will not disable pre-programmed public access.

¢ Enable: Select the “"Enable” command to manually restore access to the selected floor(s).

& | Atrium - CDVI Der

,3& Cashboard Hardware Advanced Configuration Accounts
ofh EH & # AMEROD=E T a4 |

Users Cards || Holidays Schedules Areas Access Levels Operator Programming Rights || Doors Relays Inputs Outputs || Cabs Floors Floor Levels || Configuration [

Credentials Control Cabs Lockdown

( Add ) ( Properties )

Access Configuration

Delete

(Timed Unlock [..) ( Disable [..) Cprint [..) (Finv ) ( Refresh Status )

Timed Unlock
=i P )

il . Unlock Querride ) [LEVer [
= hbver A Unlock Time:

Lock Cwverride
F2 . Never

Unlock Time (DD:HH:MBSS) | 00.00:01:00 |

F4 - MNever
& Atrim - OV Dema

| o !. [ashbard Harduare Arvanced Condiguration Arceunty
|

Sf D FH § #$ EEH¢ D= T 8 |06 &

Users Cards | Mobdes Schedules  Areas Access Levels  Cpevator Programening Righes | Deors Belws inputs Outpurs || Cabs  Moors Feor levels | Comfiguration | Evenits Bepons || Englah
|| Coectensiake Acokis Confguration ] Control Caby Logkdown || Mootofing || Langusges
(5 o)

{ properes ) [ Delere )} [ Timed Unleck |:_ { oissole | |Cprine 30 A wwtows suntas )

(oo )
i 1 1 = T L) Syrchesnised
{Fa 2 (@ = | soheduse hewr— Syricheonized
= | @ B | cehedule Never [ —
| Fa 4 A = Sehcchbe Niver Symacheonized
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CABS

From the Dashboard tab, click on Cabs, then select a cab and click on Properties to open the Cab
Properties menu. Each A22K EC adds two elevator cabs.

(© cabs)
(F'roper‘ties ) ( Print | _:} ( j

Display Name ID | Madule Serial # Area Reader Lockdown
Cab 1 1 | AA-00-53-51 AA-00-53-51: Area Cab 01 | Reader 01 fj
Cab 2 2 | AA-00-53-51 AA-00-53-51: Area Cab 02 | Reader 02 ﬁ

i

.“é\\ Cab Properties AA-00-30-8B: A22K-EC [2-Reader Elevator Ctrl]

r General Information Buttons |/ Motes

Display Mame: |Cab 1

 Buttons
(& Enabled ) (pelee ) (Ada )

rOptions Enabled | Display Name | Floor | Relay | Input |
(B Destination Reporting Module )
I B UserCard | O .. and PIN )
(B3 Keypad code )
Area: ((AA-00-30-88: Area Cab 01 (AA-00-30-88-1)7 )
CD Decrement Counter )

Cab Access

Reader: (Reader 01 (44-00-30-88-1) v )

Flaor Selection Timeout (sec.): =

r Intercom Access

Reader: C ')
Floor Selection Timeout (MM:SE): 00:01:30
r Lockdown
(B Enabled )

l/ Save l/ Cancel )

General Information
e Display Name: Enter a display name for the floor cab.
e Enable: Enable (checked) or Disable (unchecked) the Cab.

Options

e Destination Reporting Module: Enable (checked) or Disable (unchecked) the optional
CA-A482-P Destination Reporting Module (DRM).

e Card, PIN and Keypad Code: If Card or Keypad Code are checked off, the User can
have access granted using either option. If ...and PIN is selected, the User will need to
present a card and put in a PIN (also known as a keypad code).

¢ Area: Set the Area associated to the cab.

e Decrement Counter: When selected, the door will count down the uses of a card or PIN.
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Cab Access

¢ Reader: Select a card reader for cab floor selection.

¢ Floor Selection Timeout (sec.): Enter the time required for floor selection.

Intercom Access

e Reader: Select a card reader for intercom floor selection.

¢ Floor Selection Timeout (MM:SS): Enter the time required for floor selection.

Lockdown

e Enabled: When selected, the lockdown feature will be enabled for the floor.

Buttons Tab

Click on the Buttons tab then Add to enter

the Button Properties menu.

Buttons Wx

Buttons

Nntesw

[ Delete i Add

Enable

Display Mame:

Input

."ﬁ-\\ Button Properties

- General Information

Display Mame: |Cab 1 - Button 2

(L—J Enable )

~ Settings

Floor: (Second Floor v:]

Relay: (_Relay ED1:F02 (A2-20-01-54)  ~)

DRM Input: (_Input ED1:FO2 (A2-20-01-54)  ~ )

; Notes

;

r Notes

( 0K l/ Cancel

General Information

o Display Name: Enter a display name for the floor cab button.

e Enable: Enable (checked) or Disable (unchecked) the button.

Settings

¢ Floor: Select the floor the button will call.

¢ Relay: Select on which CA-A480-A relay the cab button is connected.
e DRM Input: Select which DRM input the cab button is connected.

The Relay and DRM input names will match up if they are wired in order. (Ex. Relay EO1:F01 will
correspond with DRM Input EO1:F01.)
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FLOOR LEVELS

Floor Levels function like Access Levels (page 40) except that they apply to an entire floor instead of applying to
an Area. From the Dashboard tab, click on Floor Levels to view them.

Atnum - COVI Demn

8 HNEHR {2 =) a8 O6E| &

Users Cardy || Moldays Schedules Aseas Access Levels Opentor Programmeng Fights | | Doors Relsyn Inputs Oultputs || Cabs  Floor] Flocr Levels || Configuration || Events  Reports trglah

| Camclentiab || Acoeis Confparation | Control | Cabs Lockdomn || Monitoring | | Languages |

) (it ) (@ _samien ) (

Ay Symchronized

[FootleveiNons |V |scheduleNever | synchonited.
| Floar Level Prﬂummr.j 3 kh:ddtﬂrﬂ?lmmg 'ﬁrnrhﬂ:ﬂrr{d

There are three default Floor Levels:

* Floor Level None: This floor level has Schedule Never, so there is no access to any floors assigned
to it.

¢ Floor Level All: This floor level has Schedule Always, so there is access to every floor assigned to
it 24 hours a day, 365 days per year including any programmed Holidays.

¢ Floor Level Programming: This floor level has the Learning Mode schedule, so there is access to
every floor assigned to it 24 hours a day, 365 days per year including any programmed Holidays.
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Click on Add to enter the Floor Level Properties menu.

Floor levels are similar to “Access Levels”. When the selected schedule is valid, users assigned with

the floor level will have access to the floors assigned to the floor level.

. Floor Level Properties

~General Infarmation

Dusplay Mame: [
(&= Enabled
~Schedule
Sehedule |::

I i
Schedule Mever
Schadule Ahways

| Schedule Programeming |

1000

1: Add il: Properties

General Information

o Display Name: Enter a display name for the floor level.

* Enable: Enable (checked) or Disable (unchecked) the floor level.

Schedule

e Schedule: Select the schedule when users will have access to the assigned floors of the floor level.
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"Assign” existing floors or "Add” new floors to this floor level. The selected floors will give access to users
according to the selected schedule in the floor level. Click OK after each selection.

A Floor Level Properties

r General Information

¥ FInnrsY

Notes\|

Display Name: |Staff Floor Level

&®
~Schedule
Schedule (Schedule 8H-17H

Floors

Enable

| Unassign ]E Properties )

,)‘

A Floor Selection

Floor: |’\'
Ground Floor
Second Floor
Third Floor

Ieli ‘H

=

Notes (tab): Click anywhere inside the box to add notes.
Click Save to keep your changes.

You can “Assign” or “Add” Floor Levels to a User from the User Properties menu.

User Properties

General Information

Credentials | AccessLevels | Floorlevets | Work | Home | Events || Motes |

Use Counter {for any Card, Login or PIN)

First Name:
Last Mame:
(@ Enabled )]
l[:EI Supervisos ‘}.
© Aliow Extended Time )
{-D Master Attnbute - Card Enrollment Mode }
(=] Overrides Anti-Passback '}
{m] Crverriches Interlock }
@ Can Arm )
© Can Disarm )]
J
L]

Activation Date:| 2018-07-24 0000

~Floor Levels
Casion s Y oo Y proper )
O ) e —

A\ Floor Level: -

r Floor Levels l::_ ; }

Floor Level Mone
 Flaor Level All
Flaor Level Pragramming

Selected Iem: Floor Level All
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LOCKDOWN

Lockdown parameters are put in place to secure a building against an active threat by instantly locking all
doors. Any new access to these doors is prevented (or limited) until lockdown is ended. Configuring lockdown
options allows you to use a card, input (such as one used by a pushbutton), or login to Atrium to start and end
lockdown.

CDVI strongly recommends periodic and complete testing of the lockdown functionality. Tests should
also be performed when:

. System hardware (controllers, expanders and/or add-on modules, field wiring, etc.) are added,
modified (ex: firmware upgrade) or replaced.

. Modifications, systematic maintenance, upgrades or any other changes are made to the
LAN/WAN used for communicating with an ATRIUM door controller.

LOCKDOWN PROPERTIES

The Lockdown Properties window contains all the fields used to configure lockdown. To display it, click on the
Dashboard tab, then on Configuration in the Lockdown tab.

-~ Agraum - Faul Cemo AZIK O %

ais |[Cowboad | Mardware  Adwonerd Confguration  Accounts

O P = H O§ &8 MNE2p (@ 3| 6 O &

Users Cards || Holideys Schedules Aress Accest Lavels Operstor Programming fights || Doors. Relsys Inputs Outputs | Cang  Floon Floor Levelds | [Configuestion || Bvents  Reports || English
Creglential Argess Combrguration Contenl Cabrs | Loclkdersm Morstoring | | Languages|
o Lodedown
J71 Lockdown Properties
| E'__"— 3 [ Uockdownimpuls|  Users |  Cards | Doors |  Avess| Cabs |  C-Mails |  Events |  Motes |
[ Enabled F— s i = 3
_Iiﬁ.'mqn]_li e }I: -:||:|.|: ]
Searting Options |
Card and FIN Options —— |
[(E“b:e Swpe -]] '
T |
Card and PIN Options
[q‘nmmgmpa -
(B Logm prssword requeed | |

(" Harhaiare Aleits ]| | Solveare Alerh 1 . Cnline ". Loget )

i) Paul Deme az2K Y usis mestann pemwen (D B=e (B0 Da | vrnnges asew | 0 o8 tem

L
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Lockdown: Lockdown is enabled by default. To disable

r- Lﬂfkd““’ﬂ it from being used, uncheck the box.

:& Lockdown Properties

Starting Options: Select how Lockdown is started.
~ Lockdown

e Card and PIN Options: Select whether a single
(D Enabled ) card swipe, double swipe or Two Man Rule (two
different cards used one after the other) can start
~Starting Options ———————— lockdown.
Card and PIN Options ¢ Login password required: If this option is
(D ble Swi ) checked off, a user login password is required
kbl i to start lockdown after clicking the Lockdown
button. If unchecked, Lockdown can be started
(D Lagin passward required ) by clicking the Lockdown button and "OK" on the
popup.
~Stopping Options
Card and PIN Options - fj @
[( Double Swipe v) = .
Floor Levels || Configuration || Events Reports
i Login password required (| o [
( TP 2 ) 5 | Lockdown || Monitoring |

Stopping Options: Select how Lockdown is stopped.

e Card and PIN Options: Select whether a single
card swipe, double swipe or Two Man Rule (two
different cards used one after the other) can stop

) lockdown.

P
LA

ave ) ( Cance

e Login password required: If this option is
checked off, a user login password is required
to stop lockdown after clicking the Lockdown
button. If unchecked, Lockdown can be stopped
by clicking the Lockdown button and “"OK” on the
popup.

= &8 O .

Foor Levels || Configuration || Events Reports

B || Lockdown |i Monitoring _|

Click Save to keep your changes.
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LOCKDOWN INPUTS

Lockdown Inputs are used to assign specific inputs on the Atrium panel to start and stop lockdown. Click on
the Assign tab to open the Lockdown Input window or Properties to modify assigned inputs.

8 &8 N=EhR Q2T T | §

i MAreas Access Levels Operator Programming Rights (| Docrs Relays Inputs Outputs || Cabs Floors Floor Levels || Config

Access Configuration || Control || Cabs || Locke

© Lockdown Inpuis\( UsersY Cards Y DuursT Areas Y Ca hs\r E-MaiIsT E'.renisY Not

G Crorne) Gooea) (o) o

The Lockdown Input window shows available inputs for starting or stopping lockdown. The example below
show an input being used to start lockdown.

=
g?,-_\_ Lockdown Input -
~General Information
~  Notes
Display Name: |Lockdown Pushbutton ON
r Notes
r Trigger Event
Type (Unputs )

Event: {_ Input Cpened - i
Entity: {_Input 01 {(00-00-10-2B) - I :

Type ( Lockdown )
Command lCStart ,]

 Outcome
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General Information

¢ Display Name: The display name for this lockdown input can be modified here.

Trigger Event
e Type: This option is locked to inputs only.
e Event: Select what condition triggers the command.

e Entity: Select the input being used.

Outcome
e Type: This option is locked to lockdown only.

e Command: Select what happens when the Event is triggered.

USERS

The Users tab is used to manage which users can start and stop lockdown, grant access during a lockdown,
and confirm which areas have been secured, using a system login or PIN.

|/ Lockdown InputsY Ugers\r Ca rdsY Doors Y AreasY Cabs Y E-MaiIsY EventsY Nntesw

(Assign ) ( Unassign ) ( Properties ) ( Print Location Report ) ( Print |_} ( )

Last Mame First Name | User Type | User Code Lockdown | Login Lockdown Counter

ADMIMISTRATOR | USER ﬂl _lm

INSTALLER USER _Ii l _l m

-
= Legend
| Grant Access (Maintain .
ﬂ Start Lockdown i Lockdown) & Visitor
| Area Secured (Maintain
l Stop Lockdown Lockdown)

Assign: Select a User and give them Lockdown rights.

Unassign: Select a User and remove their Lockdown rights.

Properties: Edit an existing User’s properties.

Find: Type in several letters or a full name to filter and find a specific User.
Print Location Report: Generate and print user’s location report.

Print: it an eGenerate and print summary or detailed user report.

Legend: Displays the different Login Lockdown rights available when logged into Atrium. For more
information on these rights, see the User Properties menu on the next page.
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ASSIGNING A USER

Click on Assign to open the User menu. Select a User in the list or use the Find filter to specify one, then click OK.

r Lockdown Inputs\r UsersY CardsY DoursT AreasT CahsT E—Maile EventsT Nntesj
i Assign H ( Unassign ) (F'r::uperties ) (.f;'~; )

Last Mame First Mame | Location | Date & Time | User Code Lockdown | Login Lockdown

ADMIMISTRATOR | USER Unknown | Unknown ﬂll llﬂ#
INSTALLER USER Unknown | Unknawn ) l l.ﬂ#

."ﬁx‘x User: -

~Users

USER PROGRAMMING

Selected tem: CDVI

( QK I.K Cancel

The User Properties window appears after selecting your User. The System Login tab displays important
information used for logging into the system and for using Lockdown.

5 | X ]
a"&\\ User Properties -
(General Information |/ Home 1/ Custom Fields 1/ Events W/ Email W/ Notes W

First Name: I Credentials \l/ Access Levels \If Floor Levels \I'f Work ]
Last Name:
Cards PIN tem Logil
User Type r Y Y System OQmW
- —
ﬁ (g Visitor ) -
Legin ID:

(& Enabled ) Password:

- - Confirm Password:

(g Allow Extended Time ) 5 -

p . 'assword Hint:

U] Master Attribute - Card Enrollment Mode ) Rights: (Adml'nistrator v)

-

0 Owverrides Anti-Passback

\ VeTees A ) Operator Programming Right: ( :)

CD Overrides Interlock ) o T — )

P

[m] Can Al
\ kel ) (..'_ Allow web access )
P
] Can Di:
\ an serm ) (CI Allow SDK access )
Activa:ion:| 2022-06-13 00:00 E| 5
Start Lockdow
E:<|Jira:ion:| None m| ( oexdown )
Language: CEngIl’sh v) (D Hap ez )
Counter (EI Grant Access (Maintain Lockdown) ]
CD Enabled ) (D Area Secured (Maintain Lockdown) )
Value: ) '
Expiration: | None
 Double Swipe

(El Fleor Unlocked/Locked Override on Double Swipe )

m l/ Save ) l/ Cancel )
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Type in a User Name for the login, a Password, and the password again to Confirm Password.

Select one or more Lockdown Rights for the User. Click Save if all changes are complete, or use the
PIN tab to continue configuration.

e Start Lockdown: This User can start lockdown.
e Stop Lockdown: This User can stop lockdown.

e Grant Access (Maintain Lockdown): This User can Grant Access through a door during
lockdown. After the door’s unlock time ends, it locks and remains locked for the duration of the
lockdown.

e Area Secured (Maintain Lockdown): This User can designate an Area as secured during a
lockdown.

ASSIGNING A PIN FOR LOCKDOWN

Click on the PIN tab and check off the Assign a Code box. After typing in a 5-digit PIN, select what this PIN
does from the Lockdown dropdown menu. The options available are the same as the above Lockdown Rights,
but only one can be selected per user PIN.

x|
|/ Home \|/ Custom Fields \I'f Events )/ Email \|/ Notes \I
Credentials ‘Y Access Levels 1/ Floor Levels 1/ Waork \I
Cards | PINY System Logl’n\l
(D Assign a Code )
Code:
Confirm Code:
Lockdown (th Used -
i Not Used i
Start Lockdown

Stop Lockdown
Grant Access (Maintain Lockdown)
Area Secured (Maintain Lockdown)

Click Save if all changes are complete, or use the Floor level tab to continue configuration.
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ASSIGNING FLOOR LEVELS FOR LOCKDOWN

See below for assigning floor levels to a user. If you don’t have elevator control integrated into Atrium, you can
skip this section. The Floor Level specifies what floors the user has access to and can grant access to during a
lockdown.

Assigning Floor Levels to a user allows the Grant Access function to be used on elevator cabs during
lockdown. See the Cabs section in the Lockdown Activated Menus chapter for more information.

Click on the Floor Levels tab and click on Assign. Select a Floor Level from the list and Save.

|f l:renif_-ntl'alswK Access Levels T’ Floor Levels \lf Work T’ Hume-T’ E'urents-T Nutesj
~Floor Levels

( Assign ] ( Unassign ) (Add ) ( Properties )

Enable [ Display Name: | 1D |

i

.f’é\n Floor Level:

~ Floor Levels

| Floor Level Al

Floor Level Programming

Selected Iterm: Floor Level All

If_ QK lf Cancel ]

Ii Save ] Ii Cancel )
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CARDS

The Cards tab is used to manage which cards can start and stop lockdown, grant access during a lockdown,
and confirm which areas have been secured.

|r Lockdown InpuisT UsersYJ CardsY DoorsT AreasY CahsT E—Mails\r EvenlsT Notes\]
) (_Unsssion ) ((Properties ) (_ KRYPTO Mobile-PASS Report ) ((Print | ..) ( i@V Report )} (_KRYPTO Mobile-pass status ) (Find )

e

Emm'l ; -La:nmgmlm B tsercad KRYPTC Mobile-PASS .-I.f';j_; I Fingerpeint Y irvaiFace
lmmm :"K“s""'l'dw“"“ mm @m:mwnmmiuw 4 ieva iFace unaunilatle

ASSIGNING A CARD

Click on Assign to open the Card menu. Select a Card in the list or use the Find filter to specify one, then click OK.

Lockdown InpuisY UsersYJ CardsY DnursY AreasY Cahs\r E—Maile EvenisY Nute-sj

i Assign i ( Unassign ) ( Properties :J (.— nd )

A Card: =N

~Cards

(: ind )
MASTER
PROGRAMMING

Selected Item: Mew Card

[ OK I | Cancal i
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The Card Properties window appears after selecting your Card. Select what this card does from the drop-down

menu in Lockdown Option and click Save.

gfé\ Card Properties

 General Information

Display Name: |New Card

Mo fingerprint or face associated with that card number 57920

state: (@ Enabled )
User: ( INSTALLER USER -] (C Add )
Activation: | 2022-06-13 00:00 =]
Expiration: | None |=]
~Number
Format: (26-bit ~) i ev
Number: 122][57920
Hex 7AE240

|

~Opti

(._'_J Grants Access )

(D Lost )

(D Stolen )

(D Programming Card - Card Enrollment Mede )

(D Macro Activation on Double Swipe )
 Lockd Option

Lockdown: (Stop Lockdown ')

Cancel ]

Lockdown Option

o Start Lockdown: This Card can sta

rt lockdown.

e Stop Lockdown: This Card can stop lockdown.

e Grant Access (Maintain Lockdown): This Card can Grant Access through a door during
lockdown. After the door’s unlock time ends, it locks and remains locked for the duration of the

lockdown.

e Area Secured (Maintain Lockdown): This Card can designate an Area as secured during a

lockdown.

A Card must be assigned to a User for its selected Lockdown Option to function.

The Card and its Lockdown Option are now assigned.

-

Lockdown InputsY Area

Users Y J CardsY Doors Y

SY Cath

E-Mails |

EventsY

Notesw

)

(Cassign ) (LUnassion ) ((Properties ) (_KRYPTO Mobile-PAsS Report ) (Print | ..) ( i@V Report ) ((KRYPTO Mobile-PASS Status ) ((7in

License | ievo | Display Name | User Lockdown

B8

TAGEV2 USER INSTALLER

4
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DOORS

The Doors tab shows the list of doors available for lockdown. Only doors assigned to this list can be locked down.
|/ Lockdown InputsY UsersY Cards\l/ DnursY AreasY Cath E-Maile EventsY Nntesj
(Assign ) ( Unassign ) (F'rcnperties ) (F‘rint | ) ( ) Show All - i

Cisplay Mame | Lock Status | Status | Access Status | Side A Area | Side A Camera | Side B Area | Side B Camera
Production |_-_:'l| ' : | p— O Production O
R&D |_-_ﬂ| | : | — O R&D O
R&D |_-_ﬂ| | : | — O R&D O

Assign: Select a Door and assign it to the Lockdown list.

Unassign: Select a Door and remove it from the Lockdown list.
Properties: Edit a Door’s properties.

Print: Generate and print door report for all or selected doors.

Find: Type in several letters or a full name to filter and find a specific Door.

ASSIGNING A DOOR

Click on Assign to open the Door menu. Select a Door in the list or use the Find filter to specify one, then click
OK.

S &
£ Door: -
~Modules Doors

. -
l\_-': gle] :l l\-': gl :l
4 System Maone
A22 [2-Door Controller] (00-00-10-2B) 500-00—1{]-23: Door 02
Selected Item: 00-00-10-2B: Door 02
( OK ( Cancel

The Door is now assigned to the Lockdown list.

r Lockdown InputsY Users Y Ca rdsY Duurs\( AreasY Cabs Y E-MaiIsY E'urentsT Nntes]

(Assign ) ( Unassign ) ( Properties ) (Grant Access H _} ( Disable Access H _} (.f:'vﬁ ) | Show Allr i

Display Name: Status | Lock Status | Access Status | Side A Area | Side A Camera | Side B Area Side B Camera
00-00-10-2B: Door 01| | \ IEI - R 00-00-10-2B: Area Door 01 R
00-00-10-2B: Door 02| | \ Ijl - I 00-00-10-2B: Area Door 02 I
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AREAS

The Areas tab shows the list of areas available for lockdown. To lockdown a door, its area must also be
assigned to this list.

Lockdown InputsY Users Y Ca rdsY Doors Y Areas\( Cabs Y E- Maile EventsY Nntesj

(Assign ) ( Unassign ) ( Properties ) (L_J Show Status) ( Arm ] ( Disarm ) (.fﬁ; ) I Show All= i

| Display Name: Alarm | Arm/Disarm 5tatus | Alarm Status

00-00-10-2B: Area Door 01| [

Assign: Select an Area and assign it to the Lockdown list.

Unassign: Select an Area and remove it from the Lockdown list.
Properties: Edit an Area’s properties.

Find: Type in several letters or a full name to filter and find a specific Area.

ASSIGNING AN AREA

Click on Assign to open the Area menu. Select an Area in the list or use the Find filter to specify one, then
click OK.

a7, | x|
Lo Area: -
~Modules Cabs
P i
(Find ) (eind )
4 System Maone
A22 [2-Door Controller] (00-00-10-2B) I 00-00-10-2B: Area Door 02
Selected ltem: 00-00-10-2B: Area Door 02
{ oK |} I./ Cancel )

The Area is now assigned to the Lockdown list.

|/ Lockdown InputsY Users Y Ca rdsY Doors Y ArmY Cabs Y E-MaiIsY E'urentsY Nntesj

(ﬁ.ssign ) ( Unassign ) ( Properties ) (L'_J Show Status) ( Arm ) ( DCisarm ) (.f;'~5 ) I Show All= i

Display Mame: Alarm | Arm/Disarm Status | Alarm Status

00-00-10-2B: Area Door 01| [

00-00-10-2B: Area Door 02| [
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CABS
The Cabs tab shows the list of elevator cabs available for lockdown. Only cabs assigned to this list can be
locked down.

r Lockdown InputsY Users Y CardsY Doors Y Areas\r Cath E-Maile EventsY Notesw

(Assign ) ( Unassign ) ( Properties ) (.:;'15 )

Display Mame:

A2-20-01-54: Elevator 01

Assign: Select a Cab and assign it to the Lockdown list.
Unassign: Select a Cab and remove it from the Lockdown list.
Properties: Edit a Cab’s properties.

Find: Type in several letters or a full name to filter and find a specific Cab.

ASSIGNING A CAB

Click on Assign to open the Cab menu. Select a Cab in the list or use the Find filter to specify one, then click
OK.

g X |
a".é\\ Cabs
~Modules Areas
[ Find ) ( Find )
Mone

| A2-20-01-54: Elevator 02

Selected Item: A2-20-01-534: Elevator 02

( oK [ Cancel

The Cab is now assigned to the Lockdown list.

r Lockdown Inpule Users Y Ca rdsY Doors Y AreasY Ca hs\|/ E-MaiIsY EventsY Nntesj

(Assign ) ( Unassign ) (F'roperties ) (F:'*S )
Display Mame:

A2-20-01-54: Elevator 01
A2-20-01-54: Elevator 02
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EMAILS

The Emails tab shows the list of email notifications for starting and stopping Lockdown. For more information
on emails, check the Email Notifications chapter.

r Lockdown InputsY Users Y Ca rdsY Doors Y AreasY Cabs Y E—Maile E'urentsY Notesj

)

Display Mame |

Assign: Add an email notification to the Lockdown list.

Properties: Edit an existing lockdown email notification.

Delete: Delete an email notification from the Lockdown list.

Test: Test an email notification in the Lockdown list. Always test to confirm functionality.

ADDING A LOCKDOWN EMAIL

Click on Assign to open the Lockdown menu for emails. The window below shows an example of an email
notification for Lockdown. Click Save when finished.

i

fé . Lockdown

~General Information ~ E-mail Information
| To |personl@example.com

Display Mame: | Lockdown

Cc |perscnd@example.com

~ Trigger Event

Event (Lsckduwn stopped v) Bec |persond@example.com
Lockdown started Subject |Lockdown Started!
Lockdown stopped Message | A Lockdown of the building has been started!

l/ Save J I.f Cancel }

The Email is now assigned to the Lockdown list.

|/ Lockdown InputsY Users Y Ca rdsY Doors Y AreasY Cabs Y E—MaiIsY EventsY Nntesj

(add ) ( properties ) ( Delete ) ( Test ) ( E-mail Settings ) ( Network Settings ) ( )

Display Mame: | Subject Te | E-mail Settings DS

Lockdown Lockdown Started! example@example.com | 192.168.1.7
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EVENTS

The Events tab shows the list of all events related to Lockdown.

Lockdown InputsY

UsersY

CardsY DnorsY AreasY

Ca th

E-Mails |

Events | Notes |

View Details [ Print i
Date & Time Description Object Instigator | Camera
2018-05-01 13:45:44 | Lockdown stopped | Area: A2-20-23-D5: Area Door 01 | Lockdown
2018-05-01 13:45:44 | Lockdown stopped | Area: A2-20-23-D5: Area Door 02 | Lockdown
2018-05-01 13:45:44 | Lockdown stopped | User: Lockdown
2018-05-01 13:45:36 | Lockdown started | Area: A2-20-23-D5: Area Door 01 | Lockdown
2018-05-01 13:45:36 | Lockdown started | Area: A2-20-23-D5: Area Door 02 | Lockdown
2018-05-01 13:45:36 | Lockdown started | User; Lockdown

NOTES

The Notes tab provides a space to type in notes.

%

Lockdown InputsY

Users Y

CardsY

Doors Y AreasY

Cabs Y

E-Mails |

EventsY J

-~ Notes

Nute-sL
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LOCKDOWN ACTIVATED MENUS

When Lockdown is activated, the Atrium menus are restricted and all system configuration is disabled. Click
Stop Lockdown to restore all menus.

Atrium - COVI
Cashboard l
Hdo@ O o Lockdown
s Areas Cabs Users Cards Events English Stop Lockdown

Lockdown Meonitering || Languages

( Grant Access (Maintain Lockdown) ) (:F:'n.;_‘, ) [ Show Allw i

00-00-10-28: Door 01| () @] - & 0 00-00-10-2B: Area Door 01 O

00-00-10-28: Door 02| () @] - & 0 00-00-10-2B: Area Door 02 O
DOORS

The Doors tab shows the list of doors currently under lockdown. Only doors previously assigned in the
Lockdown Door menu are shown.

. Doors

(Grant Access (Maintain Lockdown) ) (F{nd j I Show Allv i

00-00-10-28: Door 01| ( ':. &] 00-00-10-28: Area Door 01

Ol
O

il

O 00-00-10-2B: Area Door 02 |

00-00-10-2B: Door 02| () @]

Grant Access (Maintain Lockdown): Grant Access through the door during lockdown. When the
door relocks, Lockdown remains in effect. Note that this option is selectable only if it is assigned in
the User’s Lockdown rights.

Find: Type in several letters or a full name to filter and find a specific Door.
Show All: Click to toggle between all doors or only doors on a specific module.
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AREAS

The Areas tab shows the list of areas currently under lockdown. Only areas previously assigned in the
Lockdown Area menu are shown.

| . Areas
( Lockdown Area Secured ) ( Lockdown &Area Unsecured ) (F:‘n:.' ] I Show All= i

00-00-10-28: Area Door 01| (

00-00-10-28: Area Door 02| 5 (

Lockdown Area Secured: Select an area and click on this button to indicate that the area is clear
of any threat. The area should be checked physically

. Areas
C Lockdown Area Secured )J ( Lockdown Area Unsecured ) (F:‘n:.' ] I Show All= i

00-00-10-28: Area Door 01] [ (o)

00-00-10-28: Area Door 02 0 I:.--

Always confirm that someone has physically checked the area(s) before setting the area(s) as secure
in Atrium.

Securing areas one at a time helps confirm that they are safe, but this does not stop lockdown.

Lockdown Area Unsecured: Areas are unsecured by default and are potentially unsafe until they
have been physically checked to confirm safety.

Show All: Click to toggle between all doors or only doors on a specific module.
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CABS

The Cabs tab shows the list of elevator cabs currently under lockdown. Only cabs previously assigned in the
Lockdown Cab menu are shown.

| . Cabs |
[ Grant Access (Maintain Lockdown) i. | Find ]

AZ2-20-01-54: Elevator 01 (

AZ2-20-01-54: Elevator 02 (

Grant Access (Maintain Lockdown): Grant Access to allow a user to temporarily select elevator
cab floors during lockdown. After the Grant Access ends, Lockdown remains in effect. Note that this
option is selectable only if it is assigned in the Cab’s Lockdown rights.

Find: Type in several letters or a full name to filter and find a specific Cab.

USERS

The Users tab shows the list of all users in Atrium. User Code Lockdown and Login Lockdown rights are
also displayed (if they have been assigned).

o Users

E Progeriny ‘( rdetr j'l ('&-I L Lacation b leinonn IJ I:I'I Shir Lacation

[Erbled | Last bame | Fist Hame [ dccess Leveis [ hctivation Dute | Expiry Duze [ 70 | 5y
B | ADMINISTRATOS, | UCER, Access Level Always 2001 10708 D000
B[ty UstR | Aceem Level Al 20840804 0000

8 |eosmanming [ustn [ secens e rograremes | 2001101 0000

R

= Legend

I | Grant Aceess (Menten %

-i AL o son ! Lockdomwnt a Vistor

. S T —
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EVENTS

The Events tab shows the list of all events related to Lockdown.

LANGUAGES

The Languages tab shows the list of available languages.

STOP LOCKDOWN

Click here to Stop Lockdown. A password may be required if the option has been set in the Lockdown
Configuration options.

B | Atrium - COVI — O

&“ Dashboard |
REllse O & Lockdown. ™.

Docrs Areas Cabs Users Cards
(‘-;"eu-;[leta'ls) (EI.' Arcess ”:I:D (EI.' Security ”:I:D (EI.' Alarms ”E) I:I:D (B Lockdown

Lockdown Monitorin

2007-12-21 14:2%:52 | Lockdown started Area: 00-00-10-28: Area Door 01 Lockdown
2017-12-21 14:29:52 | Lockdown started Area 00-00-10-28: Area Door 02 Lockdown
2017-12-21 14:2%:52 | Lockdown started User USER INSTALLER Lockdown

20017-12-21 14:29:52 | Elevator lockdown started | Cab: A2-20-01-54: Elevator 01, Floor:
2017-12-21 14:29:52 | Elevator lockdown started | Cab: A2-20-01-54: Elevator 02, Floor:
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IEVO BIOMETRIC INTEGRATION

The integration of IEVO products with the ATRIUM system allows for a simple and efficient management of
fingerprint templates. The integration works in tandem with IEVO'’s isync server pre-installed and running in the
background. All fingerprint templates, up to 50,000, will be encrypted and stored in the IEVO controller. ATRIUM
creates a random card number, 26-bit format, to which it will be possible to associate and register up to 10
fingerprint templates.

The IEVO digital fingerprint reader(s) and isync server must be installed beforehand. The ATRIUM
software and the IEVO isync server must be installed on the same PC. Refer to the IEVO manual for
installation instructions.

CARD MENU OVERVIEW

The card menu below illustrates the display available with IEVO integration.

.Y b« COWI (m} al
[ | mehbose | Hadwar  Adwanced ComSgueston Ascoenh

S h FiH § 8 ENEhH(DE 3T a 0L &

| Usera| Cands | Hobdeyd Sohedolel Arca Aocedd Leveli Aeceds boved Giouga || Deer Relis Inputs Qetputs | Caby Foor Floss Leeels || Configunabion |- Bemits Repas Ervgfeily

Apewms Cunlboraton | Cantrd JL Cisb || towkown || Montaneg || Lesguages

1 KRYFTO Mobde:PATS Regert i‘l Byirl I.i

Firgaeprinay T-25TTS Rickard Tmigh 2001-07-20 0000 =] =]

| =
The icon (circle) 5 | BB Ferprios TATHA fohn Doe 0210720 6000 ol @ o
indicates that this card =ttt : - —t— = e
number is associated =) U KEYPI0 Mokde-Rass 1A ORI T 02 | LASER: INSTALLER o| O O
. . - - e ——— e —————————————— R — - — {
to a fingerprint and the o 1" = MASTER MEMIOTEIEAL | USER ADMINSTRATOR o| o o
number inside the icon || | L — B oo e R I LT :
indicates the number of ¥ | =B PECGRAMMING 1545365020006017 LSER FROGRAMMING | 203140520 0000 o| o o]
registered fingerprints
under that card.
=
[+ tegend 1
Caed Facall
(O Card envodiment resddar } | 1.] |
|' o wents |
'|: J(E Detwiad View J
[o Hardmere Al ]rt Sathams Liey ] .-I:}niim' (Lot )
i e | B vsERisgincen, prewes | (D) |2 | 2= ERE TR
The number beside the icon
indicates the total number of
registered fingerprints in the
IEVO controller.
If the communication between the ATRIUM ble click he i
- E i software and the IEVO controller is interrupted t%ogis;ac;cthgrgotmillggg
g |3 L BRCCRANIG or.Iost, the IEVO icons will turn orange. list of enrolled fingerprint
@ | B | meran s @ Cnline { Logoul templates.
e | B [ wevsvus | @ |.-___-_.; B P s
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ENROLL AND ASSIGN A FINGERPRINT TO A USER
From the Dashboard tab, click on Cards, and click on the Add button.

Make sure the user to whom you want to register a fingerprint, has previously been created in the
ATRIUM system.

al Azrium - W1
il | Costbcard | acdware  Acvanced Confguation  Accounts
Lldaln F i B $ EEnQinsE =T & (@6 &

¥
Uners| Caerds | Holidays Schediles Aras Arcessieweky Arcess Level Groups | Doans Breleys Inpuis Outputs || Cabs Floars Foore Lewels || Configuration || Beenis Pepars | English

recepsl | Aot ConBontin L Comtrad | Catt || toskoown || Montoong | langueges

[ KRYPTO Mobile-PASS Status |1_ Card Number Display i

Lo

Fachard 3emith

LAY

John Dice

147554
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- X
fﬁ\\ Card Properties
 General Information Options 'If Notes
Display l\al‘"le:| | - Options
State: | B4 Enabled ) (D Grants Access )
IS IS
User: [ = | ) % Add ) (D Lost )
Activation: | 2022-04-19 00:00 =] (D Stolen )
Expiration: | None |“| (D Pragramming Card - Card Enrollment Mode )
r Numb (D Macro Activation on Double Swipe )
Format: CZG-bit ') e
I ev  Lockdown Option
Number:| I Lackdown: (_Not Used ")
I-ex:| | ( Program )
Mz fingerprint or face associated with that card number
l/ Save ) l/ Cancel )

General Information

¢ Display Name: You MUST identify the card throughout the ATRIUM software. We recommend
using a name that is representative of the card.

 Enabled: When selected, indicates that the card is active.

e User: You MUST assign this card to a User before starting the fingerprint enroliment process.
Select an existing User or "Add” a new User. See page 16 to learn how to add and manage Users.

¢ Activation Date: Allows to select the date the card becomes valid. Enter the year, month, day and
time of the day the card becomes valid or click on the calendar icon and select the date. The card
will become active on the selected activation date and time.

o Expiration Date: Allows to select the date the card expires. This is useful for personnel on contract
who would require an access for a specific period of time. Enter either the year, month, day and
time of the day the card expires or click on the calendar icon and select the date and time. The card
will expires on the selected date and time. For permanent cards, do not select an expiration date.

Number

¢ Format: The format used to record digital fingerprints is 26-bit format. The ATRIUM system allows
digital fingerprints to be saved in 26-bit format (the default IEVO controller format). The “IEVO
Program” button will appear once the 26-bit format has been selected (format programmed in the
IEVO controller by default). If a different format has been configured in the IEVO controller, the
“IEVO Program” button will not appear.

e Number and Hex: You will be able to find the card number displayed in the events once read by a
card reader. Depending on the format selected, the card number may contain a family code.

Once the card parameters have been established, click on the IEVO "Program” button
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We assume that all the necessary equipment for digital fingerprint registration has been installed
includes the digital fingerprint reader and the USB desktop enrollment reader as needed.

. This

userFngerpnints  [JITTE) - USE Desktop Enrciment =

Select a finger to enrol, Settings

Left Hand Right Hand

]
Ta\V/
né: i} N Enrol Finger Remoree Finger Lave Close

e Unenrolled fingers Enrolled fingers

Here are the steps to enrol a fingerprint template:

1. Select a finger you want to enrol and then click “"Enrol Finger”.
2. The USB Desktop Enrolment reader will now light up. Place the selected finger onto the sensor.

3. After the first scan is complete, follow the on-screen instructions and remove your finger from the
sensor. To ensure a successful enroliment, the finger must be removed from the sensor after each
successful scan.

Placn fiagr anto the LB faader e Renies Hages brarm the USE readss Lo

"
E\_f‘",,r Fewnl Binger Wpmes Figer e hase ;E‘U st Firggmr [ [ Clivis
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4. Place the finger back on the USB Enroliment reader when prompted. Wait and follow the on-screen
instructions before removing the finger from the sensor.

5. When a successful scan is completed, a green check mark will appear beside the fingerprint. Click
"OK” to complete the enrollment. Click "Cancel” to discard the current fingerprint scan if the image
is not clear.

) Vrans e st S170€] - LB Qwalti o s slresn

Place Brger bock down, fedtirg Finperigaints macch, etirga

A: BN
0\

A s

Cancel

=5y r T=1Y, " p
1= "._Il'r Ferry Fimgmi Rasrrmim Temgles LTI [ P e y Friun Tings Sarmr Fingee — Flocs

6. Repeat steps 1 to 5 to enrol another finger or click "Save” to complete the enroliment.

Userdrgerammti (FFTME] - Uil Curildop Ui clmast Userdrgerammti (FFTME] - Uil Curildop Ui clmast "

Enrod Finger Leriag Enrod Finger Leriag

Lt Hand

Right Hard

Ligh Hard Right Hard

| ey Enrsd Finger Permeve Fiager Save Clase | ey Enrsd Finger Permeve Fiager Save Clase

The isync server will now distribute the
fingerprint templates across the system.
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REMOVING A FINGERPRINT TEMPLATE

Here are the steps to remove a fingerprint template:

1. From the ATRIUM card properties window, click "IEVO Program” button.

A Card Progeria ]
s L T B Hom
. | i
. = I [y }
Lt - J a 3
o . res 1
= o S g o e (R —J
m—— = | i dan uye ]
| eV o
bt : (- )
7 f y
- - P
Userfingenprints (32776} - USE Desitep Enralment x
Enrod Finger Settings

Right Hand

Enrol Finger Remowve Finger Save Close

e Unenrolled fingers Enrolled fingers

2. Select an enrolled finger you want to remove and then click "Remove Finger”.

3. Click "Yes”. This will permanently delete the selected fingerprint.

Remaove fingerprint?

Are you sure you want to permanently remove the selected
! fingerprint?

Yes Mo

4. Repeat steps 2 and 3 to remove another finger or click "Save” to complete.
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LIST OF FINGERPRINT TEMPLATES & SETTINGS

The complete list of enrolled fingerprints can be displayed by double clicking on the IEVO icon at the bottom
right of the status bar of the ATRIUM software. You will be able to visualize at a glance the users who have a
enrolled fingerprints. You will be able to delete a card and all the enrolled fingerprints attached to it easily. You
will also be able to manage and configure devices as well as back up and restore enrolled fingerprints from the
ATRIUM software.

[ Legens ]
¢ Card Cnroliment
{:_I'.Il Card enroliment rﬂd-:l-._], {_ l J

print J [ n (O Detaited view )

F"'i Haschware Alerls ‘"’I Software dlerty -] @ Online {Ewa

(i cove L vnEn mearaiies, fostaten | (D) = |Ban O3] o wm

Double click on the icon to display
the complete list of enrolled
fingerprint templates.

g

& ievo Biometric Templates

a@
IEVO e

[ Dileve Card Murnber 1 Retresh ) Device Management. § { Backyp & Restose

@ | 2544 Right Ingdék Fingee | My Finger | INSTALLER USER:
@ | index Finger | John Finger | Doe Jorn \

\

! Dwwce Managemist . | s Management \ x

| Ievc SOL Se10ngs | Aackup & Restors  Backu Schedule
Device Name: IP Address: Server name | IGeshestyIEVOSTNG 1 ': Lo 1

| | iEvoReader 192.168.1.225 Authenbication: SO Senoer Authenboation «

USarnamse: | eyolar
Paiivaarnd:

| £ Use defautt login

Use Detault Setnngs Tirst SCH, Conniction

S04 Datshase Bacioup Sehadule

Caify Mondsy 11000 A0, Tuesdsy: 1200 A6,
Wedsesdey 1200 20 Thursdey: 1360 284 Fridey:
1300 an, Iwturday: 1705 M, tenday. 12:00 aM
Weskly: Wt schedoied

Worehily: Mef scheduled.

Add Devece Device Semmngs Remaove Davio: Clote | 5 Clete

Please see the IEVO manual for details on device management and configuration as well as backing
up and restoring enrolled digital fingerprints.
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ACCOUNTS

Accounts are used when a computer connects to different ATRIUM installations. Typically, an installer creates a

separate account for each client (site)

he may have.

Each account has two dedicated database files; one for the static entities (users, cards, schedules, input,
outputs, areas, tamper switches, etc.) and one for the events.

For each account, you will have the date as well as the directory path to which the last backup was made. When
you select an account, you will get an overview of all modules that were online during the last backup, their IP
addresses, serial numbers and the firmware installed at that time. In addition, you will get an overview of the
amount of users, cards, doors, etc. that were in the selected ATRIUM account at the time of the last backup.

€

________ I

Wiee pper e DovursertiAlrum Bicbup Sotamatd 2] Dermsl

B oriee 0220545 M3 | AL ppire Docurertiutrum Bickop 4 ACDH1 Derens | = ey
4 27 Dot Comeshert [A800-03.F, WASTER Diefier 2L 8
i i UserCoee | 1
8 [ATRLRS BLARS Rpader] (0002008 D Lgtr Loapn 2
K3ET [ATEAM FS455 Reader] [E1-00-28-CF  Onfine | Urwind | 99]
APK - Dust Cimmagiir] [AA-D0-00-80)  Cuallas 15 AR T N Vet 7
ASWIVEE |10 Do Mandie ol LA-00-03-0F]  Cimlins 0L LER LM Lobeshia 5
Ao Level | B
Fisar 1
Fgoriesl | &
2N
[Taoew 5
Camers | D
Mo o
| et ]
T
2 | 14z
[ E Tt Ill:m
! B e B r gt

ADDING AN ACCOUNT

From the Accounts tab, click on the Accounts icon, and click on the Add button.

@\ Account Creation

Account: ”

|< Save j I::Cancel )

e Account: Identifies the account throughout the ATRIUM software. We recommend using a name
that is representative of the account. Click on "Properties” to change the name of an account.

DELETING AN ACCOUNT

To delete an existing account, select the account from the list and click on the Delete button. A dialogue
box will appear requesting confirmation. Deleting an account will erase the two database files related to this
account. The Default account cannot be deleted.
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BACKUP SETTINGS
Allows you to save the ATRIUM databases (entities and/or events) to the account you are logged in to.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Backup
Settings button.

£ Backup Settings L
- Mansal Backugp
= Database Fath (Entities = Eventsl
CVUsers ppareDarumenis : -

Cillsershppare DocumentsiAtrium Backup

- Aust
Database Path ([ntithes DMLY
CALr ppare D ursseety [~

Co\Users\ppare\Documentsiitrium Backup Automatis

i Roas kg

Keep the Lot 3 autematic backugn (e werk)

Create an automatic backug svery | -

 —-—

Reset

( Save l"“ ( Cameel )

Manual Backup

o Database Path (Entities + Events): The "“Atrium Backup” folder was created automatically when

installing the ATRIUM software at the following location: C:\Users\user\Documents\. All backups
made manually will be saved to this location by default. You can save your manual backups to the
location of your choice (hard disk, network or USB key) by clicking on the button at the end of the
directory path. A manual backup will generate two files (Entities + Events), a .bak file that includes
all system configuration (Entities) and another .bak file for system events only (Events). Backups
filenames are automatically generated as follows; account name-Date and time (CDVI Demo
2022.05.05-16.28.25.bak and CDVI DemoEvents 2022.05.05-16.28.25.bak)

Automatic Backup

o Database Path (Entities ONLY): The “Atrium Backup Automatic” folder was created automatically

when installing the ATRIUM software at the following location: C:\Users\user\Documents\. All
backups made automatically will be saved to this location by default. You can save your automatic
backups to the location of your choice (hard disk, network or USB key) by clicking on the button at
the end of the directory path. An automatic backup will generate a .bak file that includes all system
configuration without events. (entities ONLY). The backup filename will be generated automatically
as follows; account nhame-Date and time (CDVI Demo 2022.05.05-16.28.25.bak)

* Keep the last (??) automatic backups (per week): This function determines the number of
automatic backups that will be kept per week. By default, it will keep the last three (3) backups in
the pre-defined directory.

¢ Create an automatice backup every (??) day(s): This function determines at what daily
frequency the ATRIUM software, if it is kept running, will make an automatic backup. By default, the
software will make an automatic backup every day, if you enter 7, it will make an automatic backup
every 7 days and will be saved in the pre-defined directory.

¢ Reset: It will put back the default directory path.

The automatic backups are generated only if all modules are online (green icon status). This is to
make sure that all backup are complete and generated without corrupted data. It is important to
check that all modules are online before making a manual backup.
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BACKUP (MANUALLY)

Manual backups will be saved to the location determined in the “Backup settings” section. You can also save
your manual backups to a location of your choice (hard drive, network or USB drive) by clicking the button at
the end of the directory path. Manual backups include full system configuration (entities + events).

From the Accounts tab, click on the Accounts icon, select an account from the list then click on the Backup

button.
TxT
.”&\ Backup et
~ CDVI Demo
Entities Database File Path:
[ B4 |Ci\Users\ppare\Documents\Atrium Backup'\CDVI Dema 2022,05.17-14,15.26.bak l/ ] ‘

’>Events Database File Path:

M | C\Users\ppare\Documents\Atrium Backuph\COVI Demabvents 2022.05.17-14.15.26.bak l/ . ) ‘

{_Backup J { Cancel )

o Entities Database File Path: The entities database backup includes all system data except events.

o Events Database File Path: The events database is linked with the entity database and cannot be
done by itself. It must therefore imperatively be done at the same time as that of the entities.

Both database backup will be save in the pre-determined directory path in the “"Backup Settings”. The
file name is automatically generated with the account name and the date and time (See the text with
the blue background in the image above). The date and time is generated when you previously click
on the “"Backup” button. You can rename the file to your need and also change the directory path by
clicking the button at the end of the directory path.

It is important to make sure that all modules are online before making a manual backup. It will
assure you to have a complete backup without corrupted data.
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RESTORE

The restore option allows you to have a list of all backups made of the selected account at a glance. Choose a
backup from the list, in order to have a preview (snapshot) of this backup before performing a restore. You will
be able to see all the modules that were online during this backup, their IP addresses, serial numbers and the
firmware installed at that time. In addition, you will get an overview of the humber of users, cards, doors, etc.
that were in the ATRIUM account at the time of the backup.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Restore
button.
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The list includes backups made automatically or manually, identified in the «Type» column.

The status of each backup is identified as follows;

£ e Green icon: all modules were online during the backup
£ e Red icon: the master controller was offline during the backup
“ @ Yellow icon: one or more sub-controllers was offline during the backup
£ e Gray icon: Unable to get an overview (No Snapshot) of the system during the backup

Ty e Event icon: Backup includes events as well

The automatic backups are generated only if all modules are online (green icon status). This is to
make sure that all backup are complete and generated without corrupted data. It is important to

check that all modules are online before making a manual backup.
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CONNECT

Select an account from the list and click on “"Connect”, then click on “Select” to confirm your selection and start

synchronization with the account.

From the Accounts tab, click on the Accounts icon, select an account from the list, and click on the Connect

button.

gﬂé& Account Selection

[ X

Account: ( A2Z2 Demo

)

( Select ) ( Cancel )
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OFFLINE CONFIGURATION

Offline Programming allows you to import and export a database of users, cards and access levels. It also
allows you to add or modify Users, Cards, Holidays, Schedules, Access Levels and Operator programming rights
without being synchronized with a module.

STARTING OFFLINE MODE (LOGGED IN)

From the Accounts tab, click on the Accounts icon, and click on the Import/Export (Offline) button. Click
Yes in the popup window to move to offline programming.

g&, Dashboard Hardware Advanced Configuration “ Accounts ”

‘ Accounts |Import/Export (Offline)

Management

| . Accounts
(ﬁ.dd ) ( Properties ) ( Deletej ( Backup) ( Restore ) ( C::u"nect)

CDVI

,ﬁ Import/Export

You will now be moved to "Offline Programming” to impertfexport users and cards.
Would you like to continue?

11141
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STARTING OFFLINE MODE (LOGGED OUT)

Run the Atrium Software and select an account to login to. From the User Login window, check off the Offline
Programming option and click Login.

A Atrium - COVI Demo - [} *

{& Dashboard | Hardware Advanced Configuration Accounts

. . 3 i| g ‘ L Y l - (

D h [ 8 &8 N8 | @D =0 - &
oors Floor Levels || Events English

Users Cards || Holidays Schedules Areas Access Levels Operator Programming Rights || Doors Relays Inputs Outputs || Cabs F

it

| Access Configuration | Control || Cabs || Manitoring || Lannuanes|

| Credentials

( roperties ) ( Delete ) ( Replace ) ( Upload Firmware ) ( System Status ) ( Reader Diagnostic ) ( Print ) ( Locate | ) ( Synchronize I ) ( Reboot ) ( Factory

C Expand All ) ( Collapse All ) ( Refresh Status ) (F:’ 1d )

g& User Login -
Login ID: |admin
Password: | ***** | @
(S}rnchronize all events V)

(EI Offline Programming )

Important:

- Events
ri Hardware Alerts ‘]rf Software Alerts W ':!:' Offline
[ COVI Dema | i |G) | = | ] | V701260 BETA | BB AP Num  ns ser
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IMPORT/EXPORT MENUS

Import/export options are useful for building a database

and access levels can be imported/exported.

and exporting an existing database. Only users, cards,

Al

& Dashboard | Accounts

Atrium - CDVI Dema

§

& » B

o) @ h = = = il
Users Cards || Holidays Schedules Access Levels Operator Pregramming Rights || Floors Floor Leveld || Import Export Templates || Reports English
| Credentials || Access Configuration || Cabs || Import/Export | Monitoring“Languagesl
- Users
( Add ) ( Properties ) ( Print Location Report ) ( Print | ) (F;’ 1d )
Enabled | Last Mame First Name | Access Levels Activation Date | Expiry Date | PIN | System Login | Synchronization State | User Type | Us
f4 | ADMINISTRATOR | USER Access Level Always 2001-01-01 00:00 O b Synchronized
B4 | INSTALLER USER Access Level Always 2014-08-04 00:00 b b Synchronized
B4 | PROGRAMMING | USER Access Level Programming | 2001-01-01 00:00 O O Synchronized

Import: Click here to import a database. This database includes users, cards and access levels, as
well as holidays and schedules (if specified). The file format must be .csv, .xml, .txt or .xls and
follow a specific template (found by clicking on Templates).

Export: Click here to export a database. This database includes all information except for hardware,
areas, and doors. The file format is in .xml. Atrium will generate an Export Report showing what
entities were successfully exported.

AT —=IUM

Quantity to Export
Users:

Cards:

Holidays:
Schedules:

Accesslevels:

AccesslevelGroups:

Export Summary

Export Report

Quantity Exported

@D cowvi
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Templates: View import templates in .csv, .txt and .xls format. The sample template below shows
the way to enter information for best results.

A B C D E F G H
1| First_Name Last_Name User_Code Card_Name Card_Format Card_Number Card_Hex_Number Access_Level_Id
2 | John Doe r 11111 John Doe Card 26-bit 236:20469 ECAFF3 r 2
3 | Marc Doe i 22222 Marc Doe Card 30-bit 1348:33490 5443202 i 2
4 | Steve Doe " 33333 Steve Doe Card 44-bit 1041257005055 F26FCOFFFF " 2
3 | Brian Doe i 44444 Brian Doe Card AWID 50-bit 2029426423 7BFGO6FT " 2
6 | Allan Doe " 55555 Allan Doe Card HID 37-bit 1552:370350 6385A6AE " 2
7| Curtis Doe " 66666 Curtis Doe Card HID 40-bit 207:21573 CF5445 " 2
8 | Ken Doe " 77777 Ken Doe Card 10Prox XSF 39-bit 4987:58125 4987E30D " 2
9| George Doe i 8883 George Doe Card KeyScan 36-bit 198:33262 C6B1EE i 2
10 Adam Doe " 99999 Adam Doe Card Track 2 " 4564654654656566 1037877B369030 " 2
11 Marvin Doe r 10101 Marvin Doe Card Universal r 516616586408084 1D5DC2C1E3094 r 2

Entering the Card Number or Card Hex Number is necessary to add cards.

DATABASE CONFIGURATION

Credentials and Access Configuration can be added and modified with an existing module offline or without

any module.

al

g& H Dashboard l Accounts

Atrium - COVI Demo

o@ P = $

Users Cards

Credentials

Access Cﬂnﬁsumﬁon

Helidays Schedules Access Levels Operator Pregramming Rights

Floors Floor Levels

Cabs

Import/Export

= 3T &P B le

Import Export Templates

Reports

Maonitoring

English ‘

Languages

- Users

[ Add i (Prsper‘t'es ) CPrint Location Report) [ Print |i Find

E1 | ADMINISTRATOR | USER Access Level Always 2001-01-01 00:00 O A Synchronized
B0 | INSTALLER USER Access Level Always 2014-08-04 00:00 W A Synchronized
8 | PROGRAMMING |USER Access Level Programming | 2001-01-01 00:00 O O Synchronized
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Any new entity added or modified in offline mode is highlighted.
- Users
(Add ) ( Properties ) (-f:'*s )
Enable | Last Mame First Name | Access Levels Activation Date | Expiry Date | PIN | System Login | Synd
R |User Mew Access Level Always 2017-12-27 00:00 O ] Pend
- cess Level Always -01- : o ne|
' |ADMINISTRATOR |USER Ac Level Abway 2000-01-01 00:00 0 oA Sy
v, INSTALLER USER Access Level Always 2017-12-22 00:00 O A Syng
R |PROGRAMMING |USER Access Level Programming | 2000-01-01 00:00 O O Sync|

Logging out and back into the account for normal configuration with the module displays this
window:

g}’é& Offline Programming

Synchronize offline programming?
[Users, Cards...]

ez

Click Yes to accept these changes and merge them with the account database.

Click No and the specific entities will be highlighted and their Synchronization Status will show as
“Pending”.

If No is selected, the entities will remain pending in the database until they are deleted or Yes is
chosen on the popup window to synchronize them.
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6] Warranty - Terms & Conditions

The %5 Year Warranty” is offered by CDVI exclusively for CDVI products featuring the logo 5 Year Warranty”,
and supplied by authorized CDVI dealers participating in the offer. You can obtain the address of the local
authorized dealer participating in the offer by contacting CDVI or a local CDVI subsidiary. The "5 Year Warranty”
is only applicable to hidden defects detected during the lifetime of the product, as defined by the CDVI Group (5
years or 200 000 operations - whichever of the two expires first).

The "5 Year Warranty” conditions shall not modify the sales conditions between CDVI and its customers.

DURATION OF THE OFFER:

e This offer is valid from July 1st 2010; CDVI reserves the right to terminate this offer without prior
notice.

e However, any product already registered up to the date of withdrawal of the offer will remain
eligible for the “5 Year Warranty”.

e The warranty applies only to the available products mentioned in the above statement.
CONDITIONS :

e Hidden defects are guaranteed for an unlimited shelf life (period of time before use).

e The "5 Year Warranty” only applies to products installed by a skilled and experienced personal
with the necessary trade qualifications to install according to the highest standards, respecting
the standards, instructions and guidelines defined by CDVI and according to the maximum
recommended specifications.

e To enable CDVI to determine whether a product is eligible to claim for the “5 Year Warranty”,
after prior issue of a return of materials authorization number (RMA) by CDVI, the customer must
return the product and all of its accessories in the original packaging with a copy of its invoice. The
transport fees shall be paid by the customer and the package must be returned to CDVI or to a
CDVI authorized repair centre.

Eligibility for the “5 Year Warranty” cover must be confirmed by CDVI.

The "5 Year Warranty” only covers the replacement or repair of the parts acknowledged as faulty by
CDVI.

CDVI reserves the right to respect its obligation by replacing the product or the parts acknowledged
as faulty by a standard part replacement or by a product or new parts, or by an updated or
improved version of the product with identical or similar functionalities.

¢ In respect of the applicable law, CDVI cannot be held responsible for material or immaterial
damages caused to goods or to third parties and as a direct or indirect result of the installation,
utilization, product faults or poor functioning of a device.

e The "5 Year Warranty” is non-assignable and non-transferrable.

e The "5 Year Warranty” is limited to the eligible product and is strictly limited to the conditions in
effect on the date of purchase by the customer.

cdvigroup.com
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NOT COVERED BY THE "5 YEAR WARRANTY":

e Any product which has undergone even the slightest modification or change;
e Any product which has been installed and/or used with any auxiliary device not supplied by CDVI;
¢ Any product which has been used for demonstrations or display;

e Any product or its elements considered as “consumables” such as fuses, lights and batteries for
example;

Failure or malfunctioning as a result of an accident, poor storage conditions, unsuitable assembly,
bad utilization or handling, poor maintenance, unsuitable repair or intervention.

¢ Any call-out and installation fees (for assembly and dismantling) as well as transport costs (to and
from the repair centre) and maintenance fees.

Copyright (C) 2011-2024 CDVI. All rights reserved. ATRIUM Access Control is protected by copyright law and international
treaties. Unauthorized reproduction or distribution of this product, or any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent possible under law.

All other brand and product names are trademarks or registered trademarks of their respective companies.
The information contained in this publication is subject to change without notice.
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CDVI FRANCE
(Headquarter)
www.cdvi.com

CDVI AMERICAS
[CANADA - USA - LATIN AMERICA]
www.cdvi.ca

CDVI BENELUX
[BELGIUM - NETHERLAND - LUXEMBOURG]
www.cdvibenelux.com

CDVI CHINA

CDVI IBERICA
[SPAIN - PORTUGAL]
www.cdviberica.com

CDVI ITALIA
www.cdvi.it
CDVI MAROC

www.cdvi.ma

CDVI POLSKA
www.cdvi.com.pl

CDVI SUISSE
www.cdvi.ch

CDVI NORDIC
[SWEDEN - DENMARK - NORWAY - FINLAND]
www.cdvi.se

CDVI UK
[UNITED KINGDOM - IRELAND]
www.cdvi.co.uk

www.cdvigroup.com
Extranet : CDVI_ASW_IM_15_EN_A4_CMYK

All the information contained within this document (pictures, drawing, features, specifications and dimensions)
could be perceptibly different and can be changed without prior notice. Printed in Canada - May 2024
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